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Gandhiji’s Talisman

I will give you a talisman. Whenever
you are in doubt or when the self
becomes too much with you, apply the
following test:

Recall the face of the poorest and
the weaKest man whom you may have
seen and ask yourself if the step you
contemplate is going to be of any use
to him. Will he gain anything by it?
Will it restore him to a control over
his own life and destiny? In other
words, will it lead to Swaraj for the
hungry and spiritually starving
millions? ,

Then you will find your doubts and
your self melting away.
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FOREWORD

The National Education Policy (NEP) 2020 envisions an education system
that is deeply rooted in India's cultural heritage and achievements, while
also preparing students to effectively engage with the challenges and
opportunities of the 21st century. This aspirational vision is built upon the
National Curriculum Framework for School Education (NCF-SE) 2023,
which outlines a comprehensive approach to education across various
stages. In the early stages, the NCF-SE 2023 fosters the holistic
development of students by focusing on the five dimensions of human
existence, known as the panchakoshas, creating a solid foundation for
further learning.

High-quality vocational textbooks play a vital role in bridging practical skills
and theoretical knowledge. These textbooks must balance direct instruction
with opportunities for hands-on experience, helping students to apply what
they learn in real-life settings. The National Council of Educational Research
and Training (NCERT) is providing such high-quality teaching-learning
resources. A team of experts, educators, and practitioners have collaborated
to develop these vocational textbooks to ensure students are well-prepared
for the demands of their chosen fields.

The Back Office Associate — Financial Services textbook for Grade 12
provides students with advanced knowledge and skills to efficiently manage
banking and financial back-office operations. It covers important areas such
as advanced record management, data verification, financial reporting,
reconciliation, regulatory compliance, and the use of digital tools. Students
will develop the ability to process complex transactions, prepare accurate
reports, and ensure smooth internal workflows in line with industry
standards.

In addition to technical expertise, the textbook promotes values such as
integrity, precision, confidentiality, problem-solving, and professional
communication. It encourages learners to enhance their skills through
industry reports, digital learning modules, case studies, and internships.
With proper guidance, students will be ready to apply their learning in real-
world back-office roles and advance in the financial services sector. I thank
all contributors to this vocational textbook and welcome constructive
feedback for future improvement.

New Delhi
May 2025
DINESH PRASAD SAKLNI
Director
National Council of Educational
Research and Training



ABOUT THE TEXTBOOK

The textbook for Back Office Associate - Financial Services is a
comprehensive resource designed to prepare students for the dynamic role
of bridging banking and insurance services. Back Office Associate -
Financial Services play a critical role in promoting and selling insurance
products through banks, requiring proficiency in communication, sales,
customer service, and compliance with banking and insurance regulations.
The content of the textbook has been meticulously aligned with the National
Occupational Standards (NOSs) to ensure students acquire the requisite
knowledge, skills, and competencies for the job role. . %(,\’

Developed with contributions from industry experts and acaderr‘ﬁ'c}ans, the
textbook ensures that its curriculum integrates both theoretical and
practical knowledge to meet the performance criteria outlined in the
Qualification Packs (QPs) for Back Office Associate - Financial Services. Key
NOSs covered include promoting insurance products through the bank's
channel, building and maintaining customer relationships, upholding
integrity and ethics, and fostering teamwork within banking and insurance

teams. ©\'
The student textbook has been developed with the contribution of the

expertise from the subject and industry experts and academicians for
making it a useful and inspiring teaching-learning resource material for the
vocational students. Adequate care has been taken to align the content of
the textbook with the National Occupational Standards (NOSs) for the job
role of Back Office Associate - Financial Services, so that the students acquire
necessary knowledge and skills as per the performance criteria mentioned in
the respective NOSs of the Qualification Pack (QP). The textbook has been
reviewed by experts so as to make sure that the content is not only aligned
with the NOSs, but is also of high quality.
LN\Y

The Back Office Associate - Financial Services Grade 12 curriculum is
structured into five key units that enhance advanced data management and
operational coordination skills. Module 1 focuses on data backup and
recovery, covering backup methods, processes, recovery systems, and
planning for data restoration. Module 2 addresses data security and privacy
by introducing security concepts, identifying risks, implementing protective
measures, and ensuring compliance with data protection regulations.
Module 3 develops reporting and analytics skills, including preparing
effective management reports, sales reports, and reconciling data. Module 4
promotes continuous improvement in data handling through strategy
development, monitoring, evaluation, and fostering a culture of
enhancement. Module 5 emphasises coordination with other departments,
covering interdepartmental communication, data sharing, maintaining
activity logs, and updating records. Together, these modules prepare



students to manage back-office functions with high standards of security,
accuracy, and interdepartmental collaboration.

Punnam Veeraiah

Professor and Head

Department of Business and Commerce
PSSCIVE, Bhopal
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MODULE 1: DATA BACKUP AND RECOVERY

In today's world, data is one of the most valuable assets for individuals and
businesses. Whether it’s important documents, photos, or business records,
losing this information can have serious consequences. Data backup refers
to the process of creating copies of your data so that in case of unexpected
problems, like a system crash or accidental deletion, you can recover it
easily. By regularly backing up your data, you ensure that you won’t lose
anything important even if your device fails or you face a Cyberattacké.n
simple terms, a backup is like a safety net, making sure that your\@@é is
always available, no matter what happens. '\%

Data recovery, on the other hand, is the process of retr@@g lost or
damaged data from a backup. Even with all the precautionQ ata loss can
still happen due to various reasons, such as human error,hardware failure,
or malicious attacks. When this happens, recovery stre?t%ies are employed
to get back the lost data. This could involve restorin es from an external
hard drive, cloud service, or specialized recove Software. Having a solid
backup and recovery plan ensures that you d& have to worry about the
loss of important data and can quickly resto@sverything back to normal.

One of the biggest challenges in data gement is finding a reliable and
secure backup solution. With the ra 1 growth of digital data, businesses
and individuals need to consider vatious factors, such as the frequency of
backups, the type of backup (Cl@}, local, or hybrid), and the security of the
backup location. Cloud bao]&)ﬁs have become increasingly popular because
they offer remote storage ch means you can access your data from
anywhere with an int Qconnection. However, local backups, such as
external hard drive x 2 still widely used for their quick recovery speeds.
Regardless of the Re hod, ensuring your data is safely backed up is crucial,
as it can sav u from potential disasters and help your business or
personal liferurt’ smoothly.

%C}Q
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SESSION 1: DATA BACKUP
Concept of Data Backup

Data backup is simply the process of making copies of important files,
documents, or information that you store on your computer or other
devices. Think of it like saving a spare key to your house — just in case you
lose the original one. If anything happens to your main device, such as a
system crash, virus, or accidental deletion, these backup copies allow you to
retrieve everything without losing anything important. Without a back@o,
any data loss could mean losing valuable work, memories, or even bu%&ss—
critical information. Backups help ensure that your data is prote&fﬁp and
accessible when you need it most, even if disaster strikes. O

Types of Data Backups Q'O'

Each type of backup has its pros and cons, so choa?gg the right one
depends on your needs for speed, storage capacity, a@ evel of protection.
There are several types of data backups, each segvityg a different purpose
depending on the level of protection and conver@@e you need:

Full Backup Incremental Backup  Differential
Backup

O

Cloud Backup Local Backup

\N
C/ Fig. 1.1 Types of Data Backups

1. Back up: A full backup is exactly what it sounds like — a complete
Qcopy of all your data. It’s thorough and ensures that everything is saved,
but it can take up a lot of storage space and time to complete.

2. Incremental Backup: This type of backup only saves the changes made
since the last backup. It’s faster and uses less storage space because it
doesn’t back wup everything again. However, restoring data from
incremental backups can be slower because you need to gather data from
multiple sources (the last full backup and all the incremental backups in
between).



3. Differential Backup: A differential backup saves everything that has
changed since the last full backup. It offers a balance between the speed
of incremental backups and the completeness of full backups, but over
time, differential backups can become larger than incremental backups.

4. Cloud Backup: With cloud backup, your data is stored on remote
servers, usually maintained by a third-party provider. It’s a convenient
solution because it allows access from anywhere with an internet
connection and offers an added layer of protection by storing your dgt’a

off-site. O
5. Local Backup: This type of backup involves storing data on sical
devices like external hard drives, USB drives, or netw ttached

storage (NAS). While local backups can be quick and ezzi@vaccessible,
they are more vulnerable to physical damage or theft.

Importance of Regular Backups O

Regular data backups are crucial for several reasoﬁeo First and foremost,
they protect you from the unexpected. Devices Q)ﬁ‘éul at any time, whether
it’s because of a hardware malfunction, an a%dental deletion, or even a
cyberattack. Regular backups ensure that matter what happens, you
have a copy of your important data tha u can restore quickly. Without
regular backups, you could risk losm Rours of work, irreplaceable photos,
or critical business records. Fol ng are the importance of Regular
backups:

Data Protection
Against
Unexpected Loss

Minimizes Data
Loss

Safeguards
Critical
Information

Prevents Protection from Streamlined
Data Corruption Ransomware Workflow

Fig. 1.2 Importance of Regular Backups

1. Data Protection Against Unexpected Loss: Regular backups act as a
safety net for your data, protecting it from sudden issues like hardware
failure, accidental deletion, or even cyberattacks. Without frequent
backups, losing important files can have serious consequences.



2. Peace of Mind: Knowing that your data is backed up regularly gives you
peace of mind. It allows you to focus on your work or personal life
without constantly worrying about potential data loss or damage.

3. Faster Recovery: In the event of a system crash or data loss, having up-
to-date backups ensures you can quickly recover your files and get back
to work. Without this, recovery can be slow, costly, and sometimes
impossible.

4. Minimizes Data Loss: With regular backups, you only risk losing a small
amount of data—usually the information added since your last p-
This can be much less stressful and manageable than losing evgﬁ’i“ng
all at once. \’

5. Safeguards Critical Information: Regular backups a,% ssent1a1 for
keeping important documents, such as business recor i
or personal files, secure. These are often 1rreplaceabﬁ@ and a backup is
the only way to ensure they are safe from unforeseg@dlsasters

nancial data,

6. Prevents Data Corruption: Files can beco &h‘upted due to software
bugs, viruses, or system crashes. Regular %ups allow you to restore a
previous, uncorrupted version of your , ensuring it remains intact
and usable. (b"

7. Protection from Ransomware: R@&omware attacks can lock you out of
your files and demand a rans rz@ﬂr access. With regular backups stored
in a secure, offline location,*é‘.l can recover your data without giving in
to these malicious dema

8. Streamlined Workflow JAutomated backups make the process effortless
and ensure consis@cy. By setting up scheduled backups, you don't
need to worry a remembering to back up your files manually, which
can easily be f%@(’)tten in the rush of daily tasks.

Risk of Dat

Data lo %1 happen in many ways, and the consequences can be
severe@ llowing are the risk of Data loss:

1. @ dware Failure: Computers, hard drives, and storage devices can fail
t any time. When these devices malfunction, it can lead to complete data
loss if no backup is available to recover the files.

2. Accidental Deletion: It's easy to accidentally delete important files or
folders, especially in a busy work environment. Without a backup,
retrieving these files can be impossible, leading to frustration and loss of
valuable data.

3. Cyberattacks and Viruses: Malware, ransomware, and viruses can
corrupt or lock up your files, leaving them inaccessible. If you don’t have

4



backups, these attacks can lead to permanent data loss and significant
downtime.

4. Theft or Loss of Devices: Losing a laptop, smartphone, or any other
device can result in the loss of all data stored on it, especially if there’s
no backup. Physical theft or accidental loss can happen at any time,
making backups crucial for protecting your data.

5. Natural Disasters: Floods, fires, earthquakes, or other natural disasters
can destroy physical storage devices. If your data isn't backed
elsewhere, it might be completely gone, leaving you with no @p to
recover it.

6. Human Error: Simple mistakes like overwriting files, savn;%) e wrong
version of a document, or not saving progress can le data loss.
Backups can help recover the correct version of a f@ and undo the
damage caused by human error. AS)

7. Software Bugs or Glitches: Sometimes, software"programs can crash or
malfunction, causing files to become cor or unusable. In such
cases, having a backup can allow you to re%’e the uncorrupted version
of your files.

8. Outdated or Incompatible Technol : Over time, older storage devices
or formats may become outdated opncompatible with modern systems. If
you don't back up your data i geurrent, accessible format, you may lose
access to it as technology ad&&bes.

Legal Implications of Data#}:ention

The importance of da ckup, knowing the types of backups available,
and recognizing th %1 implications of data retention are essential for
anyone handling d 1n today’s digital world. Regular backups can save you
from the risks 'ﬁata loss and ensure that you’re prepared to recover from
unexpected s Following are the Legal Implications for Data Retention:

1. Reg a& Compliance: Many industries are governed by strict
ons that require businesses to retain certain types of data for a
ific period. Failure to comply with these regulations can lead to fines,

Q nalties, or even legal action.

2. Safeguarding Client and Employee Data: Legal frameworks like GDPR
(General Data Protection Regulation) mandate that businesses protect
personal data and retain it only for as long as necessary. Mishandling or
not retaining data as required can result in severe legal consequences.

3. Risk of Lawsuits: If an organization cannot produce



4. the data needed for legal proceedings, it could face lawsuits or claims for
damages. Proper data retention ensures that relevant information is
available when required.

5. Tax and Financial Recordkeeping: Tax authorities often require
businesses and individuals to keep financial records for several years.
Improper retention of these documents could lead to issues during
audits, potentially resulting in penalties or audits being flagged.

6. Retention for Legal Discovery: During legal disputes or 1nvest1gat1c%§
data retention ensures that records can be used as evidence if neq\é
Not retaining critical business communications or documen ould
harm a business’s legal defence.

7. Data Disposal and Privacy Concerns: Legal gu1dehnes? cover how
businesses must securely dispose of data when it's onger needed.
Failure to dispose of sensitive data correctly can resﬁ@m breaches, legal
action, and financial penalties. O

8. Breach of Contractual Obligations: Busin @%’ often have contractual
obligations to retain data for a set period. %t adhering to these terms
can lead to legal disputes, damaged tionships with clients, and
potential financial liability. (b"

9. Impact on Business Reputatu@(‘r Legal violations related to data
retention, such as non-compliagte with privacy laws, can tarnish a
business’s reputation. Cli and customers may lose trust in a
company that doesn’t ha&dﬁe data properly, affecting its bottom line and
future operations. 0'

X

XU
PRACTICAL E CISE
Activity 1: Da@Backup Types Comparison

MaterialQ ired: Computer or mobile device with access to the internet,

Exter torage device (e.g., USB drive or external hard drive), A cloud

store% account (Google Drive, Dropbox, etc.), Pen and paper for noting
arisons

Procedure:

1. Learn about the different types of data backups: Full Backup,
Incremental Backup, Differential Backup, Cloud Backup, and Local
Backup.

2. Search for examples of each type, focusing on their uses, benefits, and
drawbacks.



9.

Prepare a table comparing the features of each backup type (e.g.,
storage space needed, speed, frequency, time taken, and recovery
process).

Include practical examples of when each backup type would be useful.

Backup a sample set of files using a full backup method to a cloud
storage service.

Perform an incremental backup to a USB drive and compare the
process and time taken. o

Review the results and note the differences in speed, storage u_s%@ and
ease of recovery for each method. \\/

S

Consider how these methods could be applied to y@ersonal or
business data backup strategy. e

Summarize the advantages and disadvantages of eangackup type.

10. Write a recommendation for which type(s) wo d‘Work best for different

data management needs (e.g., personal vs. business)

Activity 2: Assessing Data Loss Risks @

Material required: Pen and paper or digi \bnote-taking tool, Computer or
mobile device, List of your personal or \(’& data

Procedure: (D)S-'

1.

4.

Make a list of the files, do ents, or data that are critical to you or
your business (e.g., @noial records, work documents, personal

photos). A

X
Identify where th@data is currently stored (e.g., on your computer,
external drive, d storage).
(g

Reflect on?é'risks of data loss that could affect your critical data (e.g.,
hardware fdilure, accidental deletion, cyberattacks).

Fo %h risk, note how likely it is to occur and how damaging it could
if/the data is lost.

S %Based on the identified risks, plan actions to mitigate them (e.g.,

6.

regular backups, using cloud storage, password protection).

Consider backup strategies for each risk, such as using full backups for
important documents or incremental backups for less critical files.

Decide on a backup frequency for your critical data (e.g., daily for
business records, weekly for photos).

Set reminders or automate your backups using software tools or cloud
services.



9. After completing the backup process, periodically test whether your
backups are working and accessible.

10. Adjust your backup strategies if necessary.

Activity 3: Understanding Legal Implications of Data Retention
Material required:

e Pen and paper or digital note-taking tool b,
e Access to any business contracts or personal data policies you mengave
e Research tools for GDPR and other data protection laws «()\\’
Procedure: A

1. Research legal requirements for data retention in_§our industry or
region (e.g., GDPR, HIPAA, or tax laws).

O
2. Focus on the types of data that need to be rg‘&t/éﬁed and for how long
(e.g., financial records, employee data, bus%@ communications).

3. Review your current data storage and r@n ion practices, especially for
sensitive or legally regulated data. "\

4. Identify any gaps where your fﬂctices may not align with legal
requirements (e.g., storing t information securely, retaining
financial records for the re period).

5. If you’re a business ogésr or individual working with sensitive data,
implement practices t comply with data retention regulations (e.g.,
secure storage, cogggsv ed access).

6. Set clear data ntion periods for your business records and personal
data and cre&(@'a schedule for data review.

7. Create a-precess for securely disposing of data that is no longer needed.

8. Cor@ using certified data destruction services or secure deletion
to@ o ensure that sensitive data is permanently removed when no

@ger required.

QQ Consider the legal risks associated with not complying with data
retention regulations (e.g., lawsuits, fines, damaged reputation).

10. Write a short report on the potential legal consequences of mishandling
data retention for your business or personal use.

CHECK YOUR PROGRESS



A. Fill in the Blanks

1.
2.

. Regular backups help minimize , such as hardware

A backup creates a complete copy of all data.

An backup only saves data that has changed since the last
backup.

backup stores data remotely, allowing access from
anywhere.

. A backup combines the speed of incremental backups with

the completeness of full backups. <&

\,é%,u’e,
accidental deletion, or cyberattacks. «()\

B. Multiple Choice Questions Q'O'

1.

@)
e

4.

Which type of backup saves only the changes madcdeﬂce the last full
back up?

a) Full Backup \/\’O
b) Incremental Backup %O

c) Differential Backup \©

d) Cloud Backup ’\,(b'

. Which of the following is a di?g&antage of using local backups?

a) Easy access
b) Vulnerability to th physical damage
c) Affordable \,0'

d) Accessible@n anywhere

with minigial storage space used?

a) Qﬁéaekup

l{):j cremental Backup

. Which b%@%'type is ideal for quickly restoring data after a failure,

c) Differential Backup

d) Cloud Backup

What is the primary purpose of data retention regulations?
a) To ensure data security

b) To ensure data is regularly backed up

c) To ensure data is kept for a legally required period

d) To make data accessible from any device



5. What risk is associated with human error in data management?
a) Data corruption
b) Accidental deletion or overwriting
c) Device malfunction
d) Ransomware attacks

C. State Whether the Following Statements are True or False

1. Full backups are faster than incremental backups. @b’

2. Ransomware can lock you out of your data and demand paym or
access. «()\\’

3. Local backups are immune to physical damage. Q’O’

4. Data retention laws apply only to businesses. <

5. Regular backups can protect you from unexpec{/@gta loss.

D. Match the Column Xy
<O
S.No | Column A S.No | Column B
1 Full Backup AN

;O Backs up only changes since
6’(,\’ the last backup

2 | Incremental Backup & B | Backs up data changed since

the last full backup
— 3

3 | Differential Backu{)p, C | Remote storage, accessible

from anywhere
cX
N
4 | Cloud Badi\‘g” D | Regulate how long certain
Q data must be kept
f. .
S Da@étentlon Laws E | Backs up all data regardless
/;C> of changes
<

E.”Short Answer Questions
1. What are the advantages and disadvantages of full backups?
2. How does incremental backup differ from differential backup?
3. Why are cloud backups considered a good solution for remote access?
4

. How can regular backups protect against ransomware attacks?
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5. What should businesses consider when implementing data retention
policies?

F. Long Answer Questions

1. Discuss the different types of data backups (full, incremental,
differential, cloud, local) and their best-use scenarios.

2. Explain the importance of data retention laws and how non-

compliance can affect businesses.
G. Check Your Performance @b'

1. Review your knowledge of data backup and legal consideratio@

2. Reflect on how well you understand the different back ypes and
their application to real-world scenarios. Q

11



SESSION 2: DATA BACKUP PROCESS

Backing up data means creating a copy of important information to protect
it from loss. Computers and devices can sometimes fail, and data can be lost
due to accidents, viruses, hardware malfunctions, or natural disasters. By
regularly backing up your data, you ensure that even if something goes
wrong, you will still have access to your important files, photos, documents,
and other information. Backups provide security, peace of mind, and ensure
that you don’t lose valuable data that could impact your work, personal life,
or business. <

s

The process of backing up data involves creating a dupl@ of your
important files and storing them in a safe location. Followin@ the detailed
guide on how to back up your data: <

Procedures for Backing Up Data

1. Choose What to Back Up: Decide which files @d folders are most
important to you, such as documents, photo ,’Mdeos, music, system
settings, or even applications.Prioritize filesx fiat you cannot afford to
lose, including work-related files or personal data. You can also choose to
back up your entire system, includin rating systems and installed
programs, to easily restore everything{b« ase of a full system failure.

2. Select the Backup Method: T @"are various ways to back up data,
and each has its advantagesy

a) External Hard Drive: Physical storage that can hold large amounts of
data. It is portable easy to use, but you need to ensure its
securely stored to &fﬂe}ent loss.

b) Cloud Stora ge)rvices (Google Drive, Dropbox, OneDrive, etc.):
Store your @& online. Cloud storage is accessible from anywhere
with an i '<rnet connection, and it’s a great option for backing up files
that % be accessed from multiple devices.

C) Ne@)rk Attached Storage (NAS): A device connected to your home
Q,bffice network where files are stored, accessible by multiple users
%nd devices within the network. It offers more control and security for

Q your backups.

3. Start the Backup: Once you've selected the files and backup method,
initiate the backup process. This can usually be done by clicking a
“Backup Now” button in software or selecting a “Backup” option in your
system’s settings. Ensure you are backing up to the correct location (e.g.,
cloud storage, external drive) and that the files are selected for backup.
The process may take time depending on the amount of data being
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backed up, so make sure your device is plugged in and connected to the
internet (if using cloud storage).

4. Verify the Backup: After the backup process is complete, confirm that
the files have been properly copied. Check the backup folder or storage
location to ensure the files are there and accessible. If you’ve backed up a
large number of files, verify that the most critical files are included in the
backup. In the case of using cloud storage, check that the data is syncing
properly and that no files were missed. ?

or

5. Monitor Backup Progress: Some backup systems allow you to $l
p

progress in real-time. Ensure that the process is not int ted,
especially during large backups, to prevent incomplete bac . If you
are using backup software, you can often set it up to al ou when a

backup is complete or if any issues arise.

6. Organize Backups: For an organized backup syst%@, categorize your
data based on type or importance (e.g., work ﬁles&@ersonal files, system
backups). This will help you locate files easily @hen you need to restore
them. You may also consider keeping a list hich files are backed up
and where they are stored (external @ive, cloud, etc.) for better
management. N

.‘\'(bl

Tools and Technologies for Backup ¢

There are many tools and techn I@S available for backing up data. Each

tool serves different needs, a hoosing the right one depends on the
volume of data, the level of. essibility you require, and the security you
need. Following are some cofamon tools:

AK

Tools and Technologies for Backup

1. External Hard Drives
or USB Drives

2. Cloud Storage Services
(e.g. Google Drive,
Dropbox, OneDrive)

0y

c 3 Backup Software .
%‘ (e.g. Acronis, Backblaze | 5.4 ) ) 4. Network Attached
Q EaseUS Todo Backup) k= Storage (NAS)

5. Online Backup Services

(e.g. Carbonite, Mozy) 6. Backup for Mobile Devices

(e.g. iCloud, Google Drive,

6. Backup for Mobile Devices Samsung Cloud)
(e.g. iCloud, Google Drive,
Samsung Cloud)

Fig. 1.3 Tools and Technologies for Backup
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1. External Hard Drives or USB Drives: These are physical devices that
allow you to back up and store large amounts of data offline. They are
portable and easy to use; however, they can be lost or damaged, so
always keep them in a safe place. External hard drives come in various
sizes and can hold terabytes of data.

2. Cloud Storage Services (e.g., Google Drive, Dropbox, OneDrive):
These online storage services offer an easy way to back up data, access it
from anywhere, and share it with others. Cloud storage is secure and
convenient, but requires a stable internet connection. Many sewices&r
free storage up to a certain limit and paid plans for larger storag \.Qloud
backups are typically automated, and files are encrypted for sebi@%’ﬁy.

3. Backup Software (e.g., Acronis, Back blaze, Ease USTaedo Backup):
Backup software automates the process of creatin d managing
backups. It can schedule regular backups, select specific files, and even
back up entire systems. Some software allows for gncremental backups,
meaning only new or changed files are back@ p, saving time and
storage space. O

4. Network Attached Storage (NAS): A Nﬁ@device connects to your local
network and stores backups of all the\ﬁles in your home or office. This
device is ideal for large businesses ﬁ@' homes with multiple users as it
centralizes data storage and offer,{ ared access. NAS can be configured
with different levels of sec , such as password protection and
encryption. @

5. Online Backup Servic &.g., Carbonite, Mozy): These services focus
on automating the &p of files over the internet. They ensure your
files are regularly backed up and stored off-site, which is important in
case of physica age to your computer or storage devices. They offer
encrypted b ps for additional security and typically allow for easy

restoratio iles
6. Back @r Mobile Devices (e.g., iCloud, Google Drive, Samsung
Clo@. Mobile devices, such as smartphones and tablets, also need
lar backups to preserve important information like contacts, photos,
Q d apps. Many mobile operating systems provide cloud services (iCloud
for Apple, Google Drive for Android) that automatically back up device
data. You can also use external storage options, such as USB drives or
external SSDs, to manually back up important files on your mobile
device.

Scheduling Backups

Regularly scheduled backups ensure that your data remains safe and up-to-
date. Automated backups remove the need for manual intervention, saving
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time and ensuring your files are always protected. Here's how to schedule
backups:

1.

Tes

Choose a Backup Frequency: Decide how often your data should be
backed up. For most people, a weekly backup might be enough, but for
those with frequently changing data, daily or hourly backups may be
better. Some systems offer incremental backups, which only back up
new or changed data since the last backup. This saves storage space and
time.

. Set a Backup Time: Pick a time that works best for you, such as_dring

off-hours or when you’re not actively using your computer or d.euj . For
example, scheduling backups to run at night ensures th y don't
interrupt your daily work. v

. Automate the Backup Process: Backup tools and soft@are allow you to

automate the backup process, so you don’t need to Péhember to start it
yourself. Simply set it once, and the system will @ backups according
to your preferred schedule. Automation helpgiyou stay on track and
ensures that no important data is left unpro@,

. Monitor Scheduled Backups: It’s es@tial to check your backup

settings and confirm that the backup e occurring as scheduled. Most
tools send alerts if a backup fails o 'é}{counters issues. If there’s an issue
(e.g., no internet connection), t stem may delay the backup until it
can run successfully.

. Backup Multiple Locati@i : Consider backing up your data to multiple
0

locations. For examplepwyou can schedule daily backups to both an
external drive and storage. This offers redundancy, protecting you
in case one back ils.

. Adjust Backu&%’requency as Needed: If you find that files are changing

more frequeénftly, you may want to adjust your backup schedule. Some
system ow for continuous or real-time backups, where files are

a:fg cally backed up as soon as they are updated.

ecovery Processes

ing your backup system is critical to ensure that you can restore your

data when needed. It’s not enough just to back up your files; you must also
verify that they can be recovered successfully. Here's how to test your
recovery process:

1.

Restore a File: Start by choosing a file from your backup and restoring it
to your device. This simple step confirms that your backup is working
and that the file is intact. Make sure the file opens properly and is not
corrupted.
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2. Test Recovery Regularly: Perform regular tests by restoring different
files from different backup sets. This ensures that all parts of your
system are being backed up correctly. Test your backup process after
making changes to the system or installing new software.

3. Restore an Entire System: For critical systems, you may want to test
restoring an entire system or application. Some backup solutions allow
you to create full system backups, which can be restored in case of total
failure. It’s important to test this process before a real emergency arise&

4. Keep Multiple Backup Versions: Consider keeping different versiofis of
your backup. For example, if a file was accidentally corrupted, yau>could
restore a previous version from an earlier backup. Man ud and
backup tools automatically keep previous versions of files g{)his reason.

5. Use Backup Reports: Many backup systems offer report that tell you
whether the backup was successful or if any errors 6dcurred. Regularly
reviewing these reports can help you spot any&@sues early. Backup
software often alerts you if a scheduled bac fails, so you can take
corrective action. %

6. Store Backups in Different Locatio@ Always store backups in
different physical or digital locatio,n;sb, This helps ensure that if one
backup source is compromised (e }external hard drive is damaged),
another backup (e.g., cloud stor%’e is available.

PRACTICAL EXERCIS /%
Activity 1: Backup Prai*}dure Practice
Material required: 5{&/

e Computer Q?'&)bile device with internet access
o Externalﬁsr drive or cloud storage account (e.g., Google Drive,
OneDxni

. Bac@ software (optional)
Pr ure:

1.QOpen your computer or device and identify which files are important to
you (e.g., documents, photos, videos). Prioritize critical files such as
work-related documents or personal data.

2. Choose whether to back up to an external hard drive, cloud storage, or a
combination of both. If using external storage, connect the external hard
drive or USB drive to your computer.

3. Open the backup software or file explorer.
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4. Select the "Backup Now" option and specify the location where the files
should be saved.

5. Once the backup is complete, go to the backup location (external drive or
cloud storage).

6. Check that all important files have been copied and are accessible.

7. If using backup software, monitor the progress in real-time.

8. Ensure the backup is completed without interruption. b’

9. Categorize files based on type (e.g., personal, work, system). \QQJ

10. Create a list of what is backed up and where it is store* easy

management. $Q

Activity 2: Backup Frequency Scheduling Q

Material required: “06

Computer or mobile device with internet access \,O

X
e Backup software or cloud storage account %O
Procedure: @

1.

Choose how often you need to back, \your data (e.g., daily, weekly, or
monthly). b. Consider how often yo(i}' files change or if they are critical
for daily use. \,6

s
. Pick a time for the backup t(@l:ur, preferably during off-hours when the

device is not in use. /%

. Set up the backup e@ware to automatically run the backup at the

chosen time and fre@ency.

Review notific \ﬁs or alerts from the backup software to ensure
backups ar &:urring as scheduled.

I necess@, change the backup schedule based on changes in your data

or wWo, d.

. ;?C/e your data is being backed up to multiple locations (e.g., external

e and cloud) for redundancy.

Activity 3: Testing Backup and Recovery

Material required:

Backup software or cloud storage account

Files or data stored on the device
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Procedure:

1.

Choose a file that has been backed up and try restoring it from the
backup location (external drive or cloud).

2. For critical systems, perform a test restoration of an entire system or
application backup.
3. Ensure that the file is restored correctly and opens without any issues
(no corruption or loss of data).
4. If you have incremental backups, test restoring a previous Version@é' a
file that might have been changed or corrupted. . %Q
5. Check the backup software or cloud service for any reports m@&ling the
success or failure of the backup.
6. Ensure your backup is stored both locally (e.g., external, hard drive) and
remotely (e.g., cloud storage) for extra security.
xO
O\/
CHECK YOUR PROGRESS X
A. Fill in the Blanks @
1. Backing up data is important ,(:@' protect your information from
. x&
2. Cloud storage services su and allow you to
access your data from a ere

3. A backup should \439’ tegularly verified to ensure the files are
X

4. External harcKébives are an example of backup methods.

5. To ensur (gi recovery, it is important to test the process.

B. Multiple®1 ice Questions

. W ‘él of the following is a cloud storage service?
Dropbox

1
Q% b) External Hard Drive

c) Network Attached Storage
d) Backup Software

2. What is the primary advantage of cloud storage?
a) Large physical storage

b) Accessibility from multiple devices
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nal S

o

. It is not necessary to \é’

c) Requires no internet connection

d) Low cost

. Which of the following is NOT a backup method?

a) Cloud storage
b) Network Attached Storage

c) Operating System installation

d) External Hard Drive @b’
. How can you verify that your backup was successful? ,\,%Q

a) Check the backup location to ensure files are present «()\

b) Delete files to test the backup Q

c) Wait for an alert from backup software «QQJ

d) None of the above

. What should be considered when scheduli % ckups'?

a) How often data changes

b) The size of the files (D’\
c) The time of day '(,\’
\J@

d) All of the above

C. State Whether the Follow @tatements are True or False

ify backups once they are completed.
Cloud storage re@x}“es a stable internet connection.
Backing up o once a year is sufficient for most data.

Network?ﬂached Storage (NAS) is ideal for home networks with

multi evices

Au@mted backups eliminate the need for manual intervention.

D. the Column
SQT? Column A S.No Column B
1 External Hard Drive A | Automates and schedules
regular backups
2 Cloud Storage B | Physical backup method
3 Incremental Backup C | Online backup service

19



4 Network Attached Storage D |Saves time and space by

(NAS) backing up only new or
changed files
5 Backup Software E | Local network backup
solution

E. Short Answer Questions

1. What is the importance of backing up data? %Qr
2. How do you verify the success of a backup? «()\\’

3. What are the advantages of using cloud storage for ba ?

4

. Describe the difference between a full backup %Qjan incremental

backup.
O

5. What should be considered when selecting a\b:éékup method for your

data? %O
©

F. Long Answer Questions

1. Explain the process of backing up @a from start to finish, including

selecting backup methods and \@Qﬁying the backup.

2. Discuss the advantages aaﬁ’ disadvantages of different backup
methods, such as cloud age, external hard drives, and Network

Attached Storage (NA%/S
G. Check Your Perform@e

1. Practice baCki&ié different types of files using various methods.
S
R\
o
P
Q
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SESSION 3: RECOVERY SYSTEMS
CONCEPT OF DATA RECOVERY

Data recovery in the Indian financial institutions encompasses the processes
and technologies employed to restore lost, damaged, or inaccessible data.
This goes beyond simple data backups; it emphasizes the ability to
effectively and efficiently recover critical data in the face of various threats,
including cyberattacks, natural disasters, hardware failures, and human

€error.
el

Data recovery is not merely about restoring data; it's about eﬁ@uring
business continuity, maintaining regulatory compliance, and safe¢gdarding
customer trust. By implementing robust data recovery strate %@, financial
institutions can reduce the impact of data loss events, up %'operational
efficiency, and protect their reputation in the competitiv%r@.ian market.

é\/oFig. 1.4: Data Recovery

X
IMPORTANCE OE TA RECOVERY

1. Business c@inuity: In this digital age, financial institutions depend on

data a 1 run their day-to-day business. Information about customers,
tran ons, the market, and internal systems all rely on having correct
a p-to-date data available. Losing data because of cyberattacks,

6‘9 ral disasters, technology failures, or human error can seriously mess
up operations, causing service interruptions, financial losses, and
damage to customer relationships that might not be fixable. Good data
recovery plans keep businesses running by quickly restoring important
systems and data, reducing downtime, and allowing quick return to
normal operations.

2. Customer Trust and Confidence: Lost or corrupted data can make
customers lose trust in a business and damage its image. Customers are
more likely to trust a business that can recover lost data if they know
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that their confidential financial information is safe and that the business
can handle the effects of data loss. This makes customers trust financial
institutions more and makes long-term ties stronger.

3. Regulatory Compliance: Indian financial institutions must follow strict
rules about keeping records, protecting data, and keeping private. These
rules usually require data to be kept for certain amounts of time for legal,
audit, and research reasons. Effective data recovery capabilities are
crucial for meeting these regulatory requirements and avoidgl’g
significant penalties and legal repercussions. O

4. Competitive Advantage: In today's competitive landscape, ret%ng a
strong data security position and demonstrating robust dﬁ\}ecovery
capabilities can provide a significant competitive advan‘@ ustomers
are increasingly worried about data privacy and security. By establishing
a commitment to data protection and business contine)éﬁsness, financial
institutions can build a stronger competitive edge\,@d attract and retain
customers. X,

KEY CONSIDERATION FOR DATA RECOVER%O

Robust Data Security Measures

Backup and
Recovery -
Strategies

AN T

Compliance

Regular with Regulations

Assessment
and
Improvement

Y
% Fig. 1.5 Key Consideration for Data Recovery

Q%%bust Backup and Recovery Strategies: Implementing multiple layers
of backups, including on-site, off-site (cloud or geographically
distributed), and multiple hard drive backups. Establishing clear
recovery procedures with defined tasks and duties for each team
member. Regularly testing recovery procedures to ensure their efficiency
and recognize areas for improvement.

2. Data Security Measures: Employing strong encryption techniques to
protect data both at rest and in transit. Implementing robust access
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controls, including multi-factor authentication and role-based access
permissions. Utilizing firewalls, intrusion detection systems, and
antivirus software to protect data from cyber threats.

3. Compliance with Regulations: Adhering to data privacy regulations like
the Indian Data Protection Act, 2023 etc., and make sure they are in
accordance with industry standards and best practices. Maintaining
accurate records of data recovery activities for audit and regulatory
compliance purposes.

4. Regular Assessment and Improvement: Conduct constant Crisk
assessments to recognize potential vulnerabilities and risks a9 data
availability. Continuously reviewing and renewing data reco lans to
adapt to evolving threats in addition technological g@aneements.
Providing ongoing training to employees on data securit% st procedures
and the significance of data recovery. O

COMMON ISSUES IN RECOVERY \IO

Data recovery in the Indian financial services s@):&tbr goes beyond simply
restoring lost data, while crucial, presents several challenges:

1

Data Data Loss Data Volume Law Technological
Corruption due to and Mandates Advancements
Cyberattacks Complexity
QY

(b" Fig. 1.6 Common Issues in Recovery

1. Data Corru@on: Data corruption poses a considerable challenge to data

recove empts within financial institutions. This can happen due to
vari sources, including software glitches, hardware failures, and
h error. Software bugs, operating system malfunctions, or database

agement system errors can lead to data inconsistencies, errors, or
Qeven complete data loss. Hardware failures such as hard drive crashes,
server malfunctions, or power surges can also cause data corruption or
make it inaccessible. Furthermore, human error, for example accidental
deletions, incorrect modifications, or inappropriate data managing by
employees, can lead to data corruption or loss. Recovering corrupted data
can be complex and time-consuming, often requiring specialized data
recovery tools and expertise, such as data recovery software, forensic
data analysis techniques, and the involvement of professional data
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recovery services. These specialized services can be costly, adding to the
overall financial impact of the data corruption incident.

. Data Loss due to Cyberattacks: Ransomware attacks, malware

infections, and data breaches pose considerable threats to data
availability in the financial sector. Ransomware attacks, where malicious
software encrypts data and demands a ransom for it restore, can impact
operations and cause considerable financial losses. Malware infections,
such as viruses and Trojans, can corrupt or steal sensitive data, leading
to data loss and potential disruption of services. Data breaches, V\éée
unauthorized individuals can access sensitive information, ca use
significant financial and reputational damage, as well as \Lé%al and
regulatory actions. Recovering data after a cyberattack can complex,
expensive, and time-consuming, often requiring specializ@ cybersecurity
expertise, such as incident response teams, data redgvery specialists,
and forensic investigators. The recovery process may involve restoring
data from backups, cleaning infected systems, and&ﬁlplementing security
measures to prevent future attacks. O\"

Data Volume and Complexity: Financial-institutions deal with massive
volumes of data, including customex cords, transaction histories,
market data, and internal operatio-l;k@ data. This data is often highly
complex and interconnected, mak@;g data recovery a challenging task.
Recovering and restoring lar tasets can be a complex and time-
consuming process, requirin ecialized tools and techniques. The sheer
volume of data can ove m traditional backup and recovery methods,
requiring advanced t%& ogies such as cloud-based storage, data
deduplication, and nced data compression techniques. Furthermore,
the interconnecteg nature of data within a financial institution can make
it difficult to isqé& and recover specific datasets without impacting other
critical sys and operations. This complexity requires the use of
advanced;data recovery technologies, such as high-speed data transfer
mechﬁs s, parallel processing techniques, and automated recovery
too]€J rough the implementation of robust data management strategies

@ the wutilization of new technology, financial institutions may
%oﬁciently address the challenges of recovering extensive and intricate
datasets, thereby maintaining business continuity and reducing
disruptions to essential activities.

. Law Mandates: Meeting regulatory requirements for data recovery can be

challenging and requires careful consideration. Regulations like the
Indian Data Protection Act 2023 mandate specific data retention periods,
requiring institutions to maintain records for varying durations. This
necessitates robust data recovery capabilities to make certain that data
can be recovered and made available upon request for audits,
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investigations, or legal proceedings. Furthermore, these regulations often
require institutions to demonstrate amenability with data retrieval
procedures, including the implementation of effective backup and
recovery strategies, consistent testing of recovery plans, and ability to
produce audit trails of data recovery activities. Failure to adhere to these
rules may lead to significant penalties, encompassing fines, legal
proceedings, and reputational harm. Consequently, financial institutions
must engage in comprehensive data recovery solutions that satisfy
regulatory requirements while ensuring the integrity and availability ‘ef
essential data for company operations and customer support. \Q

5. Technological Advancements: The rapid evolution of ¢ nology
presents new challenges for data recovery. The exponent'pgrowth of
data volumes, coupled with the increasing complexity oneg: structures
and interdependencies, poses considerable challe\rﬁej for the data
recovery and management. New technologies and” threats emerge
constantly, requiring continuous adaptation #&gd updates to data
recovery strategies.

O
PROCEDURES FOR TESTING BACKUPS %

In financial institutions testing backup pr?)gedures is crucial to ensure their
effectiveness and identify potential yweaknesses before a real situation
strikes. The following are the proced&@s:

o

a. Simulate a Complet S%stem Failure: Simulate a complete system
failure, such as a r crash, a ransomware attack, or a natural
disaster. This c involve shutting down the primary system and
attempting to @ore operations from the backup.

1. In case of Full System Res

b. Restore to ,@%est Environment: Restore the entire system from the
most rec backup to a separate test environment (e.g., a dedicated
test r or a virtual machine). This ensures that the financial
instiftttions functioning remains unaffected during the testing process.

C %rify Data Integrity: Thoroughly verify the integrity and accuracy of

Q all restored data, including applications, databases, user files, and

configurations. Check for data corruption, missing files, and any
inconsistencies between the original data and the restored data.

d. Application Testing: Conduct rigorous testing of all critical
applications and information stored to ensure they function correctly
in the restored environment. This includes testing application
performance, data integrity, and user functionality.
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2. In case of Partial System Recovery:

a.

Test Recovery of Specific Components: Test the recovery of
individual components, such as specific databases, applications, or
user files. This allows for targeted testing and identification of any
issues with the recovery process for specific components.

. Simulate User Scenarios: Simulate real-world scenarios, such as

recovering individual user files, restoring specific applications use

a particular department, or recovering data for a specific proje's(,.\, his
helps to ensure that the recovery process meets the specifi eds of
the financial institutions. O

3. In the case of Recovery Time and Point Objective Tes&g:

a.

Measure Recovery Time: Record the actual tin:@efaken to restore
critical systems and applications to a functiondl)state. This helps to
determine if the recovery time objectives (RTQ) defined in the disaster
recovery plan are being met.

. Measure Data Loss: Determine the @ount of data lost during the

recovery process i.e. Recovery Point, Objective (RPO). This helps to
evaluate the impact of the dat &s event and recognize areas for
upgrade in data protection anck@ackup strategies.

Compare Results: Comp%ﬁe actual recovery time and data loss to
the defined RTO and RP% argets. This analysis helps to identify areas
where improvement, ba e needed to meet the desired recovery
objectives. X0

4. In case of Regu%ﬁcheduled Tests:

a. Conduc R)&'ular Tests: Conduct regular backup and recovery tests

5%

on a scheduled basis, i.e. monthly or quarterly, to make sure the

on ﬁg effectiveness of the backup and recovery process. This

@%tive approach facilitates the early identification and resolution
possible concerns.

Document Test Results: Document all test results, including any
identified issues, challenges, and areas for upgrade. These
documents provide beneficial insights for refining the backup and
recovery plan and ensuring ongoing improvement.

By conducting comprehensive and regular testing of their backup and
recovery procedures, financial institutions can make sure that they are
ready to effectively respond to data loss events, minimize business
disruption, and maintain operational resilience.
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RISK ASSESSMENT

Risk assessment is an essential step in preparing a robust data recovery
plan for financial institutions in India. The process entails recognizing
potential risks and vulnerabilities that may result in data loss, as well as
evaluating the probability and consequences of such occurrences. By
conducting a thorough risk assessment, financial institutions can devel
complete data recovery plan that addresses the most significant thr nd
vulnerabilities, ensuring business continuity and lessening the'\\/@ect of
potential data loss events. O

1. Identifying Potential Threats and Vulnerabilities: Q

a. Cyberattacks: This includes ransomware attacks,\@g“lware infections,
phishing scams, and denial-of-service attacks. \_,O
S,

b. Natural Disasters: Earthquakes, floods §se
to

and other natural
disasters can damage infrastructure and$

data loss.

c. Hardware or System Failures: S @crashes, hard drive failures,
power outages, and software glitch an also cause data loss.

N
d. Human Error: Accidental @ﬁon of data, misconfigurations, or
improper data handling can Igad to data loss.

e. Insider Threats: Maliciousror negligent employees can intentionally or
unintentionally cause@a loss or leakage.

2. Evaluating Likelih 'g'nd Impact:

a. Likelihood: Evaluate the likelihood of each threat happening based
on historic.‘@ata, industry trends, and the institution's specific
security ure.

b. Im @ Assess the possible outcomes of each threat, including
fi &pcial losses, operational disruptions, reputational damage, and
égulatory penalties.

SQ%Pioritizing Risks: Prioritize identified risks based on their likelihood
and potential impact. This helps focus resources and efforts on
mitigating the most critical threats.

PRACTICAL EXERCISE

Activity 1: Data Recovery Simulation
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Materials Needed: Whiteboard or projector screen, markers or pens, Post-it
notes (optional).

Procedure

1. Divide Participants: Divide students into small groups (4-5 members).

2. Assign roles to the students such as (IT Manager, Systems Administrator,
Security Analyst, Back Office Associate etc.) to each group member. b’

3. Role Cards: \0’6

a.

IT Manager: Responsible for overseeing the data recoverg'?%ocess,
coordinating with different teams, and ensuring busines%@ inuity.

. Systems Administrator: Responsible for restoring sy&:ms and data

from backups. \QQJ

Security Analyst: Responsible for assessing th&@curity impact of the
incident and implementing measures to prevent future attacks.

Back Office Associate: Responsible for coﬁnunicating with customers
and addressing their concerns during @ data recovery process.

4. Present Scenario: Present one of the §\, ario cards to each group.

a.

"Server Crash: The primary s@ hosting customer data for a bank
has crashed. Simulate the ge@pvery process. Consider factors like data
loss, recovery time, and ﬁltial impact on customer service."

. "Cyberattack: The bé has experienced a ransomware attack,

encrypting critic%t tomer data. Simulate the data recovery process,
including steps té-Contain the attack, restore data from backups, and

address cust%gf{éér concerns."

"Natural@:&aster: A flood has impacted the bank's primary data
centeps Simulate the disaster recovery process, including failover to
the«disaster recovery site and restoring critical operations."

S @ne Limit: Set a realistic time limit for completing the task (e.g., 20-

5.
Q%ninutes) .

6.YAsk each group to discuss and develop a plan to recover from the
simulated disaster.

7. Facilitate a class discussion, analyzing the different approaches taken by
each group.

8. Observe participants as they work, noting their approach to the task,
their ability to prioritize, and their accuracy.

28



9. Groups should document their recovery plan and present their approach
to the class.

Activity 2: Demonstrating Risk Assessment in Backup and Recovery
Systems

Materials Needed: Case studies or scenarios related to Risk Assessment in
Backup and Recovery Systems, Whiteboard or projector screen, markers or
pens, Post-it notes (optional), Worksheets with columns for identifying
potential risks (e.g., data loss, system downtime, reputational dam%@
financial loss, regulatory fines). 9

>

Procedure: \\’@

1. Provide students with case studies involving Back-office Ass‘@tes facing
various challenges or scenarios related to Risk Assessr@nt in Backup
and Recovery Systems. <

2. Instruct them to analyze the case studies, idéntifying the duties,
responsibilities, and potential solutions for the B% -office Associates.

3. Ask students to present their findings and d%vlss as a class.

\©

CHECK YOUR PROGRESS {,\,@
A. Fill in the Blanks (5&@
1. recovery inNthe Indian financial sector goes beyond
simple data backups. 6’%
2. Effective data reco@ is crucial for maintaining , ensuring
business contm@ and safeguarding customer trust.
3. ivolves identifying potential threats and vulnerabilities
that co d to data loss and assessing the likelihood and impact of

such Qﬁ S.
4. «4 can lead to data corruption, such as accidental
Y. . . . . .
é&étlons, incorrect modifications, or improper data handling by

% mployees.
QS. can severely disrupt operations, leading to service

outages, financial losses, and potential damage to customer
relationships.

B. Multiple Choice Questions

1. Which of the following is NOT a key procedure for testing data
backups?

a) Full System Restore
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b) Partial System Recovery
c) Disaster Recovery Site Testing
d) System Shutdown

2. What is the primary purpose of conducting Recovery Time and Point
Objective (RTO/RPO) testing?

a) To determine the cost of data recovery

b) To measure the time taken to restore systems and the amoun@of
data lost <

A\
&
S

c) To test the speed of the internet connection

d) To evaluate the performance of IT personnel ,0,
3. Which of the following is NOT a potential threat to da& vailability?
a) Ransomware attacks NQ
b) Regular backups \/\’O
c) Natural disasters %O
d) Hardware failures @

4. What is the significance of data r@very in the context of regulatory
compliance? 4
X

a) It helps to reduce opergaal costs.

b) It ensures adhereng%t data retention requirements and avoids
penalties. b'

c) It improves m@mer satisfaction.

d) It eliminatééthe need for data security measures.

5. Which o@ﬁs following is NOT a key consideration for data recovery in
financial Mstitutions?

a) @bust backup and recovery strategies
ata security measures
Q@ c) Regulatory compliance
d) Eliminating all potential risks
C. State whether the following statements are True or False

1. Data recovery is only necessary in cases of natural disasters or
cyberattacks.

2. Regular testing of data backup and recovery procedures is
essential for ensuring their effectiveness.
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3. Data corruption can only occur due to hardware failures.

4. The Indian Data Protection Act has no impact on data recovery
procedures in financial institutions.

5. Cloud-based data recovery solutions offer limited scalability and
flexibility compared to traditional on-site backups.

D. Match the Column:

S.No Column A S.No Column B b’
&

1 | Data Backup A The process of restoring}%@or

inaccessible data. \\’

e

o Data Recovery B Cre'ating copies of d .a@‘to protect

against loss or corr%) n.

AN
3 RTO C | Recovery Point Blo}éctive
X

A compre&%.nsive plan outlining

4 RPO D | proced o restore operations in

case @a disaster.
A

5 Disaster Recovery Plan E {B»@gvery Time Objective

E. Short Answer Questions

X
N
1. Define data recovery.

2. What do you understa@l%by prioritizing risks?
3. Define cyberatta@&f
F. Long Answer Ql.fétions
1. Describe niportance of data recovery system.
2. Disc procedures for testing backups.
3. \Q‘e a detailed note on the key consideration for data recovery.

G. Chec

Q . Draw a chart showing procedure for testing backups.

Your Performance (Practical Questions)

2. Draw a table and show differentiate data backup and data recovery.

3. Group Discussion on common issues in data recovery
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SESSION 4: DATA RECOVERY PLAN
MEANING OF DATA RECOVERY PLAN

A data recovery plan is a comprehensive document that outlines the
procedures and strategies for restoring lost, damaged, or inaccessible data
in the event of a disruption. It goes beyond simply having backups in place.
It encompasses a proactive and structured approach to ensure business
continuity, minimize data loss, and maintain operational resilience.Through
comprehensive data recovery plan, financial institutions can reduce @e
numbers and impact of data loss events, keep business continui,(tgdnd
safeguard their critical data assets. \\/%
ELEMENTS OF A DATA RECOVERY PLAN $0
1. Comprehensive Risk Assessment: This involves recogg,zing probable
threats to data availability, such as cyberattacks tural disasters,
hardware failures, and human error. It's CI‘U@I to evaluate the
probability of each threat occurring (likelihood and its potential impact
on the institutions, considering financial losse§) operational disruptions,
reputational damage, and regulatory penalties. By prioritizing detected
risks based on their probability %@ potential impact, financial
institutions can concentrate resourc€y’on mitigating the most critical

threats. e}rx

2. Clear Data Backup and Rec o Procedures: It encompasses defining
a comprehensive backup st&?ys: including the types of backups (full,
incremental, differential)] b%ckup frequency, and retention policies. This
involves considering v@s backup methods such as on-site, off-site,
cloud-based, and rid approaches. Furthermore, it mandates
establishing cle nd detailed procedures for data recovery, including
step-by-step i ﬁctions for restoring data from backups, recovering
specific sys@l or applications, and validating data integrity.

3. Defini@bles and responsibilities: It is essential for a successful data

reco plan. This involves assigning clear roles to individuals or teams

i d in the recovery process, and outlining who is responsible for

t tasks. It's also crucial to establish a clear chain of command and

Qeffective communication channels to ensure efficient coordination and

decision-making during a data recovery event. This helps avoid confusion

and delays, enabling a swift and organized response to data loss
incidents.

4. Recovery Time Objective (R.T.O) and Recovery Point Objective
(R.P.O): Defining Recovery Time Objective (R.T.O) and Recovery Point
Objective (R.P.O) is essential for any data recovery plan. R.T.O specifies
the highest acceptable downtime for critical systems and applications,
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essentially how long the business can function without them. R.P.O, on
the other hand, defines the highest acceptable amount of data loss in
case of a disruption, determining how much data the business can afford
to lose. These targets should be set based on business needs and
regulatory requirements to ensure minimal disruption and data loss in
recovery scenarios.

. Disaster Recovery Site: Consider establishing a disaster recovery site (a
secondary location) to ensure business continuity in case the primary
site is unavailable. Implement measures for data replication and fa&r
to the disaster recovery site. N>

. Communication Plan: Develop a communication plan \&Ectively
communicate with stakeholders (employees, customers, Q@iators, etc.)
during a data recovery event. Provide timely updates on%the situation,
recovery progress, and any potential impact on servioe@

. Routine Testing and Review: Conduct routin@testing of the data
recovery plan to ensure its effectiveness arg&identify any areas for
improvement. Regularly review and update plan to reflect changes in
business needs, technology, and regulato@requirements.

. Data Security Measures: Impleme \/effective security measures to
safeguard data backups from %@uthorized access, corruption, or
deletion. This includes encrypti%lix,, access controls, and regular security

assessments. @

. Compliance with Reg ions: Ensure that the data recovery plan
complies with all rele et regulations, including the Indian Data
Protection Act, 2023’and other industry-specific regulations.

Q O

COMPREHENSIVE CLEAR DATA BACKUP DEFINING ROLES AND
RISK ASSESSMENT AND RECOVERY PROCEDURtS RESPONSIBILITIES

R.T.0 & R.P.0 DISASTER COMMUNICATION

RECOVERY SITE PLAN

Ee 512

ROUTINE TESTING DATA SECURITY COMPLIANCE WITH
AND REVIEW MEASURES REGULATIONS

Fig.1.7:Elements of a Data Recovery Plan
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ROLES AND RESPONSIBILITIES IN RECOVERY

While the primary responsibility for data recovery often lies with specialized
IT personnel, back-office associates in Indian financial institutions play a
crucial supporting role. Their responsibilities may include:

1.

Data Entry and Validation: Back-office associates may be involvec@.n
verifying and validating the accuracy of recovered data, ensuxi its
consistency with original records. . %

. Document Verification: They may assist in verifying the\g'chenUmty

and integrity of recovered documents, such as custornQ
loan agreements, and financial statements.

pplications,

. Customer Support: During a data recovery event, @e\ck-ofﬁce associates

may play a crucial role in customer support, Vaddressing customer
inquiries, providing updates on the recovex@cess, and assisting with
any issues related to account access or transactions.

. Record Keeping: Maintaining accuga}te records of data recovery

activities, including backup l&g@,’ recovery procedures, and
communication with stakeholder";&@

. Compliance Support: Assigﬁ@’the compliance team in ensuring that

data recovery procedures § ere to relevant regulations and internal

policies. t},

COMMUNICATION DU A DATA CRISIS

Communication du a data crisis in financial institutions is paramount
for a successfi (a"ecovery effort. It ensures timely information flow,
minimizes confygion and maintains stakeholder confidence.

<

R\

o
P
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COMMUNICATION

Internal External

Communication Communication

\/
O
Fig.1.8 Types of Communication during data criseQQv

“QQJ

1. Internal Communication: \JO

a.

e

h.

Clear-cut Communication Chann @\’ Establish clear-cut
communication channels within the financial institutions, such as
dedicated communication platforms, ergency contact lists, and
regular status updates. H(a,,]\

. Roles and Responsibilities: Cé&rly define communication roles and

responsibilities for each member involved in the recovery
process.

. Regular Updates: Pr regular, concise, and accurate updates on

the status of the r ery effort to all relevant stakeholders, including
management, IT ms, and business units.

. Escalation éncedures: Establish clear escalation procedures for

critical i or unforeseen challenges.

Ext}?l Communication
mer Communication: Develop a communication plan to inform
tomers about the situation, the potential impact on services, and
e steps being taken to restore operations. This helps maintain
customer trust and minimizes disruption to customer service.

Regulatory Communication: Inform relevant regulatory authorities
about the incident as required by law or regulation.

Stakeholder Communication: Communicate with other
stakeholders, such as vendors, suppliers, and partners, as necessary.

Communication Tools: Utilize appropriate communication tools,
such as conference calls, video conferencing, instant messaging, and
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email, to facilitate rapid and effective communication among
stakeholders.

j- Documentation: Document all communication activities, including
the date, time, participants, and key messages conveyed. This
documentation can be valuable for future incident response planning
and regulatory reporting.

PRACTICAL EXERCISE ij’
Activity 1: Role Play on Communication during a data crisis. . \’%Q

Material required: Props related to communication during &Qata crisis
(internal and external), as well as scenario cards describh@ allenges. If
required then relevant templates. Stop-watch. &

O

\/O
Procedure: X,

Q
1. Assign roles to students, such as IT %d, customer, back-office
associate, and supervisor. @

2. Divide participants into small groups @ssign individual tasks.
3. Clearly explain the role-play sce%@,;(fo and the required communication

and documentation. y
e

4. Provide scenario cards /% picting various communication and
documentation.

5. Set Time Limit: Set alistic time limit for completing the task (e.g., 15-
20 minutes). X,

6. Ask students 0" perform role plays, demonstrating how they would
perform the@mmunication and documentation within a limited time.

7. Obse rticipants as they work, noting their approach to the task,
theic%bi ity to prioritize, and their accuracy.

Ac G’ﬁy 2: Case Studies on comprehensive data recovery plan for
o@ izations and present findings

Material required: Case studies or scenarios related to data recovery plan
for organizations, Worksheets for analysing case studies

Procedure:

1. Provide students with case studies involving back-office associates facing
various challenges or scenarios related to data recovery plans.
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2. Instruct them to analyze the case studies, identifying the duties,
responsibilities, and potential solutions for the back-office associate.

3. Ask students to present their findings and discuss them in a class.

CHECK YOUR PROGRESS
A. Fill in the Blanks

1. A comprehensive data recovery plan helps to ensure i%@re
event of a disruption. \Q

2. involves identifying potential threats to data and as g their
likelihood and impact. ,0,

3. and are key metrics used to define accg)%ble downtime
and data loss in a data recovery plan. O

4. is crucial for maintaining stakeh’&ﬁer confidence and

coordinating recovery efforts during a data isis.

5. testing helps to validate the effectiveness of the data recovery
plan and identify areas for improvemﬁ .

B. Multiple Choice Questions \,@'

1. Which of the following is NOKQ key component of a comprehensive
data recovery plan? &

a. Risk Assessment /%
b. Backup Strategiiov
c. Marketing P%
d. Recovery, cedures
2. What is @ primary purpose of the Recovery Time Objective (RTO)?
a. Q inimize the cost of data recovery
. TJo determine the maximum acceptable downtime for -critical
%% systems
Q c. To measure the speed of data transfer
d. To identify potential threats to data security
3. Which of the following is NOT a common type of data backup?
a. Full Backup
b. Incremental Backup

c. Differential Backup
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d. System Shutdown

4. What is the significance of regular testing of data recovery
procedures?

a. To meet regulatory requirements

b. To identify and address potential issues before a real disaster

strikes
c. To increase the cost of data recovery b’
d. To eliminate the need for future testing %,

5. Which of the following is NOT a potential threat to data avaik@rfﬁty?

O

a. Ransomware attacks ,0,
b. Regular backups @Q
c. Natural disasters NQ

\/O

d. Hardware failures

X
O
-~

C. State whether the following statem@ts are True or False

1. A data recovery plan is only @essary for large financial institutions
with complex IT infrastruct £s.

2. RTO defines the maxim acceptable amount of data loss in case of a
disruption.

3. Regular testing %%ackup procedures is an optional component of a
comprehensiv%@a a recovery plan.

4. Human err@&an be a significant cause of data loss and corruption.

5. A da@@covery plan should be a static document that is rarely
updated.

D. M&G/h\’the Column:

‘/
Q% Column A S.No. Column B
1 Business A Outlines procedures for restoring lost
Continuity data.
o Data Recovery B Ensures operations continue after a
Plan disruption.
3 Clearcut C Ensuring recovered data's accuracy
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Communication and consistency with original records.
Channels

Addressing customer inquiries and
Data Entry and & q

4 Validation D providing updates on the recovery
process.

5 Customer Support E Dedicated communicat%on platforms
and emergency contact lists b’

E. Short Answer Questions %Q'

1. Define the data recovery plan. “Q\,

2. What do you understand by comprehensive risk assesQ t?

3. Define disaster recovery site. “06

F. Long Answer Questions

1.

2.
3.

xO
Describe the roles and responsibilities of bafg%vofﬁce associates during
data recovery.

Discuss elements of the data recovex@n.

Write a detailed note on communieation during a data crisis.

G. Check Your Performance (Pracbf\g@l Questions)

1.

Draw a chart showing the@es and responsibilities of back-office
associates during recoyvety.

. Draw a table on th@geet and differentiate internal communication

and external con@ nication.

. Group Discu%%‘n on the importance of a data recovery plan.

S
4@0
O’\,

)
e
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MODULE 2: DATA SECURITY AND PRIVACY

“Data is becoming the new raw material of business.”-Craig Mundie

This quote truly encapsulates the crucial role of data in today’s digital age.
Organisations are embracing data as an important raw material that
empowers them to make informed decisions and provide personalised
services to their customers, thereby building their confidence and
establishing a long-term relationship with them. This, in turn, leads to
increased profits and establishing a stronger brand reputation. Howe@r,

with the increased dependence on data also comes the mon tal
responsibility of the ethical collection, usage, and protection of a p{@omer’s
personal data. O

Further, the growing number of data breaches—i.e., iné@noes wherein
confidential data is accessed or stolen by unautho;\i@ individuals or
entities to cause financial and reputational losses t sinesses, and in
some cases, even threatening national security has *highlighted the critical
importance of data privacy and security. Hence%d concepts have become

critical concerns for individuals, organizations, even governments.

While the term Data Privacy refers tosa—person's right and ability to
determine how their personal informatigh is collected, used, shared and
stored, Data Security is the practi@%f safeguarding digital information
against theft, corruption, and u L orized access. Looking at the rising
concerns, several data protecti ws, such as the Information Technology
Act, 2000 (amended in 200 nd the Digital Personal Data Protection Act,
2023 (DPDP Act), have en enacted to ensure the safety of data.
Additionally, in conjL%ﬁon with these laws, industry regulators issue
guidelines and direg{@e from time to time to ensure proper data handling.
Non-compliance wiﬁx these laws and regulations invites harsh penalties for
the erring co ies.

This mod:@cusses on data security and privacy. The first session covers
the me of data security and privacy, the difference between them, data
prot téh laws in India, and ethical considerations in data handling. The
se %‘Q session deals with the concept of security risks, common security
r@s in data handling, in addition to risk assessment and its process. The
third session examines proactive security measures and importance of
following them, and the fourth session is about data protection compliance
and the best practices to be followed for ensuring privacy.
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SESSION 1: INTRODUCTION TO DATA PRIVACY AND DATA
SECURITY

CONCEPT OF DATA PRIVACY:

The term Data Privacy relates to a person's right and ability to determine
how their personal information is collected, used, shared and stored by
organisations. Personal information refers to a person’s name, contact
address, phone number, marital status or anything that identifies an
individual.

<
It ensures that people retain control over their own information.b%@ving
them the authority to choose the conditions under which their pefs@nal data
is accessed and shared by organisations. O

For Example- Many social media platforms as a part of their data privacy
policy, provide users a feature of locking their proﬁles.\@éﬁs feature allows
them to restrict people who they are not friends with from viewing their
content. This provides them with greater privacyx a d control, permitting
only those individuals in their friend list to acc%@mir posts and photos.

©

>

o)

Fig. 2.1 E. le of Data Privacy- Feature of locking one’s profile

CONCEPTA DATA SECURITY

Data a}rity is the practice of safeguarding digital information against
th%ormption, and unauthorized access. Data security management
1@% es all aspects of informational security such as hardware, software,
stdrage devices, access and administrative controls. It assists an
organization in protecting its information against cyberattacks and
minimizes the risk of data breaches. An example of a data security practice
used in online banking isEncryption.

Encryption involves converting information into ciphertext which cannot be

= 15

Plaintext Encryption Ciphertext Decryption Decryption of Plaintext
Encryption of information
information




read (decrypted) without a secret key. Even if sensitive information like

account numbers and passwords are intercepted by cybercriminals,

it

cannot be read by them. Thus, encryption prevents alteration and misuse of
information thereby making online banking transactions secure.

Fig. 2.2Data Security measure- Encryption

DIFFERENCE BETWEEN DATA PRIVACY AND DATA SECURITY

S.No

Point of
Difference

Data Privacy

LN
O

Definition

Data Privacy relates to a
person's right and ability to
determine how their
personal information @ is
collected, used, shared and
stored by organisations.

%C

Data Security \Q
AAD
Y’

Data se 1& is the
practiceéf
&

safeguarding
digi information
6nst

theft,
c)érruptlon, and
hUnauthorized access.

Objective

Y

The objective is to’\ensure
compliance
regulations, and) fespecting
an individualls preferences
regarding a use.

wi laws,

The objective is to
prevent data from being
accessed by
unauthorised people
and being disclosed to

the wrong individuals.

%\/ ocus of data is how
is collected, processed,

\shared and stored.

The on
protecting data from
internal and external
risks and threats.

focus is

Obtaining consent, purpose
of collecting the data and

Best security measures
to be followed to protect

4 2
C.edncerns ensuring transparency of | data from loss, theft or
%9 data. unauthorised use.
<
data limitation i.e.
(collecting minimum data | The tools include
necessary for a purpose), | firewalls, two  factor
5 Tools and purpose limitation | @uthentication (2FA),
Techniques | (collecting data for a specific | role-based access

purpose) and outlining the
rights of the individuals (the
right to access, modify, or

control (RBAC) etc. to

protect the data.
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delete data)

Table 1.1 Difference Between Data Privacy and Data Security

DATA PROTECTION LAWS:
INFORMATION TECHNOLOGY ACT, 2000

The Information Technology Act enacted in 2000 and amended in 2Q08
primarily focuses on cybercrime. The key features include: é

e Safeguarding citizens from cybercrimes such as hacking, spne%g of
malware, etc. NO\’

e Promoting E-Commerce and enhancing its safety and secQ .
e Regulating and protecting data that is transferred ele%@hically.

Non-compliance with the provisions of the Act c@result in monetary
penalties and/or imprisonment.

O\,
Key sections on data security: %

e The Information Technology (Amendm t@ct of 2008 introduced Section
43A which deals with compensatio r the failure to protect data.
This section states that if a compéﬁy fails to secure sensitive personal

data of a person by being ne }gent in its security measures, and this
negligence results in harrr@r loss to someone, the company must
compensate the affected e,%on.

e In 2008, Section 66 y@s amended and broadened to include various
computer related %ses. Two significant sections introduced were
Section 66C (idéntity theft) and Section 66D (impersonation i.e.
pretending to/he someone else using computer resources). Both these
sections als@pecify the punishments for committing the crimes.

e Sectio % of the Act deals with the breach of confidentiality and
pri 'éy If a person in possession of information related to another
indiyidual discloses it without that individual's consent, then the person
@10 has made the unauthorized disclosure shall be punished with a

Qmonetary penalty, imprisonment, or both.

DATA PROTECTION AND PRIVACY ACT (DPDP) 2023

The Digital Personal Data Protection Act, or DPDP Act was passed in August
2023, to address the growing need for a legislative framework that protects
an individual’s privacy and safeguards the use of their personal data. The
DPDP Act, 2023 imposes stringent obligations on Data Fiduciaries, those
who collect and process personal data, outlines the rights and duties of Data
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Principals. Data Principals are individuals to whom the data pertains. It also
introduces financial penalties for breaches.

Some important terms in the DPDP Act, 2023:

1) Data Fiduciary: Defined under section 2(i), a data fiduciary means any
person who alone or in conjunction with other persons determines the
purpose and means of processing of personal data.

2) Data Principal: Defined under section 2(j), a data principal means the
individual to whom the personal data relates and where such indivi 1

18— \Q

i. achild, includes the parents or lawful guardian of such a éh, d.

\S)
ii. a person with disability, includes her lawful guardiaQ«&ting on her
behalf.

&
3) Personal Data: Defined under section 2(t), personal d4fa means any data
about an individual who is identifiable by or in relt\t@n to such data.

Example- name, location, address, identifica 'o@\"number etc.

Applicability: DPDP Act, 2023 deals to c@t data or non-digital data
digitalized later. \

Under the DPDP Act, the Data Protec@s@ Board of India (DPB) has been
established which is a regulatory &éncy dedicated to safeguarding the

privacy of personal data. T %@ésponsibﬂiﬁes of the board include
addressing data breaches, resal

h
ving privacy-related grievances and disputes,
and ensuring compliance wi@, e law.

The Key Rights and l‘i}zof Data Principals are:
Rights of a Data Plﬁ{\cipal:

1) Individuals &\@' the right to be informed about the personal data
collected abaut them, its intended purpose, and the third parties with
whom A hared.

2) Individuals have the right to access their personal data that is being
essed. Additionally, they can also request a summary of all personal
Q ta being processed.

3) Individuals have the right to update, complete, and delete their personal
data (in certain circumstances) as well as to correct any inaccurate or
misleading information.

4) Individuals have the right to lodge a complaint with the Data Protection
Board if they suspect that the processing of their personal data is not in
compliance with the DPDP Act.

Duties of a Data Principal
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1) Individuals must ensure that they do not impersonate another person
while providing personal data.

2) Individuals must refrain from withholding any significant information
when submitting their personal data for unique identifiers, documents,
addresses, or identity proof.

3) Individuals must avoid filing any false complaints or grievances with the
Date Protection Board.

4) Individuals must provide accurate and verifiable information ‘%l)abn
exercising the right to correction. \Q

5) Individuals must comply with all provisions of existing 1&@5 when
exercising rights as a Data Principal. Q’O'

<,

1) Unless there is an exception, a data fiduciary mGst obtain a Data
Principal's consent before processing their persona{/@ata.

Obligations of a Data Fiduciary:

2) The personal data of a Data Principal sh @\/be used solely for the
purpose it was collected, unless consent@ been obtained for further
processing.

3) A Data Fiduciary must take appl‘"’ﬁ@’ate measures to safeguard the
personal data from unautho;{@ access, use, modification, or

destruction. Q-
4) In case of a personal dat ﬁaoh, the Data Fiduciary shall notify the
Data Protection Board ar@ach affected Data Principal about the breach.

5) Unless required for pliance with any laws, the Data Fiduciary must
erase the perso ta when the Data Principal withdraws consent or
once the purpo r which the data was collected has been fulfilled.

6) A Data Fid ry must obtain verifiable consent from the child's parent

or lega ?\ardian of a person with disability before processing any
pers ata belonging to them.

7) A Fiduciary must set up a reliable system to address the complaints

QG‘D grievances of Data Principals.
Penalties for non-compliance:

The Act does not impose criminal penalties for non-compliance. However, it
does impose monetary penalties in case of violation of duties. The penalty
for non-compliance can range from 310,000 to 2250 crores.

ETHICAL CONSIDERATIONS IN DATA HANDLING

Businesses collect and utilize consumer data for several reasons, such as
offering consumers personalized products and services, enhancing their

45



operations, detecting frauds, and meeting regulatory requirements. However,
it is crucial for organizations to incorporate ethical considerations into their
data handling practices to ensure responsible and transparent usage.
Ethical data management enhances their brand reputation not just among
their own customers but also within the society. It also minimizes the risk of
data breaches or unauthorized access. Furthermore, ethical practices enable
organizations to avoid penalties and legal actions resulting from non-

compliance with data protection laws as discussed above.
A

Prior Consent of Limiting Data Use Avoiding Unnecessary
the Customer to Specific Purposes Data Collection

/7 4 N\

Maintaining Implementing Robust Being Accountable
Transparency Security Measures

\u
Fig. 2.3: Eeabal considerations in data handling
The ethical consider, igPs in data handling are as follows:
1) Prior consent he customer

Customer, s@uld be informed clearly about what data is being collected,
its inte purpose, and how it will be utilized. They should have the
righ “tg make informed decisions regarding the sharing of their data,
g ing permissions, or withdrawing consent.

Q@miting data use to specific purposes

Personal information should only be collected and processed by
organizations for specific and legitimate purposes which must be clearly
stated at the time of collection. Such data collected should not be utilized
for any other unrelated or incompatible purposes.

2) Avoiding unnecessary data collection
Organizations should collect and store only the data necessary for their

operations and refrain from gathering excessive or unnecessary
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3)

4)

S)

information. Accumulating more data than required not only increases
the likelihood of unauthorized access or data breaches but also interferes
in the customers' right to privacy.

Maintaining transparency

Organisations must maintain transparency in its data handling
practices. There must be clear communication regarding the data
collection process, methods used in data collection, storage and

protection. b,
<

Implementing robust security measures \Q

An organisation must implement strong security measures té.\inaintain
confidentiality of a customer’s personal information and co with the
data protection laws in place. Additionally, it must contguously review
and enhance its security policies to maintain a hi%@tandard of data
security and integrity. o
Being Accountable \/\’

Being accountable means that in case 0$ny misuse, unauthorized
access, or data breach, the organization@ust take immediate action to
address the issue, investigate the cau {}’N and inform affected individuals
or authorities as prescribed by 1 They must also regularly train
employees and conduct periodic atdits to ensure adherence to industry

standards and regulatory reg@hents

PRACTICAL EXERC

Activity 1: Cond (;{,% group discussion on identifying different data

protection laws an eir implications from real life case studies provided by
the teacher. G discussion is an effective tool for understanding different
data prote aws in different scenarios such as:

1.

Bank)@and Finance sector

merce

SQ?H’surance

4.
5.

Tele-communications

Health sector

Material required: Board to present, A-4 sheets, Pen, Pencil, Computer for
making a PowerPoint presentation (if possible).

Procedure:

1.

The teacher will divide the class into groups of 5-7 students.
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2. The teacher will act as an observer and will assign one case study to each
group and a’llot 10-15 minutes for discussion.

3. Students will discuss different data protection laws and their
implications in different scenarios.

4. After discussion, each group will present their ideas with examples of
different data protection laws in various scenarios (with a PowerPoint
presentation, if possible).

Activity 2: Conduct a role-play on various ethical considerations relat(é)cbso
data security and privacy. This interactive activity aims to enhan@ the
understanding of ethical practices in data handling. \\/@

Material required: Notebook, Pen, Pencil, Eraser

N2
Procedure: Q

&
1. Assign roles to students, with each representin&@ different ethical
consideration. X

2. Students representing these ethical consi @)%fons will explain them
using real-life examples.

3. The teacher, along with peers (if any)\QQng as observers, will provide
feedback on the performance of stud playing the various roles.

x&
s
CHECK YOUR PROGRESS@
A. Fill in the Blanks tﬁ

1. relates to a pers%j‘s/ right and ability to determine how their personal
information iss&),l cted, used, shared and stored by organisations.

2. Data secu @’ is the practice of safeguarding digital information
against t@f , corruption, and _.

3. En gﬁon makes online banking transactions secure by preventing
1@'}\,136 andof information.

%Caion—compliance with the provisions of the IT Act can result in
Q monetary penalties and/or.

5. According to the DPDP Act, 2023,are individuals to whom the data
pertains.

B. Multiple Choice Questions
1. What is the main purpose of encryption in data security?

a) To convert or encode the data into a format that is unreadable to
unauthorized users.
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b) To compress data to reduce costs.
c) To backup data for easy recovery in case of data loss
d) To store data efficiently.
2. Which of the following is a key ethical consideration in data handling?
a) Gathering as much data as possible.

b) Using personal data for purposes other than those consented to by
the customer. b,
<

c) Storing data indefinitely without any form of review. \Q

d) Obtaining consent from individuals before collecting th%\.a%a.
3. One of the objectives of the IT Act, 2000 is: Q’O’

a) To regulate payments done at bank branches. <

b) To determine the taxes to be imposed on onli@ transactions.

c) To promote a secure cyber environment by\penalizing cybercrimes
like misuse of data, identity theft, etc.%

d) To protect the rights of the consum@
4. The penalty for non-compliance u@r the DPDP Act, 2023 can range

from: 4
X
a) 310,000 to %250 crores Qo

b) 210,000 to X500 cror.
c) %1,000 to %250 ¢ ]
Xy
d) 210,000 to ?1@»0 crores

5. Which of the(éﬁlowing actions would be considered as unethical in
handlin ?

a) I @mmg individuals about how their personal data will be used.
'\L;nplementing robust security measures
%CQ) Complying with data protection laws

Q d) Not taking any action in case of misuse, unauthorized access, or
data breach.

C. State whether the following statements are True or False
1. Data security measures maximize the risk of data breaches.

2. Data limitation means collecting minimum data necessary for a
purpose.
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. Data Protection Board of India (DPB) has been established under the

IT Act, 2000.

. Ethical practices in data handling enable organizations to avoid

penalties and legal actions.

. Organisations must conduct periodic audits to ensure adherence to

industry standards and regulatory requirements.

D. Match the ColumnA with Column B

O
S.No| Column A | S.No Column B <
-
Data focusses on protecting data from j al and
1. . A .
Privacy external risks and threats. 0,0,
Y
involves converting informati@n into ciphertext
Data . .
2. .. B which cannot be read (dectypted) without a
Principals
secret key. LY
0\,
must not regis% any false or frivolous
Data . . .
3. . C complaints o@grlevances with the Date
Security )
Protection BQard.
Ay .
) focuse @} how data is collected, processed,
4. | Encryption D
shag@amd stored.

1.

2
3.
4

E. Short Answer Questionz ,%k

Define data privacy& ith an example.

. Define data seg&l,%t%f with an example.

Write two differences between data privacy and data security

. Write tw@t ical considerations in data handling.

R\

F. Lc%}nswer Questions
Q@ laborate in detail about the IT Act, 2000 with key sections on data

2.

security.

Elaborate in detail the rights and duties of a Data Principal under the
DPDP Act, 2023.

. Elaborate in detail the obligations of a Data Fiduciary under the DPDP

Act, 2023.

G. Check Your Performance

1.

Demonstrate the process of encryption with a diagram.
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2. Find out the data privacy policies of a company of your choice and
make a PowerPoint presentation on it.

3. Make a chart on the ethical considerations in data handling
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SESSIONS 2: IDENTIFYING SECURITY RISKS
CONCEPT OF SECURITY RISKS:

With the increasing reliance on technology, security risks have become a
matter of great concern for organisations. The increasing frequency of
customer data misuse and unauthorized access has further highlighted the
importance of addressing security risks.

Security risks refer to the potential threats or dangers that can lead, to
misuse, loss, corruption or damage to customers’ data in an organisation’s
system. These risks have the ability to disrupt an organisation’s “@itical
processes, lead to financial losses, and undermine customers’ trus'%\,

COMMON SECURITY RISKS IN DATA HANDLING: ,&0

1) Unintentional exposure: @Q
Most data breaches result from careless or unint \&%nal disclosure of
sensitive information. Employees of an organisation may inadvertently
share such information using unsecured co r@ﬁcation channels, grant
access to customer’s data, or mishandle during their day-to-day
operations. Further, they may even lose @portant data due to improper
storage practices. Such accidental \'XPOSUI‘C stems from lack of
awareness of the organisation’s seg()" y protocols or failure to adhere to
them.

X
< 1s QO
2) Phishing Attacks @

Phishing attacks involveﬁ%nding fraudulent messages through email or
text messages that p@ear to come from genuine sources. Deceiving
victims through fr lent voice messages or calls is called Vishing
(voice phishing)These attacks trick victims into sharing their personal
and sensitive jfiférmation like credit card details, passwords, OTPs (one-
time passw@s}, Aadhar numbers etc. These attacks can not only result
in the 1 f financial information but also in identity theft.

3) Malc'?;es such as Ransomware

@vare is a term used for a malicious software that cybercriminals use
infect a single computer or the network of an organisation.
Ransomware, in particular, is a type of malware that encrypts or encodes
the data on an organisation's devices and renders it unusable without a
decryption key. Subsequently, these cybercriminals demand a ransom
i.e. a hefty payment to release the customer data.

4) Weak Access Control

Weak and inadequate access control measures within an organization
allow wunauthorized individuals to access sensitive customer data,
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S)

6)

e

thereby increasing security risks. For example, a user with low access
permissions may be able to access important data in case the
organisation fails to implement stringent data security measures.

Loss of data in cloud

With a view to share data and make collaborations simpler, many
organizations are moving their data to cloud storage. With this shift,
controlling and preventing data loss becomes increasingly challenging.
Additionally, users often access data through unprotected networks and
their personal devices which escalates security risks and increa%& e

likelihood of data breaches. .\,@
Shadow IT “{)\
Shadow IT refers to the use of unauthorized de@es, software,
applications, and systems without the approval o mission of the

organization’s IT department. The use of such anbfficial devices or
systems exposes data to security risks, as the IT d‘spartment is unable to
monitor or control potential data breaches a&&ﬁuption.

Unintentional Exposure Phishing Attacks

J

Malware Weak Access Control
(e.g.,Ransomware)

Loss of Data in Cloud Shadow IT

¢ $ o

) [

Fig. 2.4:Common security risks in data handling

WHAT IS RISK ASSESSMENT AND ITS PROCESS

In

data security, risk assessment refers to identifying, evaluating and

managing potential risks that can negatively impact the confidentiality and
accuracy of data. The process of risk assessment includes assessing
possible risks from cyberattacks, data breaches, system failures, or human
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error and monitoring the environment for new threats to ensure privacy and
security.

The process of risk assessment is as follows:

1)

2)

3)

4)

5)

6)

Identification of sensitive data and its location

The first step is to understand which data is crucial for the organisation
and needs to be protected. Additionally, it is essential to determine all the
platforms where it is stored.

Identification of potential risks @6
There are various types of threats or risks that affect data. Thegég‘eats

are: \'
S

e External risks- phishing attacks, malwares, physi@ attacks like
theft of devices etc. <

¢ Internal Risk- Unintended or malicious sharingef data by employees
of the organization. X,

e Natural Disasters- earthquakes, floods, %@nes, fires.
Identification of weaknesses in the s s@n

Through this step, weaknesses in the/@fganisation’s system and policies
must be determined which could entially be exploited by the threats
identified in step 2. For exam leﬁn organisation may be using outdated
systems and software, or its%t

insufficient and ineffectiv /%

a security policies and practices may be

Determination of lik%ﬁmod of the potential risk and its impact

It is important tg_assess both the likelihood of risk occurrence and the

severity of its\,%étential impact. This evaluation will enable the

prioritizatio@ﬁl risks and ensuring that they are effectively monitored
ed

and mar%
Docu@‘n ing the results

T%Césults of this assessment must be documented, and a report must
given to the management so that data security policies, procedures
nd budgets can be prepared.

Periodic review of the risk assessment

Businesses work in a dynamic environment where they must continually
embrace new technology, tackle new risks, and respond to changing legal
and regulatory requirements. Therefore, it is essential to conduct periodic
reviews of the risk assessment to stay ahead of emerging risks and
remain vigilant to changes that may affects its data.
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1)Identification of
weaknesses in the
system

1)Identification of
sensitive data and its
location

1)Identification of
potential risks

1)Determination of
1)Periodic review of the 1)Documenting the likelihood of the
risk assessment results potential risk and its
impact

Fig. 2.5:Process of risk assessment at a glaé)
PRACTICAL EXERCISE &O

Activity 1: Sessions by an industry expert who @)&Srovide an insight to the
students about risk assessment and risk mana ent plan.

In this activity, students will interact Wit«k& dustry experts regarding risk
assessment. ',\(0’

Material required: Notebook, Pen, BQgéﬂ, Eraser

Procedure: Q(b’

1. Industry experts shoul ‘éje invited by the teacher to speak to the
students about risk asgépsment and management.

X
2. Students must no)‘z%bwn all the techniques discussed by the expert.
3. They should pr%re a report and present it to the teacher.
4. They must @) discuss their report in class.

Activity @Conduct a group discussion on identifying different risks
resulti ’\jn data breaches from real life case studies provided by the
teac@.

aﬁﬂis activity, the teacher will provide real life case studies on data
breaches where students will identify and discuss the different risks which
led to the data breaches.

Material required: Board to present, A-4 sheets, Pen, Pencil, Computer for
making a PowerPoint presentation (if possible)

Procedure:

1. The teacher will divide the class into groups of 5-7 students.
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2. Acting as an observer, the teacher will assign a case study to each group
and allot 10-15 minutes for discussion.

3. Students will discuss various risks in data handling that can lead to data
breaches.

4. After the discussion, each group will present their ideas, using examples
to highlight different risks in various scenarios (with a PowerPoint
Presentation, if possible).

CHECK YOUR PROGRESS ey
A. Fill in the Blanks ,\5;0’
1. refer to the potential threats or dangers that can lead to n@lse, loss,
corruption or damage to customers’ data in an organiz ’s system.

2. involves sending fraudulent messages through em%l@r text messages
that appear to be from genuine sources.

xO

3. Vishing means tricking victims through or . X,

4. refers to the use of unauthorized devic %ftware, applications, and
systems without the approval or per@sion of the organization’s IT
department. N

5. is a term used for malicious sof] @Te that cybercriminals use to infect
a single computer or the netw of an organization?

B. Multiple Choice Questions o
1. What is the primary p@pse of ransomware?
a) To demand a payment
b) To disrupt ices
c) To co%e@(gi‘owsing habits

d) Toget top management positions

2. W@type of phishing involves making fake phone calls or sending
ice messages to gather personal information?

% a) Spear phishing
Q b) Smashing
c) Vishing
d) Weak access control
3. Which of the following is an example of weak access control?
a) Using weak or default passwords.

b) Not implementing two factor authentication (2FA)
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c) Allowing all users to access to sensitive files across multiple
systems

d) Sending malicious links through emails

What is the main reason for unintentional data exposure by
employees?

a) Lack of awareness of the organization’s security protocols

b) Not implementing data encryption b’
c) Using virtual private networks (VPNs) \QQJ
d) Restricting access based on roles '\,%

. Which of the following is NOT an example of weakness 6@9 system?

a) Use of unpatched or outdated software <

b) Following ineffective security policies O

c) Lack of training of employees on security ];Qﬁéoies and procedures
d) Natural disasters like floods, earthqua%g, etc.

C. State whether the following statement@re True or False

1.

. Security risks have @

Identification of potential risks is-f\f,&' first step in the risk assessment

x&

Process.

. Phishing attacks involves @ng fraudulent messages through email

or text messages that ag to be from genuine sources.

power to disrupt an organization’s critical
processes, lead t§ ncial losses and undermine customers’ trust.
C

. Internal riskspinclude phishing attacks, malwares, physical attacks
like theft of;é(;}lces etc.

Periodic@sk assessment enables organisations to stay ahead of
emergihg risks and remain vigilant to changes that may affects its

&
D. gy: the ColumnA with Column B.

SNo

Column A S.No Column B

is a type of malware that encrypts a victim's

1 Unintended A files and demands a hefty payment in
" | exposure exchange for restoring access to the files or
the organisation’s system?
9. | Ransomware B Employees inadvertently sharing information

using unsecured communication channels or
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granting access to customer’s data

refers to identifying, evaluating and managing
C potential risks that can negatively impact the
confidentiality and accuracy of data.

Risk
Assessment

means unintended or malicious sharing of

Ext 1 Risk D
xternat Kisks data by employees of the organisation

Include phishing attacks, malwares, ph}@éél
attacks like theft of devices etc %Q'

AA

Internal Risks E.

E. Short Answer Questions “{)\’

1.

. Explain the concept of risk assessment. @)
5. ge

Explain the meaning of security risk with an example. Q

. Explain the reason for data loss in cloud storage. ~Q)

2
3.
4

Explain any two common security risks. \,O

X

State the steps in the risk assessment@o SS.

F. Long Answer Questions @\/

1.

G. Ch

Elaborate in detail the conceptéf;\s’ecurity risk and explain any three

security risks. (D)SJ

. Elaborate in detail the meafting of risk assessment and its process.

. Explain the following %e rity risks in detail:

e Loss of data ip’g}oud
e Phishing a%cks

e Shad

J @ Access Control

our Performance

.C‘Make a chart highlighting the process of risk assessment.

r

Find out about the recent ransomware incidents and discuss them in
class.
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SESSION 3: SECURITY MEASURES
MEANING OF SECURITY MEASURES FOR DATA PROTECTION

The policies, practices, tools, and technologies used to secure sensitive data
against loss, theft, misuse, and unauthorized access are referred to as
security measures for data protection. These steps are intended to preserve
data confidentiality, accuracy, reliability and consistency. Proactive security
measures focus on finding and dealing with vulnerabilities before they can
be misused to cause data breaches or compromise security. b,

IMPLEMENTATION OF SECURITY MEASURES \QQJ

S

There are many types of data security measures that organj \?}bns can
capitalize on to protect their data and systems. Organisatio k@st ensure
that they combine the various measures to be equippecmh the best
possible information security strategy. The key security E%géures are:

1) Encryption: \/O

Encryption is the process of converting data n@)&a coded form which can
only be accessed and understood by auﬁ%'ized people. The original
readable data is known as plaintext )which is encoded into an
unreadable form i.e. ciphertext usir.lg(ga encryption key. Ciphertext can
only be decoded or decrypted bgi\/the authorized person wusing a
decryption key. The advantage of ryption is that even if cybercriminals

get access to the informatio y will not be able to decipher or read it
A
TXT — — —
Plaintext Encryption Ciphertext Decryption Decryption of Plaintext
Encryption of information
information

Witl'ejiﬁl{e decryption key.

)
242 ewall

A firewall is a network security system that acts as a barrier between
organisation’s network (trusted internal network) and the internet
(untrusted external network). It monitors and filters the incoming and
outgoing traffic on the network based on the organisation’s security
policy. The main purpose of a firewall is to prevent unauthorized access

Fig. 2.6:Encryption and its process

to or from a private network while only allowing legitimate and genuine
communication. The primary objective of firewalls is to prevent
unauthorized access and malwares such as viruses, spyware etc. from
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3)

entering the organisation’s network and only allowing authorized traffic
to enter the organisation’s network.

The diagram below shows that only authorised traffic is allowed to pass
through and enter the organisation’s network while the unauthorised
traffic is blocked from entering.

Authorized Traffic

FIREWALL Internal
Unauthorized Traffic Network

o

Fig. 2.7:How a firewa@uorks
Role Based Access Control (RBAC) \,

(b..

Role based access control (RBAC) i %curity approach wherein access to
data is granted to employees Ised on their roles in the organization.
This is extensively used in FSI sector. Roles of employees like HR
manager, marketing ma r, IT manager etc. are defined along with the
data requirements to a%orm their roles. According to their role,
permission to acces% ranted to the employee.

For example: A ¢fficer in the HR department (human resources) maybe
given permissig@' o only view the data whereas an HR manager maybe
given the p@ ssion to view and edit the data.

Thus, t gh RBAC approach, only authorized users or systems are
gra access to data, ensuring it is not exposed to unauthorized

p
%@ro-Factor Authentication (2FA)

Two-Factor Authentication or (2FA) is a security technique of confirming
the identify of a person wusing two independent methods of
authentication.

For example: When an individual log in to the system using a password,
which is the first factor of authentication, an OTP (One Time Password) in
addition to the password is sent to his/her phone as the second factor. In
many financial institutions, Two-Factor Authentication involves entering
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a password and providing a biometric factor such as a fingerprint as a
second factor.

An example of Two-Factor Authentication (2FA) is given in the diagram

s N

| User ID | ) @

‘qusword ‘ + QUIJ

)
below: Here the first factor is logging in with a usernamQa;H password
and the second factor is biometric authentication. <

xO

&
\,@

.\'(bl
x&
Fig. 2.8:An exa (q'two-factor authentication
5) Data backup and its resg'.ﬁf\tion

“Q

Data backup means @create an up-to-date copy of the critical and
sensitive data. Th )}fh this process an organisation can restore the

original data in of loss or tampering by cybercriminals. Such a data
security meas e helps in maintaining data integrity and reliability, even
in the face nforeseen circumstances.

6) Periodi&%ployee training
Or izations must conduct periodic training sessions for employees to

nce their awareness of malware and cyberattacks. This is because
Q man error, whether intentional or unintentional, is one of the most
common causes of data breaches and losses. Regular training will help
employees understand the importance of following security measures,
such as using strong passwords, taking backups, and securing their
devices. These sessions also equip employees to identify potential threats,
prevent them, and minimize the damage in case any such incident
occurs.

7) Data Masking
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Data masking is a technique used to hide sensitive information and only
displaying a portion of it. This ensures that it remains protected while
still being functional for its intended purpose. This technique prevents
the data from being misused and safeguards sensitive information from
potential breaches.

Example of Data Masking- Account numbers are only partially
displayed like XXXXXXXXXX14589

IMPORTANCE OF PROACTIVE SECURITY MEASURES b,
Proactive security measures are crucial in maintaining the availabitify of
data, its integrity-ensuring its accuracy, uniformity over 1@, and
completeness and its confidentiality-which involves the prote of data

from unauthorized access. Proactive security measures assisQ :
1) Preventing cybercrimes and unauthorized access , &

Proactive security measures enable organisations, to detect and address
weaknesses and vulnerabilities before cybercriminals can take advantage
of them. These steps greatly lower the cha (of data breaches and help
avoid unauthorised access. For examp]@ easures like firewalls and
using secure web gateways prevent makqa es or data loss.

2) Reduction in Financial Losses <

Data breaches and failures ca \%ead to major financial losses for an
organisation due to high cosl@’ociated with:

e recovery of data 6%

e repair and restoration of systems

e loss of reven rom service downtime i.e. stoppage of work from
cyberattack

o legal fee@om lawsuits

o penét s for non-compliance.

T%}fential loss from a data breach or ransomware attack is far greater
the cost of implementing robust security measures, such as
Qe cryption and staff training.

3) Building customer trust and loyalty

Following proactive security measures builds customer trust and loyalty
because the feel confident that the organisation values their privacy and
safeguards their sensitive information. Hence, they feel comfortable in
doing business with it leading to building a long-term relationship. This
further enhances the brand identity of the organisation.

4) Ensuring continuous operations
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Following proactive security measures reduces service downtime, which
refers to a period during which the business's services are not available
to its customers. For example, taking frequent data backups permits
critical business operations to continue without suffering from a
prolonged downtime in the case of a cyberattack or system breakdown.

5) Developing a security culture in the organisation

Educating employees regarding best security practices and possible
dangers is an integral part of proactive security measures. When peri@c
training and awareness programs are conducted, employees are fhore
likely to identify and react effectively to threats like phishing emadal;g,’ data
breaches, or security gaps thereby fostering a security-consci \\r’culture.
Additionally, as the threats to data and systems evo@continuous
evaluation and updating of security measures and policies ensure that
organizations stay ahead of potential risks and challe .

PRACTICAL EXERCISE xO

Activity 1:Group activity where students will giv€)presentations on various
security measures, test access controls, and @a ate user permissions, with
appropriate reasons for a mock database.

Material required: Notebook, Paper, Pg’{\,(a’encil, Eraser
Procedure: (0)&@
1. The teacher will divide the cl@mto groups of 3-4 students.

2. Each group will discus ’S%curity measures, test access controls, and
evaluate user permiss%o/@s for a mock database.

3. They will prepare%nd deliver a presentation on various security
measures, provi‘,ép appropriate reasoning.

4. The teache@ﬁould also encourage them to include examples from real-
world bl@less scenarios

Activit * Interact with industry experts to get acquainted with the
secuyi easures being followed in the industry.

%rial required: Notebook, Paper, Pen, Pencil, Eraser
Procedure:

1. Industry experts should be called by the teacher to speak to the students
on various security measures being followed in the industry.

2. Students must note down all the measures discussed by him/her.
3. They should prepare a report and show it to the teacher.

4. They must also discuss their report in the class.
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CHECK YOUR PROGRESS
A. Fill in the Blanks

1

A monitor and filters the incoming and outgoing traffic on the
network based on the organization’s security policy.

is a security approach wherein access to data is granted to employees
based on their roles in the organization? b,

. In encryption, the data is encoded into an unreadable form quggﬁ is

called . \\,%

is the process by which an organization can restore th ginal data
in case of loss or tampering by cybercriminals?

is a security technique of confirming the identif}@%a person using
two independent methods of authentication? \/O

B. Multiple Choice Questions O\*

1.

Which of the following best describes @e ole of security measures in
data privacy?

a) To ensure that data is shared without any restrictions
b) To make personal data avaﬁ&le to everyone.

c) To protect personal da‘@rom unauthorized access or alteration

d) To speed up procesalﬂg of data.

. What is the role @Q’ryption in data security?

a) To delete u;t{@ecessary data
b) To enha.zg&'the efficiency of data storage
c) To make data unreadable to unauthorized users

d),‘\F’Aensure the availability of data

S&at is the key characteristic of role-based access control (RBAC)?

Q@ a) To automatically encrypt data

b) To delete/remove unauthorized data
c) To monitor the activities of employees

d) To grant specific access permissions based on the user's role.

. Which of the following is NOT an advantage of proactive security

measures?

a) Reduction in financial losses
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b) Building customer trust and loyalty
c) Reducing the rate of employee absenteeism

d) Promoting a security culture in the organization

. What is the primary function of a firewall in network security?

a) To monitor and control all incoming and outgoing network traffic
according to organization’s security policies.

b) To identify and eliminate malware from infected systems. b,

c) To encrypt confidential data prior to transmission. %Q@

M

d) To scan viruses in the system.

C. State whether the following statements are True or F

1.

A firewall is a security approach that provides¢data access to
employees according to their roles within the orggn ation.

. Role-based access control includes entering,%)%assword along with a

biometric factor, like a fingerprint, as a se layer of authentication.

. Data masking is a technique used to@de sensitive information and

only displaying a portion of it. N

. Following proactive security mea@es increases service downtime.

5. Proactive security focuses §r¢1§}hding and dealing with vulnerabilities

before they can be mis to cause data breaches or compromise

security. /%
D. Match the ColumnA@? Column B.

Coa
S.No Column S.No Column B
o Loggi i ith d
) , ogging in wi a username an
P t t
1. nf:ac IV? Secutity password plus OTP (one-time password)
sent to phone or email.
N
C%{ample of
%‘ is that even if cybercriminals get access
Q Two-Fac'tor. B |to the information, they will not be able
Authentication to read it without the decryption key.
(2FA)
The advantage of enhar%ces. the . brand identity of the
3. ) C |organisation in the eyes of the
encryption customers
4. | Example of Data| D | Only allows authorized traffic to enter the
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masking organisation’s network.

Credit card number is displayed as XXXX

5. | Firewall B ook 2150

E. Short Answer Questions
1. Explain the concept of data security measures.
2. Explain the concept of encryption with a diagram.
3. Explain the concepts of data masking and data backup. 66
4. Give any two points of importance of proactive security measi\@s.
F. Long Answer Questions §

1. Elaborate in detail the concept of security measures agd explain any
TWO security measures. O

2. Elaborate in detail about the importance \/@ proactive security
measures. X
O

3. Explain in detail the following security measures:
e Firewall \
: N
e Encryption o
e Periodic employee traini gb)s‘
G. Check Your Performance

1. Identify and list the ebﬁity measures for data protection in a chart.

2. Discuss the impdrtance of proactive security measures in the class
with your peeg{v
S
R\
o
P
Q
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SESSION 4: DATA PROTECTION COMPLIANCE
CONCEPT OF DATA PRIVACY REGULATIONS

Data privacy regulations refer to laws, rules, or policies aimed at
safeguarding personal and sensitive information of an individual from
unauthorized access, or uninformed disclosure. These regulations provide
standards for organisations on how to collect, process, and protect sensitive
information. Additionally, they ensure that organizations comply with these
standards. b,

In Session 1, two data protection laws, namely the Information Tech@oefogy
(IT) Act, 2000 and the Digital Personal Data Protection (DPDP) Asf; 2023,
were explored. While the IT Act, 2000 is primarily a cybercrim Qw, it also
includes provisions related to data privacy and security. DPDP Act,
2023 is focused entirely on the protection of digital @ersonal data of
individuals.

The financial industry has seen a significant %&ah in the usage of
technology. However, this increase has also be ccompanied by a rise in
cyberattacks. Hence, the Reserve Bank of In ';ﬁl) issues regulations and
guidelines on cyber and information sec r@ from time to time for banks
and other financial institutions. These. &ctives aim to equip banks and
financial institutions with the nece frameworks to strengthen them
against potential cyber risks and fr, s, ensuring the protection of sensitive
customer data and maintaining t in the financial system.

In 2016, The RBI provide(gé,lidelines on Cyber Security Framework in
Banks vide circular, “RBI/2015-16/418
DBS.CO/CSITE/BC.1 @&.01 .001/2015-16 dated June 2, 2016.”

The key component%f the Cyber Security Framework (2016) in Banks are:

0
1. To adopt ?’&ber—security framework which defines the cyber security
strateg@ olicies and procedures.

2. To % up the Security Operations Center (SOC) to continuously
or emerging cyber risks and threats.

3 %‘o regularly identify and assess cyber risks, security flaws and gaps in
Q the Bank’s infrastructure on a periodic basis.

4. To develop an IT framework that maintains security measures at all
times.

5. To ensure that unauthorized access to networks and databases is not
allowed and whenever permitted, such access should be through a well-
defined process.
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6. To safeguard the personal and sensitive information of customers
collected by the Bank.

7. To create a Cyber Crisis Management Plan (CCMP) which may be based
on the National Cyber Crisis Management Plan and Cyber Security
Assessment Framework developed by the CERT-IN (Computer
Emergency Response Team - India)

8. To establish indicators for assessing risk and preparedness levels,
which should be utilized for thorough testing via independ@t
compliance checks and audits. 9

9. To promptly report all incidents of unusual cybersecuritx'x\/@hether
successful or unsuccessful, to the RBI. O

10. To organize cybersecurity awareness and training sQ§sions for all
relevant stakeholders, including the Board ﬁ@Directors, top
management, third-party vendors, customers, andcs ployees.

CONSEQUENCES OF NON-COMPLIANCE )&'\J

As discussed in Session 1, the Informati%oTechnology Act, 2000
includes monetary fines as well as impris@nent.

The Digital Personal Data Protection&\ct, 2023 imposes monetary
penalties for non-compliance that@’&n range from 310,000 to 3250
crores. X0

a4

Apart from this, the Reserve of India also has the authority to take
actions against financial ergt:ses under its regulation for non-compliance.
The penalties include: 0,

1) Monetary Fines %

The RBI impo% monetary fines on entities for non-compliance or
violation of '(/cybersecurity directives. The amount of the penalty can
vary de nﬁg on the severity of the breach. These are significant
enou odiscourage future non-compliance.

2) Céijlg certain operations
@ RBI may also halt certain operations temporarily in cases of
Qnegligence or non-compliance. For example, recently the RBI prohibited a
bank from onboarding new customers to its mobile banking app after a
fraud was committed by the Bank’s employees. The ban was lifted only
after the RBI was satisfied that the deficiencies raised were rectified by
the bank.

3) Increased scrutiny and audits
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Banks and financial institutions under RBI’s regulations may be subject
to increased scrutiny and audits on an ongoing basis to ensure they
comply with the required cybersecurity practices.

Apart from the above, the RBI also issues advisories and instructions
from time to time. It conducts on-site examinations to ensure compliance
with these instructions. The findings of these examinations are discussed
with top management to take remedial actions. Cyber incident reports
are also collected and reviewed for monitoring purposes. b'

BEST PRACTICES FOR ENSURING DATA PRIVACY <

A

Data protection is crucial, especially for organizations, as they t and
manage data on a large scale. They must have strong security '}&sures in
place to protect data from misuse and unauthorised acces addition to
following organizational security protocols, employees must also adopt
certain practices at an individual level to protect pa@)nal information,
especially in light of the increasing number of scams&@d frauds. Below are
some of the best practices for individuals:

X
O
1) Use a strong password %

e Create unique passwords using a ¢ Qlation of alphabets, numbers,
and symbols that are hard to gt@s Avoid using easily identifiable
information like date of birth r@‘mily members' names.

e Memorize passwords rath%f&an writing them down on paper or in a
diary to reduce the risk of tnauthorized access.

e Update passwords r@’arly and never share them with anyone.
2) Avoid oversharing G‘x}gocial media

on social , making them potential targets for scammers. These
fraudster impersonate others to misuse their identity and personal
inform §{} for illegal activities.

3) Sec@:}hg devices

Qgﬁ ring devices like phones, laptops, Personal computers (PCs) etc. with
N

We often share ggés“onal information and photos of our family and friends

s, passwords and biometrics is important.
4) Link mobile number to bank account

Linking our mobile number to our bank account enhances security by
enabling us to get immediate notifications for every financial transaction.
These alerts allow us to quickly identify and report any suspicious
activity, helping prevent potential fraud.

5) Regularly monitor accounts and statements
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6)

7)

8)

Regular monitoring of bank accounts, credit card statements, and credit
reports is essential to quickly identify and address any suspicious or
unauthorized transactions.

Enable Two-Factor Authentication (2FA)

Two-Factor Authentication (2FA) adds an extra layer of securityaby
ensuring that even if hackers obtain the password, they cannot accegsan
individual’s personal information without the second authe \Qétion
factor. This effectively prevents unauthorized access and loss GQaersonal
information.

Always visit the official website of the organization QJQ

It is crucial to visit the official website of the or\Qization to obtain
contact details or customer care numbers. Alwaysiqélect this information
from trusted sources, such as the official website, passbook, or official
documents, rather than from random webSites found through internet
searches, as these could lead to scams. @

General tips: . \’
N
e Avoid the use of public Wi-Fi f&éﬁancial transactions.
e Update software and oper, (Q'systems to prevent cyberattacks

e Use secure websites Vgﬂ% URLs beginning with ‘https’ or with a lock
icon next to it. 0

e Invest in a reli@e anti-virus software that protects devices from
malwares an er security threats.

PRACTICAL@E%RCISE

Activity 1'@nulate an audit of data privacy practices and present findings
in the clei with appropriate reasons and examples.

Material required: Notebook, Paper, Pen, Pencil, Eraser

I@Gc%dure:

1.
2.

The teacher will divide the class into groups of 3-4 students.

He/she will provide data privacy practices adopted from real-world
situations for the students to review.

. Students will conduct audits of different data privacy practices.

. Each group will present their findings to the class, explaining the

practices with appropriate reasons.
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5. The teacher will encourage students to provide examples from real
businesses to support their presentations.

Activity 2: Search case studies involving regulations by various regulatory
authorities in the BFSI sector and preparing a PowerPoint Presentation on
it.

Material required: Notebook, Paper, Pen, Pencil, Eraser, Computer with MS
Office for preparing the PPT.

Procedure: b’
<

1. The teacher will divide the class into groups of 3-4 students. %C’

2. He/she will provide guidance on how to search for case studae\dnvolvmg
regulations by various regulatory authorities in the BFSI

3. Students will search for case studies related to different@ggulations.

4. Each group will present their findings in the classdocusmg on different

regulations. X
&1 X

5. The teacher will encourage students to prﬁg examples from the real
business world or the BFSI sector to sup;@t eir presentations.

CHECK YOUR PROGRESS >
N
A. Fill in the Blanks \,@(’
1. refer to laws, rules, or i5i¥s aimed at safeguarding personal and
sensitive information of individual from unauthorized access, or

uninformed dlsclosur%s

2. The is focused @Q ely on the protection of digital personal data of
individuals.

3. RBI guidel {bs required the setting up of to continuously monitor

emergin er risks and threats.

4. Lin@%)our mobile number to our bank account enhances security by
ng

e us to get alerts for financial transactions.

‘%@o guard against identity theft, it's crucial to refrain from disclosing
too much personal information on

B. Multiple Choice Questions

1. What is the primary purpose of the RBI Cyber Security Framework,
20167

a) To promote digital payments among the public
b) To strengthen the cyber security in banks

c) To improve customer service in banking
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d) To increase the security of lockers in bank branches

. Which of the following is NOT a key component of the RBI Cyber

Security Framework, 20167
a) To safeguard the personal information of the customers
b) To create a Cyber Crisis Management Plan (CCMP)

c) To organize cybersecurity awareness and training sessions for
employees. b’

d) To restrict Internet and mobile banking for customers. %,

. Which of the following is a potential risk of non—complianoe'cﬁth RBI

S

cybersecurity guidelines?

a) Monetary penalties are imposed. Q\}'
b) Enhanced customer confidence “QQJ

c) Complete ban on digital transactions \,O

d) Closing of bank branches O\/

. Why is it important to avoid oversh@ing personal information on

social media? N

a) It helps a person make more faé:énds

b) It can lead to identity tl;léft&&‘@frauds.

c) It makes a person’s&o e more popular

d) It can lead to mor offers

C. State whether the @lowing statements are True or False

1.

4.
5.

The RBI imp%vs monetary fines on entities for non-compliance or
violation of,g@'cybersecurity directives and the amount of the penalty
can varydepending on the severity of the breach.

. Dabés curity regulations provide standards for organisations on how

llect, process, and protect sensitive information.

%anks do not need to report all incidents of unusual cybersecurity to

2

the RBI.
A person should make simple passwords for ease and convenience.

Regularly updating one’s software and operating system helps in
protection from malwares and other security threats.

D. Match the ColumnA with Column B.

S.No

Column A S.No Column B
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L reduces the risk of financial
Regular monitoring of

1. A | information being accessed by
bank accounts
hackers.
Avoiding the use of helps to quickly identify and
2. | public Wi-Fi for financial | B | address any suspicious or
transactions unauthorized transactions. h
3 The Reserve Bank of C is developed by CERT-IN (Co\@seljlter
" | India Emergency Response Teax&@ndia)
i t i eg'o titi
National Cyber Crisis HNpOses moneraty fg c.)n e.n Hes
4. r violation of

D |for non-complian(‘é

Management Plan , , ,
& its cybersecurityNdirectives.

E. Short Answer Questions
1.
2.

3.
4.

O\
\/\J
Explain the concept of data privacy regul%iQQS.

Write the consequences of non-com l@ce of IT Act, 2000 and DPDP
Act, 2023 O

Explain any two consequences on-compliance of RBI guidelines

Give any two points of bes@é&ctices for insuring data privacy.

F. Long Answer Questions

1.

3.

G. Chec@our Performance

1

Elaborate in detail concept of data privacy regulations and why
are they import

. Elaborate in%etail the key components of the Cyber Security

Framew@{%l@ given by RBI for banks.
Explain int’detail the best practices of data privacy.

e a chart of the best practices for ensuring data privacy

@Disouss the importance of best practices of data privacy with your

peers.
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MODULE 3: REPORTING AND ANALYTICS

All organizations handle large volumes of data. This raw data must be
transformed into information that can be used to make informed decisions,
monitor performance, and gain a competitive edge. This is where reporting
plays a key role, enabling organisations to convert raw data into actionable
insights. It serves as a bridge between data and decision-making by turning
complex numbers into structured, understandable formats that help
stakeholders interpret the information effectively. It involves collecting,
analysing, and presenting data in an organized and clear manner to s ort
decision-making, track performance, and share critical insights Wig%nd-

users. «()\\/

In any organization, reporting acts as a tool for informed d%ﬁon—making,
efficient resource usage, preventing potential issues, and f@t ring a culture
of continuous improvement. To achieve these objectiv%@ various types of
reports are created. Some are internal reports, es@@ltial for teams and
managers, while others are for external purposés, targeting customers,
general public, and regulators such as the (Reserve Bank of India),
IRDAI (Insurance Regulatory and Develop@nt Authority of India), and
others. Given the diverse audiences for Wthm reports are prepared, creators
must tailor them to meet specific needs, requirements, using appropriate
visualization techniques such as cha{/@, graphs, tables etc.

When combined with analytic&porting empowers decision-makers to
identify trends, seize opportunities, and address challenges in a timely
manner. The findings of the @orts must be presented in a way that focuses
on results, allowing the ence to quickly grasp the key takeaways and act
on them meaningfully.

This module focusc& on reporting and analytics, providing a comprehensive
overview of q roles in the data-driven economy. The first session
introduces @e concept of data management and explores the role of
reportin Aﬁt in data management, highlighting its importance in enhancing
the fu@ ning of an organization. This session further covers the types of
rep E@ commonly prepared for different purposes. The second session

es on creating effective reports for various stakeholders, emphasizing
the key elements that make reports impactful. Additionally, the session
covers how to tailor reports for different audiences and incorporate
visualization techniques.

The third session examines the role of analytics in supporting decision-
making processes, highlighting how their application empowers businesses
to achieve exponential growth. The fourth session focuses on presenting
findings effectively to stakeholders.
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SESSION 1: DATA MANAGEMENT REPORTING
CONCEPT OF DATA MANAGEMENT

Data management is the process of collecting data from various sources,
organizing, storing, and protecting it to enable informed decision-making.

The key components of data management include:
Data collection and preparation:

This step involves the collection of data from multiple sources @d

transforming it into a format that can be used for analysis and degision-
making. \\/@

Data Storage: \&Q

Data storage refers to storing or saving data on a physical orggital medium,
allowing it to be conveniently accessed and retrieved lat use.

Data Organization: \/O

Data organization refers to the arrangement, gr u@ﬁ’l’g, and categorization of
data to make it understandable and usable. %

Data Governance: \

Data governance means to develop . ies, guidelines and protocols to
maintain data quality, ensure da(gJ security and privacy, and ensure
adherence to regulations. @(b‘

Data Security: ,%

Data Security is the pr@e of safeguarding information against theft,
corruption, and unaut@&ed access.

Data Backup: gé’

Data backup @'&ns to create an up-to-date copy of critical and sensitive
data so t@ t can be restored in case of loss or tampering by

cybercrim.ﬁa S]

Dataéa ytics:
Dgu@ nalytics is the use of methods and tools to analyse data and draw

vatuable insights for action.

Data Archiving and Disposal:

Data archiving refers to the process of securely storing outdated data that is
no longer actively used. Archived data remains accessible for future
reference, compliance, or legal purposes, but is stored separately from
primary storage systems. Data disposal means to safely eliminate data when
it is no longer needed.
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MEANING OF REPORTING IN DATA MANAGEMENT

Reporting refers to the process of collecting, analysing, and presenting data
in an organized and well-structured format to support decision-making,
monitor performance, and share important insights with the end-users.

Thus, reporting focuses on converting raw data into valuable information
that enables organizations to:

e track progress

O

e identify patterns <

s

e make well-informed decisions §

e assess results

For example: In the insurance sector, a claims report is 8epared which
provides a summary of all claims made by pOliCYhOldO@QIithin a specific
period. The purpose of this report is to monitor the fyeguency of claims, to
identify trends, and improve the efficiency of the cla{gn process.

IMPORTANCE OF REPORTING IN AN ORGAN%&‘ION
1) Informed decision-making @

Reporting provides organizations wi ccurate and timely information,
which helps managers take effeetive decisions. It is not merely a
collection of raw facts and ctured data but a transformation of
such data into meaningf nformation, empowering managers to
understand trends, impr& policies and procedures, and take informed
decisions. 0,

2) Efficient use of re@rces

Reporting plays g\)%rucial role in the efficient use of resources because it
helps ider@ areas where resources are being overutilized or
underut%@e 7 This enables managers to redeploy resources and funds to
areas re their impact can be maximized, leading to greater
pro ivity. Regular reporting also reduces wastage and streamlines

'R?ﬁipesses and procedures.

rucial tool for monitoring performance

Reporting provides regular updates on sales achieved, profits earned,
targets completed, leads converted to customers, and more. By providing
this information, reporting helps organizations monitor their progress,
identify and address weaknesses, and enhance strengths for improved
performance. Through reporting, managers can identify deviations
between plans and actual performance, allowing them to adjust
accordingly.
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4)

S)

6)

Increased communication and transparency

Reporting presents information in a clear and structured format, making
it easier for team members, managers, and departments to access and
understand key data. By sharing these reports, everyone can collaborate
and work together towards the organization's common goals. Thus,
reporting not only promotes open communication within teams and
between departments but also minimizes misunderstandings, fostem@g
transparency across the organization. <

s

Regular reporting allows organizations to identify potentialai§Sues early
and address them before they grow into significant™problems. For
instance, if reports indicate a decline in sales\Q@enagement can
investigate the cause and implement corrective asures, such as
allocating additional resources to the department\In this way, reporting
serves as an early warning system, enahli organizations to take
proactive steps to prevent problems from reséfacing or escalating.

Prevention of potential problems

Promotes a culture of persistent imp& ment

When reports are regularly shared v;é@:ceams and departments, they are
more likely to take ownership o&@eir performance and work harder to
correct any negative deviatio .(afurther, reporting also allows teams to
share feedback and sugges ﬁ on how to enhance overall performance
and streamline process@ This in turn contributes to organizational

1)Crucial for
monitoring
performance

1)Informed 1)Efficient use of
decision-making resources

1)Promotes a
1)Prevention of culture of
potential problems persistent
improvement

1)Increased
communication
and transparency

efficiency and fosters a culture of continuous improvement.

Fig. 3.1:Importance of reporting at a glance

TYPES OF REPORTS IN CUSTOMER DATA MANAGEMENT

There are several types of reports prepared by an organization. Some are
created for internal purposes, while others are prepared for external
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purposes, including reports designed to meet regulatory requirements.
Common types of reports, especially in the BFSI sector, include:

1)

2)

Customer Segmentation and Targeting Reports

Customer segmentation means dividing a large number of customers into
smaller, distinct groups based on similar characteristics like age, income,
region, spending habits, etc. After dividing the customers into various
segments, each segment is studied to select the one where the products
and services of the organization can be targeted or focused. b'

Preparing a customer segmentation and targeting report \Qgible
marketing teams to provide personalised services to its custoga€Fs. This
report can also provide them information on develop of new
products and services. Q

For example: Many banks offer savings accounts sg@@lﬁcally targeted at
pensioners who have retired from State or (Sle tral government

departments. LY
X

Customer Account Reports O

These reports provide detailed informati@ about the different accounts
held by a customer, along with related (g}formation such as:

e Types of accounts held (savingséﬁ}ounts, recurring deposits, fixed
deposits) (D)Su

e Status of accounts (dormant or active)
e Balance in the accour@

These reports help il giving information about the financial health of the
customers. X,

3) Loan perform&@ie reports
These re 1@ compile information about:
e L isbursement details: Total value of loans disbursed, division
Cb an category. For example:
Q@ Percentage of home loan disbursed 40%
Percentage of personal loan disbursed 20%
Percentage of auto loan disbursed 25%
Percentage of education loan disbursed 15%
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This highlight which loan category has strong customer demand and which
loan category requires more marketing efforts.

e Repayment schedules and their status: Indicating whether payments
are being made on time or delayed.

e Customer defaults: Showing how many customers have defaulted. Thus,
requiring the financial institution to initiate efforts for recovering overdue
or defaulted loans.

4) Customer Acquisition Report @b’

This report provides detailed information about the channels ugh
which customers are acquired by the organization. Thes annels
include branch visits, company website and social media one calls,
referrals etc. Such reports are valuable tools for%ssessing the
effectiveness of marketing strategies, identifying Whictlgﬁannels are more
profitable, determining where more effort is needed, evaluating the cost of
acquiring new customers, and identifying areas fbr improvement in the
customer acquisition process. %O

Customer Complaint and Resolution Rep

This report provides insights into the umber of complaints filed by
customers, the nature of these compla'. , the average resolution time, and
the actions taken to address them. I&@erves as a valuable tool for identifying
gaps in the organization's proce %‘, policies, and procedures that require
improvement to deliver better omer service. Additionally, analysing this
report enables the organiz@n to take proactive measures that foster
customer trust and loyal

5) Policy Manage ?Q eport

Policy Manage t Reports help insurance companies in analysing the
following i ation:
e The ber of insurance policies issued, along with details of the

icy types (e.g., fire, motor, home) during a specific period.
C@he number of policies that were renewed, lapsed, or cancelled.
Qo Trends in the geographical distribution of policies.
e Policies adopted across various age groups, income levels, or genders.
e The total amount of premium collected, among other metrics.

PRACTICAL EXERCISE

Activity 1: Sessions by an industry expert who will provide an insight to the
students about data management and reporting.In this activity, students
will interact with industry experts regarding data management.
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Material required: Notebook, Pen, Pencil, Eraser

Procedure:

1. Industry experts should be invited by the teacher to speak to the
students about data management and reporting.

2. Students must note down all the types of reports discussed by the expert.

3. They should prepare a report and present it to the teacher.

4. They must also discuss their report in class. b,
<
CHECK YOUR PROGRESS \Q
A. Fill in the Blanks NQ\\’
1. refers to the arrangement, grouping, and categoriz@@g of data to
make it understandable and usable. <
2. is the practice of safeguarding information aga@?theft corruption,
and unauthorized access?
3. provide detailed information about th%@qannels through which
customers are acquired by the orgamz
4. refers to the process of collecting, alyzmg, and presenting data in
an organized and well-structure mat.
5

. means dividing a large a@ﬁg of customers into smaller, distinct

groups based on simil
spending habits, etc

aracteristics like age, income, region,

B. Multiple Choice Quest\fjg

1.

3.

What is the prlm%/ goal of data governance?
a) To monitoyg‘he performance of the database

b) To esish policies and procedures for data usage, security, and
co iance

c 'FQ ensure availability of data

@) To efficiently store data

@

Which of the following is NOT an essential principle of data
management?

a) Data security

b) Data backup

c) Data redundancy
d) Data accuracy

What is the primary purpose of reporting in data management?
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1.

4.

a) To store data securely

b) To provide accurate and timely information for making informed
decisions

c) To manage the data

d) To visualize the data

. What is the key purpose of a Customer Complaint and Resolution

Report? b’
a) To monitor the attendance of employees \QQJ
b) To track sales performance '\,%

c) To analyze customer complaints filed and how they efe esolved

d) To track the performance of loans <

. What is the main purpose of data archiving? O

a) To delete all outdated data permanently \/\‘

b) To convert data into a different format%o
c) To analyze data for patterns and tr@ls

d) To securely storing outdated d-@for future reference, compliance,
or legal reasons @('

X
C. State whether the followin%t@:’ements are True or False

Data Organization refeQA}t the process of securely storing outdated

data that is no long(’e\;} vely used.

. Data backup n‘%ﬁ to create an up-to-date copy of critical and

sensitive dat that it can be restored in case of loss.
a0

. Customer @gmentation and Targeting reports provide detailed

informa about the different accounts held by a customer, along
with ted information.

\n performance reports compile information about the total value of

%)ans disbursed, the distribution across loan categories, etc.

Q . Reporting provides organizations with accurate and timely

information, which helps managers take effective decisions.

D. Match the ColumnA with Column B

S.No

Column A S.No Column B

is the process of collecting data from
Data Disposal A various sources, organizing, storing, and
protecting it to enable informed
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decision-making?

Customer
2. | Complaint and
Resolution Report

means to safely eliminate data when it is
no longer needed.

3. | Reporting

serves as a valuable tool for identifying
gaps in the organization's proces%s,

policies, and procedures that ,{guire
improvement to deliver better @s omer

service.
0
%’\J’
contributes to organizatienal efficiency
4. | Data Management and fosters a cul of continuous
improvement. Q)
X

E. Short Answer Questions

§O
1. Define data management and mentio@a y two components of data

management.

\S

2. Define reporting in data manageni’%nt.

3. Write any two points of impop%mce of reporting

4. Write short notes on:

e Customer Compl 'a}ﬂnd Resolution Report

e Policy Manag@nt Report
F. Long Answer Ql.fe)éstions

1. Elaborate- (Q(;tail about data management and its key components.

2. Wr@detaﬂ the advantages of reporting in data management.

G. Che our Performance

@repare a chart that lists the types of reports in customer data

Q}O management.

2. Prepare a PowerPoint presentation (PPT) about the importance of

reporting.
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SESSION 2: EFFECTIVE REPORTS
MEANING OF A REPORT

A report is a document that presents data in an organised format, along
with analysis and insights on a particular issue or topic. It is an effective
communication tool that aids businesses in monitoring the performance of
different departments, making prompt decisions, and identifying
areas requiring improvements. Furthermore, it enhances accountability
among employees. Being accountable means taking ownership and be@,g
answerable for the responsibilities assigned. It promotes transpareq@gdnd
fosters growth within the organization. -\/@

The key characteristics of an effective report are: §
Accuracy: Q

Accuracy means that the information given in the repdfp is precise, error-
free, and can be trusted for informed decision—making%o

Clarity: \V

O
Clarity means that the information pre ﬁl is easy to grasp and
understand. It is expressed using si language without jargons
(technical terms). In case complex term§;§e used, they must be defined in

the report.
x&

Coherence: y
Coherence means that the information must be organised logically. All
sections must be well conneé}e ensuring that each part should be linked to

another. X
)

Conciseness: X,

Conciseness refers@o the quality of being focused in presenting information.
The report should not be lengthy, and unnecessary repetition should be
avoided. It @uld maintain the interest of the reader.

Releva@ée:

Re%ﬁce in a report involves presenting information that is essential and
ectly related to the purpose of the report. Further, the content should
also be tailored to meet the specific needs and interests of the intended
audience.

Timeliness:

A report should be completed within the specified time frame to ensure that
the information presented remains relevant and beneficial.

KEY ELEMENTS OF EFFECTIVE REPORTS
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An effective must be prepared considering the following elements:

1)

2)

3)

4)

S)

6)

Title Page

A title page should include the report's title, which must be clear and
prominent. It should also mention the names of the author(s) who have
prepared it, the date of completion, and any other relevant details, such

as the intended audience for whom the report is prepared. b’
Table of Contents <
This table outlines the various sections and subsections of %report,
along with their respective page numbers to enable the re to locate
the specific topics. Q

Executive Summary or Abstract \OQJ

The executive summary or abstract is usually a,&@lgle paragraph that
provides the reader with an understanding of ¥he report's purpose, the
methodology followed, the main findings, a ommendations based on
those findings. It allows readers to gr the essence of the report
without having to read the entire docun\@j

O

Introduction: ,g\/

The introduction outlines the ose of the report, including what it
aims to study, provides rel t background information on the topic,
and defines the scope of report.

Methodology 0«

The methodology s%hon provides a clear explanation of the research
methods used t lect and analyse information. It should also include a
clear ratio or why these methods were chosen. Providing this
justificati %emonstrates that the research is reliable and that the
metho& ed are suitable and relevant to the study.

Ma dy

Q? main body is the core section of the report which presents the key
t

7)

ails of the study. It includes fundamental components such as the
methodology, the findings or results, which present the data or outcomes
of the study; and the discussion or analysis, which explains these results
and relates them to the report's objectives.

Conclusion and recommendations

This section summarizes the key insights derived from the report, with
the points presented in descending order of importance. Further, based
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on the findings, recommendations are provided regarding actions to be
taken and the potential scope for future work.

8) Bibliography/References

This section lists all the sources cited or referred to for the preparation of
the report. It includes books, articles, websites, and any other materials
that were used to support the research.

9) Appendix/Appendices: @b’

An appendix includes the information that is not covered in the- \%text
of the report but is still relevant for reference. This may i e items
such as questionnaires used in surveys, interview transc@ additional
graphs, feedback, or other supporting materials. e

TAILORING REPORTS TO DIFFERENT AUDIENCES O

Reports are prepared for various types of audie %:%/, such as managers,
industry experts, the general public, and regulat@dy bodies. The amount of
information, technical terms, language, and tome differ for each audience.
Tailoring report writing for different audm{@ involves understanding their
needs, interests, and level of expertise. . (b.

For example: Most customers may éulre a monthly executive summary
that includes the project status,(t@rgets achieved and planned, along with
estimated dates. @

The key points to keep in %i when tailoring reports to different types of
audiences are as follows

1) Identify and an %@the Audience:

The authors of @e report should first identify and analyse the audience.
They must @ ider the following factors:

e De phic factors such as age, education level, -cultural

lt/&ground etc.

%CEKnowledge level on the subject.
Q Needs and expectations.

e Audience type (internal or external), i.e., whether the report is for
individuals working in the organization or for any external
agency/general public.

2) Adjustment of language and tone

The language and tone used must be adjusted to match the audience’s
understanding of the subject matter. For general public, it's important to
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use clear and straightforward language, avoiding technical terms, also
known as jargon. On the other hand, for specialists or experts, technical
language and specific terminology relevant to the field can be used as
they possess the necessary background knowledge to understand these
terms.

3) Adaptation of the structure of the report

The structure of the report must be aligned with the needs of the
audience and the purpose of the report. For example: for executives,
focus should be on the outcomes and recommendations followet by
supporting data and analysis. However, for regulatory authoriﬁ_g , the

report may be structured according to specific requirements y them,
meeting the necessary criteria and guidelines. Q\}«
4) Tailoring of the information of the report <

The content of the report must be relevant and eng Nng to the audience.
For the general public, the report should highlig,{txbroad insights without
delving into excessive details or complex analygis’ On the other hand, for
experts, a more in-depth analysis can be“presented, offering detailed
data, technical discussions as they pos advanced knowledge of the
subject. QD

5) Addition of visual techniques @(r

X0
Basic charts, graphs, icons, ﬁ@’ﬂlustraﬁons can be used for a general

audience so that the report i
executives and subject perts, more complex charts, tables, and
advanced visuals su,@'as heat maps or network diagrams can be
employed.

VISUALISATION T(géﬂNIQUES

imple and easy to interpret. However, for

Back offices c 'gt and handle vast amounts of data, which often come in
the form of(¥aw numbers and complex information. While this data holds
valuable ﬁ%ights, it can be overwhelming and difficult to understand in its
raw \Thus, it needs to be simplified and transformed into a format that
is éto comprehend and analyze and guide informed decision-making.

’ﬂis can be achieved through the use of visualization techniques, such as
charts, graphs, and dashboards. These techniques play a crucial role in
converting complex datasets into visual representations that make it easier
for the management to identify patterns and trends that might otherwise go
unnoticed in raw data. Visualisation not only enhance communication
across teams but also guide informed decision making.

Key visualization techniques are as under:

1) Line charts:
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A line chart is a graphical representation of changes in the value of a
variable, such as sales, temperature, or prices of items, over a period of
time. It is primarily used to show trends.

For example: A line chart may be used to show the sales of a product
from January to December of a particular year.

MONTHLY SALES DATA
5000

4000 p @b
3000 4 \Q
@

2000 ¢

1000 ’ D

==@==|\onthly Sales

Fig. 3.2:Line chart showing montKly sales
2) Pie charts

Pie charts are a pictorial representaﬁ%of information in circular form.
B Each
slice
the
circle

Different categories of Loans dishursed
of

m Home Loans Personal Loans = Education Loans = Auto Loans
A

re @?nts a fraction or proportional percentage of the whole. When all
c%%oie slices are combined, the total equals 360 degrees or 100%.

For example: The different categories of loans given by a bank can be
represented through a pie chart.
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Sales performance of different branches

Fig. Branch D 3.3:Pie
chart showi

diffe

caﬁ@gries

" Toans
D
Q)

Branch C

of Branch B

b Bar
Chart

A 0 50000 100000 150000 ~ 200000 250000 300000  bar chart

Branch A

m Sales displays
X data
using rectangular bars, where the height<éD length of each bar is
proportional to the value it represents. ’l@e%ars can be oriented either
vertically or horizontally. Bar char e primarily used to make
comparisons between different categor& easy and convenient

For example: The bar chart beldly” shows the sales performance of 4
different branches of an insu@@ company.

Fig. 3.4: Bar chart showing sales performance
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4) Stacked Column Chart

A stacked column chart is a type of a bar chart in which each column is
divided into segments that are stacked on top of one another. This chart
helps illustrate how different categories contribute to a total thereby
allowing for easy comparison of the proportions of each category within
the whole.

For example: The sales performance of three branches in the four
quarters of the year need to be displayed. Stacked column charts ?n
easily depict the information with the quarters on the x-axis aq%ea es
revenue () on the y-axis. =)

&
@Q
O
xO
S
\,@

@.@
>

Fig. 3.5: Stacked co‘l§ chart showing sales performance

&

5) Funnel Charts \5)’

The term 'funnelXchart' is derived from its shape, which starts with a
broad top and&fépers down to a narrow bottom. Funnel charts are used
to n

Sales Performance of branches in each quarter

4
S 12000
o

10000

%GJ 8000

Q 6000
4000 .

2000

0

Quarter 1 Quarter 2 Quarter 3 Quarter 4

BranchA B BranchB M BranchC
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illustrate the progressive reduction of data as it passes through various
stages and are commonly employed in sales or to track the conversion of
leads into customers.

For example: The funnel chart below shows the effects of an advertising
campaign. The process starts with the number of people who viewed the
advertisement, and it subsequently moves down to the people who
actually bought the product.

Funnel chart depicting the effects of
advertising campaign

Clicked on the product Link 6780

Added the product to the cart 4260
Purchased the product 2250
Fig. 3.6:
Funnel c \élhowing the effects of an ad campaign

6) Combination ch%gs

A combinati %art, also known as a combo chart, is used to compare
data across ltiple categories over time by combining two or more chart
types @ single visualization.

For@nmple: If sales revenue and profit margin percentages need to be
%@ ayed over a specific period, a combination chart with columns and a
Q e can be used. The columns represent sales revenue, while the line

depicts the profit margin percentage. This chart includes two vertical
axes (y-axis) and one horizontal axis (x-axis): the left vertical axis
represents sales revenue (%), and the right vertical axis represents the
profit margin percentage.
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Sales Revenue and Profit

N Sales revenue (inX) e Profit Margin (%)

25000 30

20000 25

20
15000

15

10000 b’

10

5000

Jan-24 Feb-24 Mar-24 Apr-24 May-24 Jun-24
Fig. 3.7: A combination chart showing sales and pnqéglnargin
PRACTICAL EXERCISE \Q

Activity 1: A group activity for analyzing s data provided by the
teacher, creating a report based on findings an esenting it to the class.

The teacher will provide data related to ang&s tor, e.g.:
e Banking and Finance sectors @,{\,@

e E-Commerce @(é&

e Insurance

e Tele-communications bﬁ

e Health sector @\,

Material required: %ard to present, A-4 sheets, Pen, Pencil, Computer for
making a PowerP;Q@f presentation (if possible).

Procedure:
1. The t@'ler will divide the class into groups of 5-7 students.

2. T Qéacher will act as an observer and will assign one sample data to
Q group and allocate 10-15 minutes for discussion.
3.

4. Visualization techniques are significant in the preparation of the report.

Students will discuss the data and prepare a report based on findings.

5. They will use charts and graphs to represent the findings.

6. After the preparation of the report, each group will present their report to
the class (with a PowerPoint presentation, if possible).
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CHECK YOUR PROGRESS
A. Fill in the Blanks

1. As one of the characteristics of effectivereports, refers to the quality of
being focused in presenting information.

2. allows readers to grasp the essence of the report without having to
read the entire document.

3. is the core section of the report which presents the key details of &e
study? QJ

4. Theof the report must be aligned with the needs of the au@e and
the purpose of the report.

5. are a pictorial representation of information in circulal@rm?

B. Multiple Choice Questions «QQJ

1. What is the primary purpose of a report in a buQ/Qess context?
a) To provide essential insights for makin q;’(ﬁrmed decisions
b) To sell products and services %
c) To monitor social media activ1t1 {'}’
d) To increase employee engage@fe t

2. Which element of a repor (g)}éwdes additional information, charts,
tables, or documents tha(&i}port the content?
a) Main body 6,%
b) Appendix/ Ap%ﬁ%es
c) Abstract Cé,
d) Bibliogtdphy

3. Wth e following best defines accuracy in a report?

Q@

1nformat10n in the report is correct and free from errors
¢The report is written in a simple language

c) The report follows a fixed format

d) The report contains the required length of information
What does coherence mean in a report:

a) The inclusion of complex theories and concepts.

b) The logical flow and connection between ideas and sections
c) It presents the author's personal opinions

d) Use of good vocabulary
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5.

Which of the following visualization techniques is most suitable for
showing changes in data over time?

a) Pie chart
b) Bar chart
c) Line chart

d) Funnel chart

C. State whether the following statements are True or False b,

1.

Funnel charts are commonly employed in sales or to tratw@y the
conversion of leads into customers. \\,%

O

. A Pie chart is a graphical representation of changes in J@e value of a

variable, such as sales, temperature, or prices of items%ver a period.

The language and tone used must be adju to match the
audience’s understanding of the subject matter\lo

. Conclusions and recommendations list the sources cited or

referred to for the preparation of the repcﬁ%

. The introduction section provides c@r explanation of the research

methods used to collect and analyi, information.

D. Match the ColumnA with Colu@.
O

X%
S.No Column A | S.No @ Column B
4
1 Report )@?Qneans information is expressed using simple
) % language without jargons (technical terms).
x\/
j h th i ’
5. Timeliness&(b' B must be asahusted to m.atc the audience’s
understanding of the subject matter.
@ is a type of a bar chart in which each column
3. e%;i \'4 C is divided into segments that are stacked on
C‘p top of one another
X%

is a document that presents data in an
D organised format, along with analysis and
insights on a particular issue or topic.

Stacked
column chart

The language E means that the report is completed within the
and tone ) specified time frame.

E. Short Answer Questions
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1. Write down two characteristics of effective reports.

2. Explain executive summary or abstract as a key element of an
effective report.

3. Explain line chart as a visualization technique with the help of an
example

4. Differentiate between bar chart and stacked column chart with the
help of an example b,

F. Long Answer Questions "8

1. Explain the key points to be kept in mind when tailoring rep{&c‘g\%)

different types of audiences. O
2. What are the different visualization techniques. ExplaiiQ}?s'm with the
help of examples. <
3. Explain different characteristics of effective rep)o&@.
G. Check Your Performance X,

Q
1. Prepare a chart listing the key elements o‘éffective reports.

2. Create a mock report for a specific a),{@ﬁce and use charts and
graphs to represent data. -~
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SESSION 3: SALES REPORT
MEANING OF SALES REPORT

It is a document by the help of a business organization can evaluate the
sales performance of their sales representatives and also keep a control on
flow of working of the team. In a sales report different heads can be included
as per the need of the organization. It can be customized as per the nature
of the product and requirement of the company. A sales report can be
prepared or generated as per the need like daily report, weekly re@tt
monthly report, quarterly report or an annual compilation of tl'xeogdles

report. \\’%
A sales report can benefit the organization in several ways- $Q
e [t is very important to measure the effectiveness of sales 8 nning.

e It focusses on generating present revenue and tﬁ%eting the future
revenue. 'S

e It is very useful in establishing the good cor%@)%n the team and identify
the space for the rectifications.

e It helps the top management to make p&&CICS and incentives.

e It helps in critical analysis of difﬁ({"ent products or services and also
make a comparative analysis of t .

e It helps in designing a perfec@oduct mix.
e It helps in retaining the 1@ customers with the brand
e It helps to inﬂuence@’é}?’cargeted customer.
v
Different heads tg sales report-

A sales re;@t ay have different heads for reporting and compiling the
sales dat some are very common heads are mentioned below although
differe ganisations customize it as per their requirements.

Da%%ales frequency, no. of items, value of sales, prospects for future sales,
oﬂa rtunity, dead leads, conversion rate, credit limit, credit period, reference
for new prospects, hot product and cold product in the market.
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Format of a sales report

Name of the Company
Location of the Company
Name of the Sales Representative
Mobile No. Email ID: Date:
, mer Amount | di
Orde | Invoice Custo. | Sales | tdisco Rem| Balance
Date | Day Customer Name| Monile already | unt
t No.| No. Amount| .| ark |Amount
No. received |given
1/1/2004 |Monday| 1 | CBZ47 ABC 8398339888 | 2000 0| WOF 1500
21/204 |Tuesday| 2 | CBZ43 DEF T | 1200 | 1100 100
3/1/204 Jednesd 3 | CBZST HEG 9999999999 | 1500 ,@Q" 1100
Seal and signature of the reporting
authority Important notes
S

Fig. 3.7: Format of a s report

PROCEDURES FOR GENERATING AND\ NITORING SALES REPORTS

Generating a sales report is a very ical and important task. So, it is very
important to keep in consideration‘@ome necessary steps and procedures. A
complete sales report can be very useful tool to determine the efficiency of
sales team and also to set future targets. The sales team performance
and achievements can hestecognized and they will be incentivized through
the analysis of a sale ort. So, a systematic approach is required while
generating the sales ¥gport. We can describe some important steps to design
an effective sales {/@t)rt.

Clear identi ugion of purpose and target people- You should be very
clear Witth purpose of designing of sales report. It may include the
followi@gu points in it.

o %i@ the aim and objective e of the report. It may aim to track the sales

gets, sales performances or future planning. A change in objective
will lead to change the format of report automatically.

e Decide the goals and outcomes- what would be the final outcome of the
report is another essential part of the crafting a sales report. It may vary
as finding the team achievements or tracing the progress. When goals are
confirmed then it would be easy to provide the solutions.
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Knowing the target audience-It is important to understand the audience or
the stakeholders for whom the report is planned. A goods report satisfies the
need of its audience. Following may be the stakeholders-

e Senior Management of the company
e Sales and Marketing managers

e Sales Team

e Customers, finance team or other stakeholders b'
Choosing the right Components-Selecting the right components is er
important task while designing the report with clear objectives @lowmg
components may be considered for this purpose- *Q

e Volume of sales Q\}'

e Increase or decrease in sales figure \QQJ

e Conversion rate of sales \,O

e Cost of acquisition %O

e Average revenue @

e Area wise sales (b'\

e Sales bifurcation as per range of K@L‘lct
e Sales cycle in the process. O

finalized it becomes impor to frame the time bound task completion of

Time bound managemeng ata management - Once objectives are
the team to ensure the@evance of insights. The following points should be

considered X,
e Fix the time d&f&tion (Daily, Weekly, Monthly or else some other)
e Regular @ onsistent time frame to evaluate performance

e Matc

. %‘nze the source of data

sales campaign or cycle.

eck and confirm the accuracy of data
e Summarize the relevant data

Presentation, editing, review and discussion- The next process of the
report is data presentation, editing review and discussion for which
following points should be considered

e Use chart graphs and other visual content to make it more acceptable.

e Use different colour codes and font style to highlight the major points.
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e It should follow the flow of work logically so that it could be analyzed
easily.

e The style of presentation of data and visuals should be in a consistent
form so that it can be presented professionally.

Data
Presentation b,
Use visual aids to enhance Refine content for clarity \Q'
understanding and accuracy ?

!

Discussion
Discuss findings and ¢ Ensure logical flow and
insights consistency
‘0~

Fig. 3.8: Data Presentati@}and Review Process

X
s
KEY PERFORMANCE INDICA S (KPIs) AND THEIR RELEVANCE

Using so many charts and@s tent a sales report might be confusing and
missing the objective. T “@éles report must reflect the predefined objectives
of the sales report %ration. The sales KPI's create a direct relation
between the organi %onal goals and sales generated by the team. There are
several sales 15@ s which measures the sales performance of sales team.
Here are s Key Performance Indicators which can be taken while
preparin es report.

Total Contract Value- It is calculated on the basis of annual sales amount
ge @ed within a year. The total contract value helps sales agent and the

1’%ger to trace out the possibilities of cross selling and upselling. This can
be calculated by dividing the total sales volume of a year divided by the total
no. of sales contracts. Higher the total contract value leads to higher
revenue for the organization.

Lifetime Customer Value- It includes the total purchases by customer of
all types of sales made by the company in his name. it is a clear indication
of trust, value and loyalty of a customer towards the brand or product. It
can be calculated by multiplying the average volume purchased, with the
frequency of purchasing and the estimated life span of the customer.
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Future leads and prospects- It can be measured by the expected number of
leads projected by the sales representatives in a quarter of the year. It is
simply related with the conversion rate of leads mentioned by a sales
representative. Uses of social media follow ups are very fruitful to increase
this KPI.

Sales Conversion Rate- It is a simple percentage calculation of all the leads
which are converted to sales figures. Normally the sales team present it an
analyse it on a quarter year basis. It can be calculated by quarterly clogd
deals divided by total leads expected in that quarter. %8

Retention Ratio of Sales Representative- It is another KPI of éosales

report as a longer retention leads a sustainable healthy relations@?ﬁvith the

customer while a shorter retention ratio affects adversely. v
<

Retention Ratio of Customers- It is the ratio of thos stomers who
continue with the brand while adversely it creates a chien rate. every new
customer comes with the new revenue prospectsto the retention of
customer is also as important as the retention of s representatives.

Customer Referrals- A satisfied customer%n play magical role in
generating new prospects of sales and se s. When existing customers
endorse a product it always becom@, an easier task for a sales
representative to pitch the sales line 1%@6 market.

A Y4

Sales
Representative Customer
Retention Referrals

Future L

uture Leads Measures ability to Number of new

Number of possible retain sales customers through
future clients. representatives. referrals.

Lifetime Sales Customer
Customer Conversion Retention Ratio
Value Rate

Percentage of
customers retained

Predicts the revenue Percentage of leads :
over time.

attributed to the that become
relationship. customers.

Fig. 3.9: Key Performance Indicators (Kpis) and their Relevance
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PRACTICAL EXERCISE

Activity 1: Generating the sales report (Individual activity)

Material and Tools to be used - Preferably Microsoft excel sheet to
generate or a manual register to those who are not facilitated with computer
lab. Notebook, Paper, Pen, Pencil, and rubber.

Procedure:

1.

Brief description. Begin the class discussion by explaining e
important component of sales report and allocate a sample data t& the
different groups of the class "

D
. Duration- Generate with imaginary figures or actual ﬁgure&@f allotted

company details and data

Company and Product allocation- Real company allgcation would be
done wherever the MOU are available with the studeénts as on the job
training or internship basis. In absence of data, the subject
instructor may allocate virtual companies @he student and ask to
create or generate data with the help of inteé‘t or online services.

4. Format to be used- Follow the follo“Q'gj> format to generate the sales
report O
Y
Name of the Company
Location of the Company
Name of the Sales Representative  , <4 i
Mobile No. A\,O Email ID: Date:
. Customer Amount | disco
Orde | Invoice .| Sales Rem| Balance
Date | Day Customer Name | Monile already | unt
rNo.| No. Amount| .| ark [Amount
No. received |given
N SHEZ ABC 8388888888 | 2000 | 500 1500
2/1/2024 |Tuesday] 2 | CBZ43 DEF T | 1200 1100 100
3/1/2934\¢e esd 3 | CBZS7 HEG 9999999999 | 1500 400 1100
Seal and signature of the reporting
authority Important notes
Y
5. How to submit- Preferably online submission or a hard copy submission

to the subject teacher in a project file.

. Evaluation- after a common discussion the work will be evaluates by the

subject teacher and shared the outcome within the class.

Activity 2- Interview conduction of Real Sales officer and report
submission on KPI of a sales report.
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Materials required: Notebook, Paper, Pen, Pencil, and rubber.

Procedure:

1. Divide the class in pairs of two each and allocate them different bank and
insurance product.

2. Ask them to interview the sales officer allocated to them for different
product and submit a KPI report chart to the subject teacher.

3. Assuming the sales data as them to prepare poster on KPI consider'&g

following points: <
e Total Contract Value -\,%Q
e Lifetime Customer Value O

e Future leads and prospects Q’O’

e Sales Conversion Rate <

e Retention Ratio of Sales Representative O

e Retention Ratio of Customers- \/O

e Customer Referrals O\»

4. Share the interview experience within the cl

5. A summary to be submitted to the class cher and would be evaluated

by him. - Q
Ay
\J@
Q-
CHECK YOUR PROGRESS@
A. Fill in the Blanks bfﬂ

1. A sales report hel@rganizations evaluate the performance of their
& . .

2. The key purppse of a sales report is to measure the effectiveness of

3. On@e major benefits of a sales report is that it helps in designing

a ct
4& sales conversion rate is calculated by dividing the quarterly closed
Q% deals by

5. is a KPI that measures the percentage of customers who
continue with a brand over time.

B. Multiple Choice Questions
1. Which of the following is NOT a component of a sales report?
a) Volume of sales

b) Cost of acquisition
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<

2.
3.
4.

c) Employee attendance records

d) Sales cycle in process

. What is the main purpose of setting clear objectives in a sales report?

a) To ensure consistency in customer service
b) To track team achievements and progress
c) To increase product manufacturing

d) To monitor employee working hours @b’

. Which of the following KPIs measures the long-term purchasi,ng;Q'

behaviour of a customer? ~<)\\/
a) Sales Conversion Rate Q’O’
<

O

xO
d) Future Leads and Prospects O\,

b) Lifetime Customer Value

c) Customer Retention Ratio

. The KPI helps in identifying po ial future customers for a

company.
a) Sales Frequency z\,@\/
b) Future Leads and Prospect&@

c) Total Contract Value @®¢

d) Retention Ratio /%

What is one key fa@ that contributes to higher revenue for an
organization?

X
a) Increase ployee turnover
b) Highe@‘ tal Contract Value

C) Rég?ced product availability
@ecreased conversion rate

@e Whether the Following Statements are True or False

A sales report can only be generated annually.
The use of Al and data analytics can help predict future sales trends.
A sales report does not assist in identifying performance gaps.

The customer retention ratio is important for measuring long-term
business sustainability.

. A high churn rate indicates that customers are staying loyal to the

brand.
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D. Match the Column

S.No Column A S.N Column B

1 Sales Conversion Rate A | Measures customer loyalty

2 | Lifetime Customer Value B | Tracks sales team
performance

3 | Future Leads and Prospects C | Predicts potential customg’
base c)

4 | Retention Ratio of Sales Rep D | Indicates total reven er
contract AN

S | Total Contract Value E

Tracks the percen@ of leads
converted Ve,

E. Short Answer Questions

1.
2.

sales.

management?

What is the role of customer refy

Define the term "Total Contract Value" and

Y

<,

What are the major benefits of a sales report for\/ @m organization?

ain its significance in

N

. How does technology improve sales re}@ting and performance

‘O

Is in increasing sales prospects?

5. Explain the importance of@é&’dng employee retention in sales

management.

F. Long Answer Questiort}sb/ﬂ

1.

3.

4

report.

v

of sales agement?

Discuss the key @!&53 involved in generating and monitoring a sales
How can q@‘erformance Indicators (KPIs) enhance the effectiveness

Ex gzthe role of Al and predictive analytics in sales forecasting.

égw does a well-structured sales report contribute to better decision-
% aking for senior management?

QS. Describe different types of sales reports and their significance in an

organization.
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SESSION 4: RECONCILIATION OF REPORTS

CONCEPT OF RECONCILIATION

It is the process of matching the sales records for ensuring the sales
generated and reported to the management. This reconciliation makes a
comparison between the reported sales records and supporting external
documents to verify it. This process helps in establishing financial integrity
and also to keep a proper track on stock movements. In all the revé&'e
generated are matched properly with the reported sales records. \Q
The process of reconciliation can be summarized as given belowxo\\’

A

Collection of all necessary vouchers and statements showi@'\f?ansactions
of cash and credit sales. Also collect the bank stat nt and credit
statements.

O

N

Comparison of internally reported documents ngthe external vouchers
and other documents

C
Trace and report any discrepancy in reporﬁeé\gnd actual figures
[ ] m’

[ >4
Do a proper investigation on any )gié%}epancy found during tracing the

reports. &(b‘

After finding appropriate erl;%‘s and discrepancy start taking corrective
measures.

A
=
Reconciliation play§<é~very important role in business operations as it helps
in ensuring the and fair documentation and accounting. Indirectly it
prevents the nagements from misrepresentation and possible frauds
which ma ur due to ignorance of such reporting’s.

TECI&UES FOR RECONCIILING SALES REPORTS TO ENSURE
CYy

AC%
I‘Qr we can list out some techniques of Sales Report Reconciliation

e Scrutiny of Discrepancies and analysis- It is based on the scrutiny of
past sales transactions and then listing out the missing vouchers and
documentation. By this way the errors and its pattern identified and also
ensures the possible fraud or misrepresentation conducted while
preparing the sales reports.

e Determination of Cut Off policy and implementation- The cycle of
sales reporting is very important and more importantly the cycle should
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be taken within the frame of accounting period. So, the dead line and
their follow ups are a major concern while reconciling the sales report.

Developing an automatic reconciliation system- Developing and using
a reconciliation system is important tool to set a control process over the
possible errors and differences. It also assists in ensuring the accuracy of
sales sheet and its effect on financial statements.

Aligning with the master data sheet- By the help of reconciling the
sales ledger with master sheet the discrepancies can be rectified
corrective measures be taken. A proper alignment of reconcﬂed\é ort
with master sheet is required to avoid the duphel and
misrepresentation.

p QQ

Error pattern
identification and
fraud prevention

Deadline adherence
within accounting
period

Control process for

=® Automatic System i,

e Rectify
@{8 Aligning Master Data discrepancies and
6 avoid duplicity

-

Y
@g. 3.10: Sales Report Reconciliation Techniques
@process of identification discrepancy-

-
QGJ Recognizing the discrepancy in sales projection

Analysis of past sales data

Checking out the sales forecasting figures

Matching with market survey and research conducted

Regular checking and monitoring and adjustments
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IMPORTANCE OF IDENTIFYING DISCREPENCIES AND IMPLEMENTING
CORRECTIVE ACTIONS

It is always important to find the mismatching and discrepancy as to ensure
the correct sales projection and for future market research also. The
following points can be considered for showing the importance of

Helps in sales correct sales projection

One of the important aspects of this is to motivate and plan an accurate
sales projection for future purpose. An accurate sales projection lea

setting up the attainable sales target to the team and create trans ncy
in the system. \\/
Helps in finding variances 0

Finding a discrepancy and matching it with the stande@i or budgeted
figures helps in tracing the variances. The favora Zand unfavorable
variances help in setting the new standards for futq@ udgets.

o

Helps in evaluation of the performances X,

By identifying discrepancies and implemerﬁ%g the corrective measures
one organization can evaluate the perforr@qce of individual and also the
team. It would help in deciding the i tives and appraisal of the sales

team. ,Q\
\,6

Helps in revenue recognitio Q

It is also important for pro revenue recognition of the company as
proper sales record help identifying the sales revenue in appropriate
way. As it identifies t}@ason of variances.

Helps in setting Q@ds and benchmarking

After scrutiny,@pd identification of errors and discrepancy the data
collected a ctified will help in setting the trends for future reporting
and also@courages the benchmark for future reference.

Helps\ini budgeting and review of transactions

‘f/g@mrable or unfavorable variance after comparison with actual reported

<

es data will help in future budget planning. It also helps in reviewing
the transaction in the report.

Helps inn resolving the compliances issues

When we rectify the discrepancy in sales report it directly provides a
proper compliance of the organization reporting system.

Helps in taking actions and decision making
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The decision making or action execution also be easier when such
discrepancies identified and rectified.

. Correct .
Identify Find
. . Sales .
Discrepancies L Variances
Projection
Recognizing mismatches Ensuring accurate future Tracing differences from
o —> — -
in sales data sales forecasts budgeted figures
Set Trends .
Recognize Evaluate
and
Revenue Performances
Benchmarks
Establishing future Properly accounting for Assessing individual and
: — —
reporting standards sales revenue team performance
Budget and Resolve Take Actions
Review Compliance and
Transactions Issues Decisions
Planning future budgets and Ensuring compliance with Facilitating informed
reviewing transactions reporting systems decision-making

\JV
Fig. 3.11: Imp@ance of Identifying and Correcting Discrepancies
>

Q

PRACTI EXERCISE

ActiviQJ\l- Role play on reconciling sample reports and finding and
recti g errors

I@terials required: Notebook, Paper, Pen, Pencil, and rubber.

Procedure:

1.

Begin the Role Play by explaining the importance of reconciling sample
reports and finding and rectifying errors

. Divide the class in different groups and allocate he task to perform role

play on following topics and theme.

e Scrutiny Discrepancies
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e Determining Cut Off policy
e Steps of automatic reconciliation
e Analysis of master data sheet

3. Ask students to make notes on their observation and share after each
role paly completion

4. Submit a summary to the subject teacher after completion of the role
plays and discussion on it. b'

5. Evaluation would be done by the subject teacher on the of
observation and role play performance conduction by the relev%ésubject
teacher.

Activity 2- Finding out discrepancy in reconciliation report@e a base of

Activity 1) <

Materials required: Notebook, Paper, Pen, Pencil, an)c{@lbber.

Procedure: X

O

1. Start by explaining the concept of Finding out discrepancy in
reconciliation report

2. As per activity 1 collect all sa@e reports and trace out the
discrepancies. @

X
3. Divide the class into small gl%@’and assign the different tasks.

4. Make a separate list of dis‘% ancy and submit a report of reconciliation

of all. Show the necessa ps taken in your assignment.

5. Encourage each gr to present their findings, highlighting key points
they identified. gé,

6. Facilitate a §1@% discussion to compare the groups’ approaches and

address an erlooked considerations.

7. Summ@i the key points of reconciliation of reports, ensuring everyone
un ands its practical application.

8. écluding remarks will be given by teacher after asking students to
Qr flect on how they can apply these practices in real-life situations.

CHECK YOUR PROGRESS
A. Fill in the Blanks

1. The process of ensures that reported sales records align with
actual revenue.
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2. Reconciliation helps prevent financial misrepresentation and possible

3. Scrutiny of past sales transactions helps identify in sales
reports.

4. Aligning the sales ledger with the sheet helps in rectifying
discrepancies.

5. Finding variances in sales reports helps in setting new for
future budgets. @b’

B. Multiple Choice Questions . %Q’

1. What is the main purpose of sales reconciliation? «Q\’
a) To create marketing strategies Q'O'
b) To verify and match sales records with actual tgts%éctions
c) To increase product pricing \/O
d) To eliminate manual reporting O\’

2. Which of the following techniques is N mmonly used for
reconciling sales reports? N
a) Scrutiny of discrepancies "\,(b'

b) Implementing a cut-off poli&ggJ
c) Ignoring missing docu@ltation
d) Developing an auto@'%tic reconciliation system
3. Identifying discre l1es in sales reports helps in:
a) Setting rea@{%ic sales projections
b) Reducinlg:@émpany expenses
¢) Increasing production costs
d) @minating financial reporting
4édper revenue recognition ensures that:
Q a) Sales data is reported accurately
b) Company profits remain the same every year
c) Employees get higher salaries
d) Products are sold at a discount
5. What helps in setting trends and benchmarking for future reports?
a) Ignoring sales discrepancies

b) Correcting errors and analyzing past data
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c) Changing company ownership
d) Reducing the sales team
C. State Whether the Following Statements are True or False
1. Reconciliation is not required when sales figures match exactly.
2. An automatic reconciliation system reduces errors in sales reports.

3. Identifying discrepancies in sales reports does not impact revenue

recognition. b,
&

4. Benchmarking future reports requires analysing past discrepari€ies.

5. Compliance issues can be resolved by properly reconciling%@s

reports. v
D. Match the Column Q
Y
S.No | Column A S.No | Column BO\)
%
1 Sales reconciliation A Estab&&hes trends for future
re ing
: ©
2 i;?;;ﬁ{igisaﬁ B \jzlélps track and rectify
'.Q\’(b‘ reporting errors
3 | Revenue recognition (\"KC Identifies missing documents
RN
4 | Variance analysis A’A\V D Ensures accurate sales records
5 | Benchmarking 821:2/@66 orts E Helps in setting sales targets

<
>
E. Short Answer,@'estions
1. What @t € importance of reconciling sales reports?

2. E in the role of an automatic reconciliation system in sales
agement.

@Qow does identifying discrepancies help in setting sales projections?

<

4. What is the impact of proper revenue recognition on financial
reporting?

5. Why is it important to evaluate sales team performance based on
reconciled reports?

F. Long Answer Questions
1. Describe the key steps involved in the reconciliation process of sales

reports.
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2. Explain how identifying discrepancies helps in decision-making and
compliance.

3. Discuss the role of benchmarking in improving sales reporting
accuracy.

4. How do sales variances influence future budget planning?

5. What are the key techniques for reconciling sales reports, and how do
they improve accuracy? 6

.
AN
.\,@

O
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MODULE 4 CONTINUOUS IMPROVEMENT IN DATA
HANDLING

INTRODUCTION

In today's data-driven world, continuous improvement in data handling is
essential for organizations and individuals seeking to optimize decision-
making processes. Data handling involves the systematic collection, storage,
processing, and analysis of information to extract valuable insights. As
technology advances, the methods used to handle data must evolve to
ensure accuracy, security, and efficiency. By implementing structured data
management practices, organizations can enhance operational performance,
reduce errors, and maximize the value of their data assets.

The concept of continuous improvement in data handling is closely linked to
advancements in automation, artificial intelligence, and big data analytics.
Businesses and institutions are leveraging innovative tools to streamline
data workflows, improve data quality, and enhance predictive capabilities.
By adopting best practices such as data cleansing, real-time monitoring,
and automation, organizations can minimize redundancies and mitigate
risks associated with data inconsistencies. Furthermore, integrating
machine learning models and advanced analytics enables businesses to
uncover patterns and trends that drive strategic decision-making.

Effective data handling also requires a culture of continuous learning and
adaptability. As data regulations and privacy concerns evolve, professionals
must stay updated with compliance standards and ethical considerations.
Organizations must invest in ongoing training programs and adopt flexible
data management strategies to remain competitive. By fostering a proactive
approach to data governance, businesses and individuals can harness the
full potential of their data while ensuring security, reliability, and long-term
sustainability.

o
S
&
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SESSION 1: IMPROVEMENT IN DATA HANDLING

CONCEPT OF IMPROVEMENT IN DATA HANDLING

In the present times, businesses of all sizes are making use of data science
for informed decision making and driving strategic initiatives. However,
enormous volume and complexity of data could be overwhelming, leading to
problems such as inaccuracies, incomplete data and difficulty in dgt’a
analysis. O

Data management is a critical component of any business syst \Qlt is
required to ensure that data is collected/acquired, confirmed \:&red and
secured in a standard way. It is necessary to develop and the right
methodologies for data management to ensure end users aéconfldent that
the data they are using is reliable, accessible and update@

Whether one is a seasoned data scientist or a busme@wner, mastering art
of data handling can significantly impact ability ta{be successful in today’s
data driven world. Starting from arranging Qa collection methods to
utilization of graphic representations to@ optimizing data handling
techniques empowers one to make 1nformed$ ecisions.

Data handling refers to collection, o a@}zmg, processing and analysing the
data from multiple sources for deci&n making, research and/or problem
solving. Data handling is prop rangement and analysis of data to get
valuable insights for making appropriate decisions. This includes activities
viz. data entry and data cle%i g for removing errors and inaccuracies, data
transformation for an @g and data storage in safe and reachable
locations. é

Data handling alsgyhelps in market research for the business. It includes
collecting dat multiple sources, e.g., surveys, interviews, social media
and analysj t to check market behaviour, consumer preferences and
actions %petitors, e.g. a company which wishes to conduct market
resear ay handle data from surveys related to demographic information.
Th%@n filter and analyze the data to identify right demography and

mer preferences. These insights may be utilized to develop customized

ereting campaigns or improvements in product offerings.

To ensure that the data is managed effectively and efficiently there are
several good techniques/practices to be considered for any business.
Following are some of best data handling techniques/practices that can
unlock full power of data and use data as a critical asset. This will lead to
positive growth in business and beat the competition.
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Data Cleaning

In this technique the errors or inaccuracies are identified and corrected, e.g.
deleting redundant entries, completing the incomplete data and
standardizing the format. This will ensure that the data is free from errors
and reliable for further analysis.

Data Integration

It involves combining data from multiple sources into a unified one da@?’t.
The process ensures that all connected and useful data is made avgi%@'e for
analysis and making decisions. \\/

Data Transformation 0

In this technique, the collected data is converted into a form that is useful
for analysis. It may be aggregating or summarizing dataler converting data

into a different scale. X
Data Reduction O\’
%e data while keeping its

[t aims to minimize the complicated part@
integrity and content. This may include sampling, reduction of dimension or
selection of feature, to focus on most re e@’nt variables useful for business.

Data visualization \J@

This process facilitates underst@hng and interpretation through graphical
representations of data. To such as charts, graphs, maps etc help to
understand market behavi atterns, trends and inter connection in the
data. XU

Data Encryption ;{&,

This techniqu {p%lves encoding data to stop unauthorized entry or
intervention, It\is important for taking care of sensitive data and ensuring
that data @éction regulations are complied with.

Data A@iving

Thi eans storing data for long term and future reference. This ensures
lﬁ%torical data is stored and available for analysis and decision-making
purposes.

Besides the best practices as discussed above there are some steps to
improve data management process which are discussed hereunder:

(A) Take ownership of data management: Many organizations are now
employing Chief Data Officer (CDO) for data governance and the use of
data as a business asset. As per a survey by Forrester Research,
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organizations with a CDO were 70% more likely to reduce risk and
ensure better compliance as compared to organization without a CDO.

(B)Connect data sources: As the organization grows, data management
becomes decentralized with no real management strategy in place to
support it and it becomes very difficult to manage. Besides the gaps due
to fragmented systems, they are also risking noncompliance with new
regulations as they cannot provide the transparency needed to show how
their information was acquired and where it will ultimately be used. It is
advisable to connect existing systems, replace them with a new one Ql)é’o
for a combination. Basic thing is that your data systems pg@rarﬂy

support your business strategy. \\,

Manage metadata: Metadata gives information for your pri data e.g.
when it was acquired, created or modified along with its loGation and how
it is put into a format. Managing metadata and c ing a consistent

business information infrastructure is importemt for referencing,
accessing and utilizing business data. This w% elp map and classify
information and assess its value so that o@zaﬁons can protect and
prioritize data that is valuable for them.

(C)Plan how to deliver data: Data deli(’eyry is all about putting relevant
information into right systems and imfhe hands of the authorized people
in the right way. As per prevaili data privacy regulations accurate
reporting is must. Businesse§)will be required to provide detailed
information on the acquisitiofl, management and protection of the data
company is possessing. ems to be in place that enable users of data
to take smart busine cisions depending upon data driven insight. For
example, by using@ tomer data reports to improve existing products
and create new }S@ducts towards an identified customer need.

(D)Adopt consi &(Qi data governance policies: a proper data governance
operating. model will have to be implemented which will describe roles,
policieﬁl processes together to help the organization guide and enable
oW 1p, accountability and performance of data. This is essential as
t ology alone cannot bring successful data governance. Data
@vernance is much more about people than about the technology.

QTechnology of course can help enable data governance in terms of
providing analytics, insights, etc., but only when a robust and flexible
data governance operating model has been defined and put in place. This
will ensure that data is recognized as a valuable and strategic asset and
its accountability is clearly defined and implemented to follow internal
and external regulations throughout the data lifecycle.
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(E) Continuous improvement: Define goals and metrics, collect and
analyze data, identify and prioritize improvement opportunities,
implement and monitor changes.

Continuous improvement methodologies

There are many methodologies in use for improvement in various fields. To
keep the organization aligned with the developments in the related industry
and stay alive in the competitive world following are some of the popular
improvement methodologies:

Kaizen «()\\’%

It is a structured technique, an organization wide process continuous
improvement which involves employees of all grades of a co ny. The word
Kaizen means “continuous improvement” in English. “'1@1 means change

and “Zen” meaning for the better. This technique vy@developed in Japan
by Masaaki Imai after World War II.

X
N ,éO
Principle
Kaizen is a philosophy that small in r@ental changes can lead to
significant improvements over a period .of§ﬂne. The idea is that continuous

improvement should be a natural par n organization culture.
Action plan (&&,

It is also an action plan which.involves organizing events to improve specific
areas of the company say a management. These events are regularly
attended by teams of employees from various levels with a clear focus on
floor employees, that i ople, directly involved in the process.

Use of analytical niques

Value stream ping and “the 5 whys “are the technical techniques used
by kaizen@

PDCA e

Th @hnique is often based on the PDCA cycle which stands for Planning,
]Q , Checking and Acting.

Kaizen Blitz

It is a short event where team members take small, planned actions to
improve various processes.

Six Sigma

It is a quality management methodology which helps businesses improve
their processes, products and services by reducing defects. The methodology
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is based on the principle of DMAIC. The idea is that all processes can be
Defined, Measured, Analyzed, Improved and Controlled. Six Sigma was first
introduced by Motorola Company in 1986 and since then it has become a
popular standard for large organizations.

The purpose of Six Sigma is to reduce variation in processes, products and
services to improve customer satisfaction. The benchmark is a process that
operates at a six-sigma level has a goal of 3.4 defects per million items.

The methodology has following steps: b'
1. Define: The project scope and customer deliverables are identiﬁed.\QeJ
. Measure: Check the present performance \\/%

2
3. Analyze: determine the root causes of any defects noticed. '\}'
4

. Improve: After analyzing causes create process thatgmeets customer
needs and expectations.

Q
5. Control: In this step it is ensured that processeiif)‘e‘rform adequately and

are designed to meet customer needs. %O
Feedback loops @

In the present times of fast changing wo the capacity to improve and go
with needs of hour is desirable for aSsUring continuous success of any
organization and even individual peg',&ns. In this background the feedback
loop has reached to an impc@@f position as a technique to achieve
continuous improvement.

A feedback loop is a proce %«rhich portion of the output of a system is fed
back into the system t '&ct the future course of the system.

There are two types%Feedback Loops viz.

1. Positive feﬁ k loop: In this kind of loop a particular situation is
strengthened/by the feedback which results in the system continuing in
the sa rection.

2. Ne@ve feedback loop: On the other hand, a negative feedback loop
%g@a stabilizing effect on a system by correcting a change or deviation

Q m the desired state and navigating the system back towards a desired
state.

Feedback loops has application in various fields, e.g. customer survey, staff
feedback, climate change and biological processes, etc. Feedback loops are
crucial for the Self-regulation of systems and are important for the processes
of learning, adaptation and improvement.

Steps of a feedback loop
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1. Data collection: Connected data, information or feedback is gathered
e.g. customer feedbacks, performance data, survey reports, etc. to serve
as a beginning of the process.

2. Analyzing and Evaluation of data: The data collected is analyzed and
evaluated to notice patterns, trends or likely problems. The purpose of
this exercise is to understand the performance of the system and note
areas for improvement.

3. Feedback and Evaluation: Recommendations are compiled on the bdsis
of results of the analysis. The feedback may contain positive confirm&tion

of good things and useful criticism for further improvement. .\,@

4. Implementation of action plan: The feedback received is c rted into
proper action plan aiming to improve or adapt the sy . These can
include modification to process, trainings to be giV@l, technological
changes or any other changes. AS)

5. Review and Monitoring: Once the action plan’%g discussed above is
implemented in the system, the system will onitored and controlled
to ensure that the expected changes haé
unnecessary side effects. @J

n and that there are no

6. New Data Collection and repetition: The feedback loop is repeated
again by collecting data again to ck the impact of the actions taken
and decide the next step in t (ﬁédback process. This repetitive process
continues to ensure improv;égnt and affirms that the system remains

up to date. 4%
Importance of FeedbacJ&ADaop

Feedback loops arggé‘gr?portant as they help businesses improve their
products and services and foster a culture of continuous improvement.
Following are s@‘e points to consider:

4 Improve @
Increase
A Customer C—’J engagement
Satisfaction
%E . Foster greater
Dr‘lve Customer
Innovation Loyalty

Create a Culture ¢
of ongoing Learn from
Improvement experience

Fig. 4.1: Importance of Feedback Loop
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e Improve Customer Satisfaction: Feedback loops help identify and
resolve issues that impact customer satisfaction and address concerns
quickly. Customers who receive exceptional experiences are more likely
to remain engaged, make repeat purchases, and promote the
organization.

e Increase engagement: Customers are likely to be loyal to the product
when they feel their voices are heard.

e Drive Innovation: Feedback loops help identify needs of custorr@;s
which are not met, market trends and new opportunities. \Q

e Foster greater Customer Loyalty: These loops de@%xstrate
responsiveness and commitment for improvement. §

e Create a Culture of ongoing Improvement: Feedback%ops can help
businesses set themselves apart from the competitiomo

e Learn from experience: Feedback loops provid&@edback that makes
behavior and/or performance to be corrected. XU

O

To create effective feedback loops, it is import to define clear objectives
for what areas of the business you want te-gather feedback on. It is also
recommended to schedule automated s; s regularly so that the process
does not get forgotten or pushed. K

x&

PRACTICAL EXERCISE $@~

Activityl. Search and presen%i y case where any institution has identified
areas of improvement in c t practices and launched an improvement
plan in data handling.

Material required: t%let connection, mobile or desktop or laptop, pen or
pencil, notebook. (b‘

Procedure: Q(’

1. Form s of 4 students each and either ask them to search for a case
on tt%s; own or allot a case to each group.

2. &ps to study the case allotted or self-selected and make notes.

QPresent the case in the class through chosen leader or any other way
they wish to present.

4. Teacher and other groups to clear their doubts if any.
5. The teacher to evaluate the performance and sum up.

Activity2. Search and present any case where any institution or company
has utilized Kaizen, Six Sigma or any other improvement strategy and got
results.
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Material required: Internet connection, mobile or desktop or laptop, pen or
pencil, notebook.

Procedure:

1. Form groups of 4 students each and either ask them to search for a case
on their own or allot a case to each group.

2. Groups to study the case allotted or self-selected and make notes.

3. Present the case in the class through chosen leader or any other xéa’y
they wish to present. <

4. Teacher and other groups to clear their doubts if any. -\’%Q

5. The teacher to evaluate the performance and sum up. 0

Activcity3. Prepare a chart showing importance of feedbaclgoops.

Material required: Internet connection, mobile or desktsp or laptop, pen or

pencil, notebook. \/O

Procedure: O\/

1. Form groups of 4 students each and ask to prepare the chart

2. Groups to prepare the chart after discu‘s§ing amongst them.

3. Present the chart in the class thr . chosen leader or any other way
they wish to present. X0

o
. Teacher and other groups to@ar their doubts if any.

5. The teacher to evaluate t@erformance and sum up.

. NB. Special attentitzg@éognition to be given for showing initiative and

creativity.

X

CHECK YOUR OGRESS
A. Fillin t @nks:

@

1. Si@g a was first introduced by ............. company.
2, IGizen technique was developed in Japan by ...........
%ata encryption involves............ data to stop unauthorized access or
interruptions.
4. Kaizen is a philosophy that ................... can lead to significant

improvements over a period of time.

5. Data integration means combining data from ............. into a single,
unified dataset

B. Multiple Choice Questions

1. Kai in Kaizen means

124



a) Data
b) Japan
c) Change
d) Better.
2. ‘D’ in PDCA cycle stand for
a) Death
b) Distraction @b’
c) Doing . %Q'
d) None of the above «()\>
3. Data transformation means Q\}'
a) Squeezing e
b) Converting \,O
c) Expanding O\’
d) None of the above %
4. Technique where inaccuracies are identified and corrected is called
a) Data integration 6'(,\’
b) Data cleaning (D)S"
c) Data transformation @
d) None of the above bﬁ
5. Six Sigma was 1rf€1)7§duced in the year

a) 1930 9{\'
b) 1954 <4
c) 1

‘None of the above

c’.l:gpﬁh or False

Feedback loops are important as they help businesses improve their
products and services.

2. The benchmark of Six Sigma Method is 2.6 defects per one million
items.

3. Data handling does not help in market research for the business.

4. A feedback loop is a technique in which part of the output of a system
is fed back into the system to impact the future course of the system.
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5. Six Sigma is a quality management method which helps businesses
improve their processes, products and services by reducing defects.

D. Match the ColumnA with Column B.

S.No | Column A S.No Column B
has a stabilizing effect on a system
Positive by modifying a cl.lange or deviation
1 A from the desired state andt},
feedback loop ..
navigating the system back tow
a desired state .
N
NOM
Data . '0’
B P dat
2 Archiving timaty data QQ
G
In this those actio&that have been
effective in thé‘Upast are simply
3 Negative C repeated. P r@}gée of this loop is to
feedback loop: amplify a ired variable and make
the sys move from its starting
state(bz desired state
4 Metadata D i{iﬁkA cycle
@i?}' ing data for 1 d f
5 Kaizen % Storing data for long term and future
b’ reference

E. Short Answer Questions
1. Explain princ@a of DMAIC in Six Sigma method.

2. Discuss@@of feedback loops.
F. Long An@e Questions
1. E ﬁ;in steps of Feedback loops.
ﬁuss best practices of data handling.
Qéleck Your Performance:

1. Improvement in data handling is necessary, justify.
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SESSION 2: IMPROVEMENT STRATEGY

When it is related to data it is advisable to act strategic and proactive
instead of adhoc and reactive. Data management comprises of all the
processes for collecting, organizing, storing, protecting and sharing data.
When an organization is aware of the importance of data for decision making
then they already have some tools and processes organized for managing the
data. The question here is how well these tools and processes are working
together? Are there any gaps or places of overlap? Whether those ta
management activities align with the organization’s vision/ mis&Q
Whether the data is being used as effectively and efficiently as pgs%Qe? If
answering to these questions indicates doubts and/or uncertain%\ﬁnere is a
need to have an appropriate improvement strategy. Q\},

<,

A data management strategy is an organization’s road m& for using data to
achieve its goals. This planning ensures that all the ities related to data
management starting with collection to col ration work together
effectively and efficiently so that they are usef nd easy to govern. With a
proper data management strategy an orga@ation can avoid some of the
following common data challenges: \

e Irrelevant, duplicate or incomplet%jdata from improper or inconsistent
document sources. Q

Data management strategy

e Siloed projects that make usejof the same data still duplicate the efforts
and costs incurred for that data.

e Data activities that time and resources but do not contribute to
overall business o)lij;@tives.

When an organizin is facing above mentioned challenges it is advisable to
develop a da@l provement strategy which can be initiated with the
following s :

1. Iden Business Objectives: Any business organization creates billions
o} points every day. If the business objectives do not indicate data
agement strategy there will be lot of wastage of valuable time and
Qresources collecting, storing and analysing the wrong types of data. It is
useful to ask following questions;

e What are organization’s overall objectives?
e What data is required to meet those objectives?

e What type of information and insights are required to go further in the
direction of those initiatives? etc.
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Focusing on such three or more critical items for the organization’s data, a
strategy can be built.

2. Decide strong data processes: After finalizing how the data will be used,
the processes are to be decided for collection, preparation, storage and
distribution of the data. This can be started by identifying the owners
and stakeholders for each of the following data management activities.
The questions mentioned hereunder will help to do the needful;

a. Collect: b'

What will be the data source? \QQJ

&
Will there be a need to access both external and interng%@sets?
Is there requirement of structured data, unstmc@ data or a

combination of both?
“06
e How the data will be collected? O
 Is this task will be manually done or will thefe be a need to set up
extract scheduling? %O
b. Prepare: @

How the cleaning and transformi&' of raw data will be done to keep
it ready for analysis? '(,\’
x&

How to identify incom;@@r disparate data?

What will be the g%::l lines for naming the data, documenting
lineage and addir’lsvév adata to increase discoverability?

c. Store: X0

Where Wﬂl%@ data be stored?

Whet@ ML, CSV or relational databases will be used for
tutred data?

st%
° @here a need for a data lake for unstructured data?

>

ow the data will be kept secured?

Q 7 Analyze and Distribute:

Which teams or departments need the ability to collaborate?

How the access to and analysis of data can be made easier for the
end user?

How to communicate any data insights?
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3 Find the right technology: Based on the answers for the questions
mentioned above one have to find out the right tools or platforms or
technology solutions for building a data management strategy. What
hardware or software is needed to establish a strong data infrastructure
may be decided. A consultant may be of help.

A. Establish data governance: With the growth of business comes
growth of your data infrastructure which brings benefits and also a
big responsibility. It is advisable to establish Data Governance and
take time to create and communicate policies and procedure%ar
proper data usage. Following are some of the pointers to expl.o1%Q

a) Data quality: How it is ensured that data is correct, cq;@\}[ete and

latest? A~

b) Data security: What steps are being taken to secu@§ store data?
c) Data privacy: Is there permission to collect anSNQSe data?

d) Data transparency: How it is ensureckj%ﬁat an ethical data
environment exists? O

Data governance ensures that data is@ed correctly and consistently
across the organization so policie§ %&;1 procedures should not only be
communicated and understood owners and stakeholders but by
everyone in the company. T]s\i/@wﬂl go a long way in fostering an
organization wide data c

u@

B. Train and Execute: times the biggest challenge in using data
properly is that the ization’s data owners are not data experts.
Therefore, a very.ifgportant aspect of data management strategy will
be to provide 2&6{ owledge and skills to various teams to analyze and
understand ];8’ data. This will require making available data analysis
tools in ﬁ(hands of departments other than IT, etc. In nutshell it is
to b de sure everyone understands the company’s data
ma« ent strategy and how to successfully execute it.

Importénce of Employee Engagement
Employee Engagement

Employee engagement is more than just a measure of job satisfaction. It can
be termed as a deep emotional connect and commitment felt by an employee
towards their organization’s vision, mission and values. Real engagement
happens when employees are not only passionate about their work but are
also feeling empowered. This can be achieved through proper
communication and personal experiences. Present employee engagement
strategies focus on delivering personalized content that compares with each

130



individual’s role, liking and timing: ensuring that employees feel properly
informed and valued.

When employee engagement is considerable, employees do not feel
themselves as paid employee; instead they become active supporters of the
company’s vision/mission and contribute to a culture of innovation and
success.

On the other hand, disengaged employees, can give rise to a risk, performing
only the minimum desired work or may even negatively impact the
company’s overall productivity and morale. With a clear focus on the total
employee journey—starting from recruitment, on boarding, to recognition
and career development—organizations can create an environment where
engagement is nurtured continuously and is aligned with long-term goals of
the organization.

Employee engagement is similar to concepts viz., employee satisfaction and
experience, which is more about the complete employee journey from
recruitment, recognition, to when they quit/leave their job.

In a survey performed in 2024 it was observed that companies having highly
engaged employees were found to be 24% more profitable than those with
lesser engagement levels. Likewise, disengaged employees cost organizations
annually an estimated $8.9 trillion per year worldwide

A research done by Glassdoor has shown that a 1-percentage point increase
in company rating correlates with a 1.3-percentage point increase in
customer satisfaction, implying the connection between employee
engagement and business results. Companies with higher employee
engagement also displayed 78% lower absenteeism rates and 23% more
profitability.

Employee engagement is important for any company's success as it can lead
to:

o« Higher productivity: As engaged employees are more dedicated to their
work and produce quality work as compared to others.

« Better employee retention: As engaged employees do not feel like
leaving the company for other opportunities so the attrition rates are
less.

- Improved job satisfaction: As engaged employees feel valued and see
value in their work and are generally happy.

o« Better customer service: As engaged employees can provide better
customer service as they feel responsible.

« Improved collaboration: As engaged employees are more likely to
collaborate with others resulting in better team work.
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e Lower absenteeism: As engaged employees are less likely to be absent
from work as they find the working atmosphere congenial.

To improve employee engagement, companies can:

e Improve communication through appropriate channels.

e Give recognition to deserving employees.

e Encourage interaction among various teams and within their teams.

e Focus on employee wellbeing by launching various staff welfare scheme.
e Encourage feedback and ensure its acknowledgement.

¢ Emphasize company culture of working in harmony and contributing to
the well-being of society.

e Foster a sense of autonomy so that everyone feels responsible
e Provide opportunities for learning and growth
e Offer constructive feedback

e (Celebrate small wins

&)
>
PRACTICAL EXERCISE ’ y

Activityl. Search and present gage of any organization where they have
identified areas of improvem in data handling and launched an
improvement strategy in dat&ﬂ%andling.

Material required: Inter@connection, mobile or desktop or laptop, pen or
pencil, notebook.

v
Procedure: (b’

1. Form grou '%4 students each and either ask them to search for a case
on their, or allot a case to each group.

2. Gro %o study the case allotted or self-selected and make notes.

3. #ent the case in the class through chosen leader or any other way
ey wish to present with emphasis on action plan created by the
company.

4. Teacher and other groups to clear their doubts if any.
5. The teacher to evaluate the performance and sum up.

Activity2. Present Steps for implementing improvement strategies in data
handling. Optional: Taking any relevant case.
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Material required: Internet connection, mobile or desktop or laptop, pen or
pencil, notebook.

Procedure:

1. Form groups of 4 students each. (Optional: ask them to search for a case
on their own).

2. Groups to study the case self-selected and make notes (Optional).

3. Present the case in the class through chosen leader or any other xéa’y

they wish to present. <
'x%o

4. Teacher and other groups to clear their doubts if any. \
5. The teacher to evaluate the performance and sum up. $Q

Activity3. Prepare a chart indicating importance of emplo%e engagement
in improvement processes. e)

Material required: Internet connection, mobile or de,é;@op or laptop, pen or
pencil, notebook.

X
O
Procedure:
1. Form groups of 4 students each and as&@m to prepare the chart
2. Groups to prepare the chart after di%&'sing amongst them.

3. Present the chart in the class tPS(gjugh chosen leader or any other way
they wish to present. %

4. Teacher and other groupg%clear their doubts if any.
5. The teacher to evalua@ﬁe performance and sum up.
NB. Special attentiq&%oognition to be given for showing initiative and

creativity. Q

Q

CHECK& R PROGRESS
A. F%@the Blanks:
Q@ ttrition rate is .......... For engaged employee.

2. A data management strategy is an organization’s ......... for using data
to achieve its goal.

3. Data management includes all the processes for proactively collecting,

organizing, storing, and protecting and ......... data.
4. Business objectives to ........ Data management strategy.
5. Proper communication improves ............ engagement.
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B. Multiple Choice Questions

1. Employee engagement relates to
a) Recognition
b) Constructive feedback
c) Communication
d) All the above

2. Employee journey @b'
a) Recruitment and on boarding . %Q
b) Career development «()\>
c) Leaving QO
d) All of the above *06

3. Data cleaning \,0

a) Inaccurate data O\’
b) Incomplete data @é

.xw
<
4. Technique which converts& dify data is called

c) Missing data
d) All of the above

a) Data integration
b) Data cleaning 06'%
c) Data transfor@ﬂion
d) None of tl}ggé’bove
5. XML, C 'S'e techniques for
a) C @ing of data
lﬁ}&rranging
% Storing data
Q d) None of the above
C. True or False

1. Providing opportunities for learning and growth helps in employee
engagement.

2. Employee engagement can be termed as a deep emotional connect and
commitment felt by an employee towards their organization’s vision,
mission and values
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3. Finding out the right tools or platforms or technology solutions for
building a data management strategy is not necessary.

4. Data to be kept secured.

5. Offering constructive feedback contributes to employee engagement.
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D. Match the ColumnA with Column B.

S.No | Column A S.No | Column B

1 Employee engagement A Company Rating

Duplicate or missing data from
2 | undocumented or inconsistently B Celebrate small wins
documented sources

a3
3 Higher productivity C Improvement strate&

D

4 Data governance D Engaged Em\@\wee
A,
- -

5 Customer satisfaction E Data trargparency

. Short Answer Questions O

O

1. Disengaged employees may contribute to\ljc)k‘ses for a company,
explain? O

2. Is it necessary to train people for i@lementation of improvement

Ox®
<
1. List out benefits of emplo3§éggagement.

2. What is the necessity for, imyprovement strategy?

. Check Your Performa %

strategy, explain?

. Long Answer Questions

1. Employee enga )Sﬁnt is the crux of growth of any organization,

elaborate. gé,
S
R\
o
P
Q
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SESSION 3: MONITORING AND EVALUATING
IMPROVEMENTS

CONCEPT OF KEY PERFORMANCE INDICATORS (KPIs):

Key Performance Indicators (KPIs) are quantifiable metrics used to assess
how effectively a person, group, or organization is achieving specific
objectives within a specific timeframe. KPIs help organizations track and
manage performance, ensure alignment with its strategic objectives, and
identify areas for improvement. o

An example of a KPI is the Digital Banking Adoption Rate, which ; \Q‘ures
the percentage of customers utilizing online and mobile banking se@ﬂces.

There are two main types of KPIs: Lagging KPIs and Leadin%{@ls
1. Lagging KPIs <

Lagging KPIs are indicators that focus on past erance and the
outcomes of past actions. Hence, they are use)fill or measuring overall
success and identifying future trends. Q)

For example: Customer Retention R is a lagging performance
indicator that measures how well an\or anisation retains its existing
customers over a given period.

The formula of Customer Retenb’\& Rate:
= Customers at E@ir(%’f Period — New Customers x100
[ Customers at @Beginning of the Period :|
>
If a bank or in:ga}@ce company starts with 1,00,000 customers at the

beginning of th ar, during the year it gains 15,000, but the customers
at the end year are 85,000, the retention rate is 70%.

2. Leadin Is

Unlj @s}agging KPIs that measure past performance, leading KPIs indicate
fi changes or shifts. It is predictive in nature and offers insights into
company's future performance, enabling proactive decision-making.

For example: The leading KPI- Number of New Account Openings-
serves as a predictor of future customer base growth.

It is important to understand that leading and lagging indicators do
not function in isolation. They are closely linked and complement
each other, both contributing to a comprehensive and effective
performance measurement strategy.
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KEY PERFORMANCE INDICATORS (KPIs) FOR MEASURING SUCCESS

Setting KPIs depends on the organization's nature and size. However, some
commonly used KPIs for measuring success across key business functions
include:

1. Financial KPIs

These KPIs measure the financial health and profitability of an
organization. The key financial KPIs are as follows:

¢ Revenue Growth Rate: Measures the percentage increase in rev@e
over a specific period. S

e Gross Profit Margin: Shows the percentage of revenue NQ}\/ exceeds
the cost of goods sold (COGS), indicating the finang'qks}fﬁciency of
production. <

e Net Profit Margin:Indicates the percentage of g@nue that remains
as profit after meeting all expenses. It is used té evaluate a company’s
profitability relative to its revenue.

O
¢ Return on Investment (ROI): Mel@ﬁs the profitability of an
investment relative to its cost. It is al for assessing the efficiency,

profitability, and effectiveness of in»@stments.

e Operating Cash Flow: Mea@es the cash generated from daily
business operations, esse@{@’ for assessing the company's ability to
meet short-term liabilities.

2. Sales KPIs t}'

These KPIs focus Kemeasuring the effectiveness of sales efforts and
revenue generatiQ{%

e Sales Re e@@é: Total income from sales, serving as a direct indicator
of bus'né performance.

e Sa onversion Rate: Measures the percentage of leads or
roSpects converted into actual sales.

% ustomer Acquisition Cost (CAC): The total cost incurred to acquire
a new customer, including marketing, sales, and related expenses. It
helps businesses understand how much they need to spend to attract
a new customer.

e The Customer Satisfaction Score(CSAT): Gauges customer
satisfaction with a product, service, or company. It serves as an
indicator of future customer loyalty and satisfaction.
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3. Marketing KPIs

These KPIs help measure the effectiveness of marketing campaigns and
strategies.

e Website Traffic: Tracks the number of visitors to the website over a
specific period, reflecting the effectiveness of online marketing efforts.

e Conversion Rate: The percentage of website visitors or campaign
leads who complete a desired action (e.g., purchase, sign-u It
measures how effectively marketing efforts turn leads into cus ers

e Customer Retention Rate: Assesses an organization*&bility to
retain customers over time, serving as an indicator of Q mer loyalty
and long-term business success. <

4. Employee KPIs ONQ

The success of an organization depends on e )ﬁfyee performance and
productivity. Employee-related KPIs help th@anization make strategic
decisions regarding training programs,.ehgagement initiatives, and
recognition and reward systems. \©

e Employee Productivity: Assesse: %e output or results produced by
employees over a defined perti@

e Employee Satisfaction : Gauges employees’ satisfaction levels.

e Employee Efficienc "%‘raoks how efficiently employee’s complete
tasks or projects b &king the time and resources utilized.

e Employee En ment: Evaluates how engaged and involved
employees aléé their roles and within the organization.

o Employ?ﬂ”erformance Ratings: Managers regularly assess and
assig rformance ratings to employees based on their work

pe@ ance.

J gﬂployee turnover rate: This metric tracks the frequency and speed

t which employees leave their companies. This KPI is studied to

understand the reasons for employee departures and develop
strategies for improving retention.

5. Operational KPIs
These KPIs evaluate the efficiency of business operations and processes.

e Production Efficiency: Measures how efficiently the production
process turns raw materials into finished products.
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e Inventory Turnover: Measures how often the inventory is sold or
replenished over a given period.

e Quality Control: Measures the percentage of products or services
that meet quality standards without defects.

e Cycle Time: Measures the time taken to complete a specific process
or task (e.g., manufacturing, order fulfillment).

TECHNIQUES FOR MONITORING PROGRESS

Monitoring progress is essential for evaluating performance, ensurin @gt
goals are being met, and identifying areas where adjust S or
improvements are needed. Different techniques can be applie ending
on the objectives, industry, or specific project. Q,Q,

Below are some key techniques for monitoring progress: <

1. Key Performance Indicators: ONO

Key Performance Indicators (KPIs) are measu a)éfe metrics that track
progress toward specific objectives. They provide real time data about the
performance of a business, team, or project. Selected on the basis of
business objectives, KPIs are monitored -fegularly (weekly, monthly, or
quarterly) to assess whether target &e being met. They help detect
potential issues early and sup@;t informed, data-driven decision-
making.

X0
»
2. Regular progress reports

Regular progress reports@% well-structured documents or presentations
that provide updateéé@ the status of a project, business operation, or
individual performanee. These reports are typically prepared and shared
at consistent i als (weekly, monthly) to communicate progress,
challenges, required actions for improvement. Regular reporting
enhances nsparency, ensures team alignment, and highlights
achiev ts or areas that require attention. Examples of progress
rep ?&, include project updates, financial summaries, and sales
P mance reports.

GQ%;shboards and Visual Analytics

Dashboards and visual analytics are essential for data analysis and
informed decision-making. Dashboards offer a centralized, real-time view
of key metrics and performance indicators, allowing users to track
progress effortlessly. They use charts, graphs, and other visual elements
to simplify complex data, making it easier to identify trends, patterns,
and anomalies.
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Visual analytics enhances this process by integrating data visualization
with interactive features, enabling users to explore data more effectively.
With dynamic filtering and comparison tools, users can gain deeper
insights and make more informed, data-driven decisions.

Together, dashboards and visual analytics improve decision-making,
enhance operational efficiency, and drive better performance across
teams and organizations.

Example: A sales dashboard provides sales teams with a real-time, vis'&l

<

Fig. 4.2: Image of a dashboard with data visualization

4. Feedback and Surveys
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Collecting feedback from employees and customers through surveys and
other methods provides valuable insights into progress. Regular surveys
or feedback sessions help gather input on achievements, challenges, and
satisfaction levels.

Examples include:

e Customer Satisfaction Surveys: Assess customer experience and
identify areas for improvement.

« Employee Engagement Surveys: Measure workplace mOéJée,
motivation, and commitment. \Q

e Customer Feedback Surveys: Gather direct input on\ﬁ?oducts,
services, or support experiences. 0

e Post-Training Feedback Surveys: Assess training éfsgctiveness and
areas for enhancement. 2

These surveys provide qualitative data that co@lement quantitative
KPIs, offering a well-rounded view of per&‘pmance and areas for
improvement.

5. SWOT Analysis (Strengths, Weaknes es@pportunities, Threats)

SWOT analysis is a useful tool for’@éluating Strengths, Weaknesses,
Opportunities, and Threats in a @ﬂhess, project, or individual. It helps
organizations understand theipycurrent position, identify areas for
improvement, and find op unities for growth by examining both
internal and external fac .

This method helps tra@erformanoe by:

o Utilizing strength

e Addressing knesses

« Explori @pportunities

e Re ﬁg threats

E. les: Annual business strategy reviews, competitive analysis.

OT analysis provides a clear overview of factors that influence
Qprogress and decision-making.

6. Benchmarking

Benchmarking is the process of comparing an organization’s performance
with industry standards, competitors, or best practices to assess
progress. By analysing key performance indicators against benchmarks
like industry leaders, competitors, or past data, organizations can
understand their market position and identify areas for improvement.
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For example: Comparing financial performance to industry averages or
assessing customer satisfaction against top companies helps
organizations to identify areas for improvement and reveal opportunities
to refine strategies and operations.

IMPORTANCE OF REGULAR REVIEWS

Regular data reviews are essential for maintaining accuracy, reliability, and
quality. They enable the early identification of errors, prompt corrections,
and informed decision-making based on up-to-date information. iS
proactive approach reduces the risks of relying on outdated or incorrect@ata
in critical operations. Ultimately, these reviews help preserve data integrity
by continuously detecting and resolving issues. NQ\/

1. Monitoring progress and improvement Q’O'

Regular reviews enable organizations to monitor the g{.fress of financial
targets, customer service objectives, and oth e

indicators (KPIs). By consistently evaluating progfess, organizations can
ensure goals remain on track and take ti measures to enhance
performance.

y performance

For example: An organization engag @ trading keeps track of debt
collection period to ensure timely coll&@ion of payments from its debtors.

2. Early Detection of Issues/ errors\l@

Regular reviews play a cruci ole in identifying potential issues early,
preventing them from esca%ti g into major problems. These reviews help
organizations assess operations, compliance, and customer
satisfaction, allowin m to take timely corrective actions.

For example: Arq{{gsurance company, through customer feedback, finds
that policyholdéps” are unhappy with the long claim settlement process.
By taking S to streamline the process, the company can enhance

custor@tlsfaction and retention.
3. Aliﬁg t with Organizational Goals and objectives
é@ ar reviews help keep the team, department, and entire organization
Q used on long-term goals. They act as checkpoints to ensure that daily
tasks and activities support the company’s overall strategy. By reviewing

progress regularly, organizations can identify gaps, make necessary
adjustments, and stay on track toward achieving their objectives.

For example: A bank aiming to expand its digital banking services can
use regular reviews to evaluate whether customer adoption of digital
platforms is growing as expected.

4. Efficient use of resources
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Regular reviews allow organisations to assess how efficiently and
effectively resources (financial, human, or technological) are being used.
They can identify areas where resources are being underutilized and can
divert them to more efficient areas. This ensures optimal use of resources
and minimizing waste.

For example: A bank may conduct regular branch performance reviews
and identify underperforming branches. This allows for the reallocation of
resources, such as staffing or marketing budgets, to improve efﬁcie&c'y
and overall performance. O

5. Facilitates continuous improvement %Q

A culture of frequent reviews fosters continuous impr’b@%ent by
encouraging a proactive approach to problem-solving innovation.
Regular feedback help refine processes, enhance servi@s, and improve
products, leading to sustained innovation and intcéased operational
efficiency over time. \/O

For Example: In the banking sector, analys stomer feedback could
identify issues with pension payments. égular reviews would help
prioritize and implement changes to el@nce the functionality of the
bank’s pension department. QD

Ny

6. Adapting to Market Shifts \,6
The rapidly changing politicaé\(@‘éonomic, technological, and regulatory
landscape, alongside fluctyating market conditions, interest rates, and
evolving customer expe %ons, require constant monitoring. Regular
reviews enable organizations to quickly adjust to these shifts, helping

them stay competiﬁ:ﬂ) and resilient amidst both external and internal

changes. 5@

For examp uring the COVID-19 pandemic, regular reviews in the
banking sectér may reveal the need to update credit policies or modify
loan terms’to manage risks and protect the bank’s financial stability.

PRA %AL EXERCISE

ﬁjlty 1: Set KPIs for a mock improvement strategy, evaluate success
based on defined metrics- An interactive group activity.

Material required: A-4 sheets, Pen, Pencil, Eraser
Procedure: This activity will be conducted in three phases:
A. Preparation stage:

Divide the class into groups of 4-5 students, assigning each group a
specific area to develop an improvement strategy. Suggested areas
include:
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e Analyzing and improving sales revenue

e Enhancing data collection and verification processes
e Boosting employee motivation and engagement

e Evaluating and refining marketing strategies

e Implementing strategies to increase profitability

Each group should discuss and propose effective strategies for their
assigned area.
<

B. Presentation stage: %C’

Each group will develop a strategy for their assigned area, c \O}KPIS to
track progress, and present their findings to the class@y will also
explain how these KPIs will be used to measure the_success of their

strategy. NQQJ

The teacher and peer groups will act as obserféps and provide their
feedback.

X
0
C. Brainstorming stage:

Based on the feedback and after discu§31on, groups will consolidate all
the strategies into a cohesive action .

Activity 2: Sessions will be Condngfed by an industry expert who will
provide students with valuab%f&éights into techniques for monitoring
env

progress in real-world busines ironments.
Material required: Noteb@en, Pencil, Eraser
Procedure: %\“

1. The teacher sh iﬁﬁ invite industry experts to speak to students about
techniques f onitoring progress in real-world business environments.

2. Student st take notes on the success monitoring techniques shared
by th ert.

3. T ill prepare a report summarizing these techniques and submit it to
eacher.

XStudents will also discuss their reports in class.

CHECK YOUR PROGRESS
A. Fill in the Blanks

1. are indicators that focus on past performance and the outcomes of
past actions.

2. indicates the percentage of revenue that remains as profit after
meeting all expenses.
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3. helps businesses to understand how much they need to spend to
attract a new customer.

4. measures the time taken to complete a specific process or task.

5. play a crucial role in identifying potential issues early, preventing
them from escalating into major problems.

B. Multiple Choice Questions

1. The KPI Return on Investment (ROI) measures: b’
a) The total revenue generated from investments \QQJ
b) The profitability of an investment relative to its cost '\,%

O

d) The number of investments made by a company @Q

O

O
2. If a website had 5,000 visitors and 750 of thegglﬁﬁade a purchase,
what is the sales conversion rate? :_:O

a) 5%

c) The total cost incurred in making an investment

b) 50% oY
N

15%
c) \,6

d) 20% y
3. The employee turnover rate refers to:

S

a) The percentage ployees who get promoted during a specific
period %\/

b) The frequ%i}cy with which employees undergo training and
develo J;Q t

c¢) The-number of new employees hired by a company annually
d)@e rate at which employees leave a company
does a dashboard typically display data for easy understanding

4
% and analysis?
Q

a) By organizing data into multiple spreadsheets
b) Using visualizations like charts, graphs, and gauges
c) Reducing the amount of data needed for decision-making
d) By listing all the data in detailed paragraphs
5. What does SWOT stand for in SWOT analysis?

a) Strengths, Weaknesses, Opportunities, Threats
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b) Strengths, Workforce, Operations, Trends
c) Sales, Weaknesses, Objectives, Trends

d) Strengths, Workforce, Operations, Trends

C. State whether the following statements are True or False

1.
2.

Leading KPIs are designed to forecast future performance.

SWOT analysis is the process of comparing an organization’s current
performance to industry standards, competitors, or best practice%to
evaluate progress. \0’6

. Collecting feedback from employees, customers, or stabgﬂolders

through surveys and other methods can provide Valuable\%’@lghts into

progress. Q

. Key Performance Indicators (KPIs) are quantiﬁabbemetrics used to

monitor progress toward specific objectives o

Regular reviews allow organisations to as8ess how efficiently and
effectively resources are being used. %

D. Match the Column A with Column B @
A

Y
S.No | Column A S.No Columg\@'
o
\,,U
Operating Cash 0
1 Flow A 1 easures the effectiveness of the marketing
6,\5 process in turning leads into customers.
A
NJ”
Customer C:;’
2 | Acquisition Gé@t B | assesses the output or results produced by
(CAC) 0&(& employees over a defined period.

<
@Version Rate C measures the time taken to complete a
9 specific process or task (e.g.,

manufacturing, order fulfillment).

measures the cash generated from daily
business operations, essential for assessing

4 D
Employ (?e. the company's ability to meet short-term
Productivity liabilities.

5 g | helps businesses understand how much

Cycle Time they need to spend to attract a new
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customer.

E. Short Answer Questions
1. Define Leading KPI with an example.
2. Define Dashboard as a tool for analyzing data.
3. Explain any two Marketing KPIs.
4. Write any two techniques for monitoring progress. b'

F. Long Answer Questions <

1. Explain and categorize the following into Employee KPI, Fin,@%?lr KPI,

Marketing KPI, Sales KPI and Operational KPI - O
e Net Profit Margin Q\}'
e Sales Conversion Rate \QQJ

e Customer Retention Rate \,O

e Employee Engagement %O

e Operating Cash Flow @

e The Customer Satisfaction Sco.rqb\,'
. Y
e Website Traffic &@
e Production Efficiency &
e Quality Control 1%
e Employee Satisf@'zon Index
2. Explain in det%&%e techniques of monitoring progress.
3. Explain the,ithportance of regular reviews.

G. Check YourPerformance

1. FinQo t the techniques for monitoring the progress of a company of
choice and make a PowerPoint presentation on it.

% ake a chart on KPIs to measure the effectiveness of different
Q functions being performed in an organization.
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SESSION 4: CULTURE OF CONTINUOUS IMPROVEMENT
CONCEPT OF ORGANIZATIONAL CULTURE

Organizational culture refers to the collective values, beliefs, attitudes, and
behaviours that shape an organization’s identity. It establishes the norms
and practices that influence how employees interact, fulfil their roles, and
align with the company’s mission and goals. Often described as the
organization’s "personality," culture plays a crucial role in employee
engagement, decision-making, and overall performance. b,

This culture evolves over time, influenced by leadership, the organi%@lon’s
history, and external factors. \\,

The key components of organisational culture are:

Values and Beliefs: These core principles shape an organiée%on’s decisions
and actions. Examples of values and beliefs include infl@lation, teamwork,
customer service, and social responsibility. \/O

Norms: Unwritten expectations that guide empl yé&behaviour, interactions,
and performance. %

building events, or award ceremonies t einforce core values and foster a
sense of identity and belonging. @&

Leadership Style: The way §&s communicate and make decisions,
significantly impacts the work dynamics.

Rituals and Ceremonies: Recurring acti;s't@ like annual meetings, team-

Work Environment: The a}z ical and psychological atmosphere of the
organization, whether stsgetured and hierarchical or flexible and innovative,
plays a crucial role ir)lé ping employee experience and productivity.

A strong, positiv ganizational culture enhances employee engagement,
satisfaction, I@y, and productivity, while a toxic culture can lead to
negative ou@mes such as higher turnover and disengagement.

o
S
P
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Positive organisational culture
comprising of innovation, team work,
two way communication, collaboration,
strong leadership and encouraging
recognition and reward system

Growth of positive mindset where
management and employees are ready to
put in their best efforts collectively

Encouraging creativity,innovation and

motivation leading to better productivity

Better productivity will lead to increased
profitability

Increased profitability will give a boost to
better reward and recognition system

AN

The above process continues, generating a
multiplier effect that enhances the
organization’s overall performance and
recognition.

&}

Correlatton between various components in organisational culture
co é;r OF GROWTH MINDSET

owth mindset is the belief that intelligence and abilities can be
developed through dedication, effort, and a willingness to learn. People with
a growth mindset perceive challenges as opportunities rather than
obstacles. They view failure as a natural part of the learning process,
recognizing that consistent effort fosters growth and resilience in the face of
setbacks.
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Conversely, a fixed mindset is the belief that talent and intelligence are
innate and unchangeable. Individuals with a fixed mindset often avoid
challenges, give up easily, and may feel intimidated by the success of others.

The
popt
Dwe
a g
achi .

Positive Growth Mindset Statements

| will view failure as an opportunity to

Succ learn and grow.

% | will embrace challenges rather than
complain about them.

% | will stay open to learning, seek
improvement, and take initiative.

% | will foster a spirit of collaboration.

% | will encourage innovation and creativity.

% | will value non-monetary incentives as

well.
>
x&
N
%\J«}
Fig. 4’ 4Image of an individual with growth mindset

'(, Source: AI generated
IMPORTA ?F A GROWTH MINDSET

Adopti growth mindset offers significant benefits in both personal and
professienal life. It highlights the importance of effort and continuous
1@ g over innate talent, fostering sustained growth and long-term
sticcess.

1. Fosters Continuous Learning and Personal Growth

A growth mindset fosters a culture of lifelong learning, where individuals
believe their skills and abilities can continuously evolve and improve.
Employees with a growth mindset are more likely to pursue further
training, acquire new competencies, and stay informed about industry
innovations. As a result, they remain competitive in an ever-evolving job
market.
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2. Enhances Resilience and Grit

Individuals with a growth mindset see challenges, setbacks, and failures
as essential parts of the learning process. Instead of feeling discouraged
by obstacles, they remain motivated to persist, adapt, and keep moving
forward.

3. Boosts Problem-Solving and Innovation @b'
A growth mindset enables individuals to tackle challenges with- o&i;%ivity
and a flexible, solution-focused approach. Rather than ing on
conventional methods, they actively seek innovative w overcome

obstacles and achieve success.

<
4. Cultivates a Positive and Growth-Oriented Attitud%o

Individuals with a growth mindset embrace fe lm’&?k and view criticism
as a valuable opportunity for personal growth @nd self-improvement. For
instance, when a manager provides fe@@)1 to an employee with a
growth mindset, it is seen as a chance,to\improve rather than a personal
attack, fostering long-term developmem&nd enhancing performance.

N
5. Promotes Greater Flexibility ar&gjé(daptability to Change

In fast-changing areas like l:%&ss, technology, and personal growth, a
growth mindset helps peqple stay open, adaptable and receptive to
change. They see learni@ a continuous process, welcome new ideas,

refine their methods @ view change as a chance to improve.
6. Strengthens Le aﬁp and Team Dynamics

Leaders with a-@rowth mindset inspire their teams by fostering a culture
of learnin d improvement. They motivate employees to take on
challengés,) share ideas, and develop new skills, creating a positive and
dyna@f)rkplace.

F ample: A leader with a growth mindset values and rewards effort,
@1 ning, and teamwork. This builds a sense of achievement, boosts
Qmorale, and creates a motivated, high-performing team.

ENCOURAGING INNOVATION AND CREATIVITY

Innovation and creativity are essential for progress, competitiveness, and
problem-solving across industries, especially in banking, finance,
technology, and healthcare. Cultivating a culture that supports these
qualities is crucial for staying ahead of market trends, improving products
or services, and achieving long-term growth. By fostering creative thinking
and innovation, organizations can adapt to changing demands, seize new
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opportunities, and continuously enhance their offerings, thereby
strengthening their industry presence.

The key strategies and practices to encourage innovation and
creativity:

1. Create a Supportive Environment for Risk-Taking

It is essential to create an environment where employees or individuals
feel comfortable exploring new ideas without fearing failure or negative
repercussions. Cultivating a culture that embraces mistakes

opportunities for learning rather than obstacles fosters innovatiﬂsQ, nd

growth. \\/@

For example: Many companies allow employees to dedicat '\onrtion of
their time to projects unrelated to their regular dutiesﬁ‘his approach
empowers them to take risks and explore neV)(O@:leas, ultimately
contributing to the company’s success o

2. Provide Time and Space for Creative Thinking

To foster creativity, organizations should % aside dedicated time for
brainstorming and idea generation, allo@lg employees to explore new
concepts without the pressure of strisf deadlines. This encourages a
culture of innovation and continuou,é?i{é’provement.

3. Promote teamwork across difffg'e%t departments

Bringing together diverse pe ctives is vital for fostering creativity and
innovation. When empl&ys from different teams and departments
collaborate, they co e their unique skills, experiences, and
viewpoints. This ex \nge of ideas helps generate fresh solutions, tackle
challenges from thple angles, and drive continuous innovation.

4. Promote a %@'e of Open Communication and Feedback
m

Open c¢ nication allows ideas to flow freely, while constructive
feedback helps improve them, leading to innovation. When
co ication is clear and two-way, employees feel confident sharing
%‘y thoughts and engaging with leadership and peers. This creates a
Q rkplace where ideas grow and lead to positive changes. Constructive

feedback should be encouraged to refine and enhance ideas rather than
rejecting them completely.

5. Encourage Innovation through Recognition and Rewards

Recognizing and rewarding creative contributions motivates individuals
to think innovatively and share fresh ideas. Celebrating innovation
fosters a culture of creativity and reinforces the value of new solutions.
Organizations can encourage innovation through awards, bonuses, or
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public recognition, inspiring others to contribute their own ideas.
Highlighting successful innovations sets an example and encourages
further creativity.

RECOGNITION AND REWARDS SYSTEM

A well-designed recognition and rewards system boost motivation, enhances
engagement, and improves performance. It creates a positive work
environment where individuals feel valued and appreciated for their

contributions. b'
Some effective ways to design and implement a recognition and rds
system are as under: \\/@

e Establish Clear Recognition Criteria: Define speciﬁc\sgeasurable
benchmarks for what constitutes outstanding iflQovation and
performance. NOQJ

e Offer a Variety of Rewards: Provide various reco ion options, such as
bonuses, promotions, public acknowledgment, ox,_extra time off.

e Facilitate Peer-to-Peer Recognition: Al@ employees to nominate
colleagues for their creative contributions

e Ensure Timely Acknowledgment: Ré0ognize achievements promptly to
strengthen positive behaviour and tain motivation.

X
e Align Rewards to Indiv%{bfs: Tailor recognition to individual
preferences or the nature of their accomplishments for greater impact.

e Implement Formal Re tion Programs: Create structured initiatives
like "Employee of th& ¥onth" or "Innovation Leader" to highlight key
contributors.

S

e Celebrate Acl;s’@rements: Share success stories across the organization
to inspire s and build a culture of recognition.

e Promo @ Team-Based Recognition: Acknowledge collective
achj Ments to strengthen teamwork and collaborative innovation.

o é@@ard the Process and Effort: Recognize not only the outcome but
o the effort, creativity, and process behind the innovation.

¢ Regularly Collect Feedback: Continuously refine the recognition system
based on employee input and organizational goals to keep it effective.

Recognition and rewards can be classified as Monetary and Non-monetary
rewards and they can be tailored to different organizational cultures,
employee preferences, and goals.

Monetary Recognition and Rewards:
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1. Performance-Based Bonuses: Providing financial rewards based on the
achievement of specific goals or exceptional performance, motivating
employees to continue excelling.

2. Salary Increases: Provide permanent or one-time increase to recognize
employees’ consistent contributions and exceptional performance.

3. Gift Cards or Vouchers: Awarding employees with gift cards to popular
stores or online platforms, giving them the flexibility to choose their own
rewards and enhancing personal satisfaction. b,

4. Stock Options or Equity: Offering employees the chance to p ase
company stock at a discounted rate, aligning their interest&@th the
long-term success of the organization. O

5. Profit Sharing: Distributing a portion of company proﬁ&to employees,
fostering a sense of ownership and motivating them%@ontribute to the
overall success of the business. o

6. Commission-Based Rewards: Offering commissions or performance
incentives tied to sales targets, encoura@@ individuals to surpass
benchmarks and drive growth.

Non-Monetary Recognition and Rewards®,

1. Public Acknowledgment: Celebr xﬁdividual or team achievements in
company meetings, mnewsletters, or social media to highlight
contributions and inspire ot )

with formal titles or
excellence. %\“

3. Extra Time Ofé—or Flexible Work: Reward high performers with
additional v og n days, flexible schedules, or remote work options to
support work-life balance.

4. Persongl ed Gifts: Offer thoughtful, customized gifts that reflect
es’ preferences, showing genuine appreciation.

2. Employee of the Month I%ar Awards: Recognize exceptional employees
tificates, boosting morale and encouraging

em
5. ?C%?essional Development Opportunities: Provide training or
entorship programs to help employees grow and feel valued.

6. Recognition Plaques or Certificates: Presenting employees with
physical tokens of appreciation, such as awards or plaques, to
commemorate their achievements.

7. Leadership Praise and Endorsements: Acknowledging outstanding
efforts through public praise from senior management or leadership,
reinforcing the employee's importance to the organization’s success.
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8. Challenging New Projects: Providing top performers with the
opportunity to take on higher-level responsibilities or exciting projects,
fostering a sense of accomplishment and continued growth.

By offering diverse recognition and reward options, organizations can meet
employees' different preferences and motivations, ensuring they feel valued

Monetary Non-Monetary
Rewards rewards

Salary increase, Public Recognition,
Bonus, Profit Certificates and

sharing, Gift cards, Trophies, Wellness
Commission based rewards

Lead to improved Employees motivation, strengthens employee
engagement and commitment, better performance and reinforces
positive Organisational culture

Yy
in a meaningful way. Balancing ‘&%netary rewards with non-monetary
rewards keeps recognition imp%&i. This approach helps employees stay
engaged, motivated, and con%i ed by aligning rewards with their unique
needs and aspirations.

Fig. 4.5:Impor of a strong rewards and recognition system

PRACTICAL EXE‘BCISE

Activity 1: Cé(gudy for developing a plan for fostering a culture of
continuous ymprovement in an organization.

This is ﬂ&nalytical, interactive and collaborative activity which helps to
devel ivergent thinking.

al Required: Case study related to organizational culture provided by
t teacher, pen and paper for making notes,worksheet containing
questions related to actions/improvements to be suggested for fostering a
culture of continuous improvement.

Procedure:
1. The teacher will divide the students into groups of 4-5 students.

2. He/she will select/prepare case studies with some intentional flaws in
the organizational culture.
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3. A case study will be provided to each group.

4. They will review the case study and identify the areas requiring
improvements in the organizational culture and suggest remedial actions
to be taken in areas such as leadership, communication, employee
motivation, training, delegation of duties etc.

5. They will present their plans in the class.

6. The teacher will provide feedback about the remedial actions suggested
by the students for improvement in organizational culture. o

Activity 2: Prepare a chart showing importance of growth mindset_ %C’
Material Required: Chart paper, Scale, Sketch pens, Pencil «()\\’
Procedure: Q'O'

1. Students will prepare charts showing the importance%%—towth mindset

2. They can take examples (even from their school €hlture) and can use
different visualization techniques to present theix ideas

3. Teacher and peer assessment will be%ollowed by constructive

suggestions. @
Activity 3: Sessions by an industry ex who will provide students with
insights into various recognition and ard systems used in the real world

and their impact on organizational %kure.

Material required: Notebook, ' 'Pencil, Eraser
Procedure: t},
1. The teacher shouldrinwite industry experts to speak to students about

various recogni }QI;I and reward systems wused in real business
environments anyd their impact on organizational culture.

2. Students r@t take notes on the different recognition and reward
systems‘discussed.

3. The@;ﬂ prepare a report outlining these systems and their impact on
o} isational culture and present it in the class.

e teacher will provide feedback on the systems presented by the
students.

CHECK YOUR PROGRESS
A. Fill in the Blanks

1. A is the belief that abilities and intelligence can be cultivated through
effort, perseverance, and a willingness to learn.

2. The is referred to as the "identity or personality” of the organization.
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3.

is the monetary incentive offering employees the chance to purchase
company stock at a discounted rate?

. Employee of the Month/Year Awards is aincentive.

5. Enabling employees to nominate and recognize colleagues for their

creative contributions facilitates .

B. Multiple Choice Questions

1.

2.

3.

&

Which of the following is most indicative of a positive organizatiogfill
culture? &

>

a) Employees work independently with minimal collaboratior-x,\,@

b) There is open communication and mutual respect 3@ong team
members Q

c) Employees avoid taking risks or showing initiat{@e

d) There is limited interaction between leaderskki’@and employees
Which of the following most effectively de oétrates a growth mindset
in the workplace? %

a) Avoiding challenging tasks to pre&e@the possibility of failure

b) Limiting opportunities for lear‘@& to stay within one's comfort
zone
x&

c) Believing that success @é@qievable only by those with inherent
talent

d) Overcoming setbﬁ% with perseverance and actively seeking
feedback for

Which of the &ﬁlowing is NOT a form of monetary reward?
a) Profit- %ng

b) St@ options

C xible working hours
Commission payments

Organizations enhance the effectiveness of their innovative initiatives
by:

a) strictly following traditional methods and processes

b) fostering a supportive environment that promotes collaboration
and diverse perspectives

c) restricting communication and idea-sharing across teams

d) concentrating exclusively on individual performance
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5. Which of the following is an example of a non-monetary incentive?

a) Profit-sharing
b) Stock options

c) Public recognition and praise

d) Commission payments

C. State whether the following statements are True or False

1. Team-Based Recognition acknowledges collective achievementéjéo

strengthen teamwork and collaborative innovation.

2. Non-monetary rewards do not motivate employees

AN
.\’@
NS

3. Provide training, or mentorship programs to help emp@&s grow and

feel valued.

<,

4. Employees with negative mindset embrace faih;rég a natural part of

the learning process,

growth, and are more resilient in the face of,

5. Open communication creates an envir

understand that con$i

ent effort leads to
backs.

ent where ideas can evolve

and lead to meaningful improvements.

D. Match the ColumnA with Column

i

<
S.No | Column A %.’No Column B.
=
Core priorities ﬁﬁé
1 Innovation, tea\@ k, A is a non-monetary incentive
customer servicec’)&,
2 | A growth mi )}ét B in el.'lc.ouraging innovation and
creativity
—~
3 Lea ip, ©praise and c | are the key components of
% sements organizational culture
va " by recognizing achievements
% Recognition and rewards . s
Q , D | promptly to reinforce positive
play an important role . . o
behavior and sustain motivation.
5 Ensure Timely E fosters continuous learning and
Acknowledgment personal growth

E. Short Answer Questions
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1. Explain the meaning of Organizational culture.
2. Explain the meaning of growth mindset.
3. Explain any two key components of organizational culture
4. Explain any one strategy to encourage innovation and creativity.
5. State any two effective ways to design and implement a recognition
and rewards system.
F. Long Answer Questions b,
1. Elaborate in detail the concept of Organisational culture andN@Qi{ey
components. \},%
2. Elaborate in detail the importance of growth mindset. ,\S,O
3. Explain in detail the strategies and practices to enc%%ge innovation
and creativity. O
4. Explain in detail monetary and non-monetary r’&&gnition and rewards
system. Q)
G. Check Your Performance s
1. Make a chart of key effective ways to design and implement a

recognition and rewards system. '(';\,

x&
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MODULE 5 COORDINATION WITH OTHER
DEPARTMENTS

Coordination with other departments is a crucial aspect of organizational
success, ensuring seamless communication, efficient resource utilization,
and goal alignment. In any institution or business, different departments
function interdependently, requiring collaboration to achieve common
objectives. Effective coordination fosters synergy, minimizes conflicts, and
enhances overall productivity by ensuring that all units work in harmony
rather than in isolation.

The significance of interdepartmental coordination lies in its ability to
streamline operations, reduce redundancies, and facilitate information
sharing. Whether in a corporate setup, government institution, or
educational organization, departments such as finance, human resources,
marketing, and operations must work together to implement policies,
execute strategies, and address challenges effectively. Coordination
mechanisms such as meetings, reporting systems, and technology-driven
communication tools play a vital role in maintaining efficiency and
transparency.

Lack of coordination among departments can lead to inefficiencies, delays,
and miscommunication, negatively impacting organizational performance.
Therefore, establishing a structured framework for collaboration, defining
clear roles, and leveraging technology for seamless communication is
essential. When departments coordinate effectively, they contribute to the
overall growth, innovation, and sustainability of the organization.
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SESSION 1: INTER DEPARTMENTAL COMMUNICATION

Coordination: Any organization having multiple activities or activities which
are dependent on sequential working or chain working can work effectively
and efficiently only when there is proper understanding amongst them and
there is a coordinator or coordinating team. Back office associate is one of
such persons who has to coordinate with various persons and /or teams.
Before we go further in the matter of coordination let us discuss the concept

of organizational structure. b’
Concept of Organizational Structure \Q’QJ
An organizational structure gives outline of the hierarchy \&?’@in an
organization and describes the Roles, Responsibility and Levels ommand
that exist to achieve the organization’s business goals. Q

A company’s organizational structure defines how it s and executes

projects. As such it has a direct impact on productivi@ and efficiency. The
structure defines who works on which tasks, Who approves project
outcomes and how various teams collabor COKBesides, organizational
structure can also affect its bottom line as e tructure has unique costs.

There are several organizational structures normally used by various
businesses, some of which are discusse;'&& follows:

1. Hierarchical Structure: This o1(‘§?42ationa1 structure is generally found
ployees are classified by their role or
performed functions, area.iry which they are working or the type of

in market place. In this set

products or services th e providing. The employees are assigned a
supervisor. This str @e is shown as a pyramid as there are multiple
levels of authorit h the topmost level of leadership at the helm of
affairs, their diréé‘subordinate employees below them, so forth and so

on. »Q

2. Functio tructure: In this structure the organization is broken into
group roles, responsibilities and specialization, e.g. an organization
can@ e Marketing, Sales, Finance, HRM departments, etc. These
%ﬂ@rtments are each supervised by a manger that also has a supervisor

Q o oversees many departments.

3. Flat Structure: This type of organizational structure removes most of
middle management levels, so there is a slight separation between lower
level employees and upper level management. Employees have more
responsibility and decision-making powers that too without the
hierarchical pressures or supervision. This can often be more productive.
This can be seen in small companies and early stage startups because
they often manage lesser employees and projects. It is also called a”
Horizontal” structure.
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4. Line Structure: In this design, flow of authority within the organization
is from highest to lowest and there be no special or supporting services.
It is the simplest types of organizational structure. The organization is
divided into various departments, overseen and managed by a General
Manager, besides each department having its own Manager. The
departments work independently to support the organizational
vision /mission.

5. Process Based structure: In this setup, the structure is designed based
on the flow of its processes and how the duties done by its empl ]
connect with one another. Instead of flow from top to bott the
structure indicates services from left to right. A Top Official at ﬂs@, ighest
level of the structure oversees the departments (and c sponding
processes) below, but each process can not start until t‘@ one before it
has finished. Each department or team has its own magdgement.

Now let us understand the concept of communication gnd how it happens in
any organization.
~

2

Communication

Communication has an important role in success of any organization. More
than knowledge of a manger, his communication skills play a vital role in
the smooth functioning of any department or an organization.

“Communication is a process by which people create and share information
with one another in order to reach common understanding” ...Rogers.

It has been observed that a manager spends 90 percent of his time
communicating-reading, writing, listening guiding, instructing.

Communication Channels

Communication taking place within an organization can be broadly
classified in two parts viz. Formal and informal.

Formal Communication

Formal communication flows through official channels as prescribed in
organizational structure. This type of communication generally happens
between a superior and a subordinate or among same rank employees, etc.
This may be verbal or written but usually recorded and filed in the office
records.

Formal communication can further be classified in two sub parts viz.
Vertical and Horizontal.

a) Vertical Communication
It flows vertically either up or down through normal channels. Upward

communication refers to flow of communication from junior to senior
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b)

while downward indicates communication from a senior to his
subordinates. Examples of upward communication submission of
progress report, request for leave. Examples of downward communication
include sending notices to subordinates to attend meeting, order for
completing assignment.

Horizontal Communication

This can also be called lateral communication. It takes place between one
department and another. Example an accounts manager may get into
touch with marketing manager to discuss about schedule of meeting with

prospective client.
Ny

Communication Network

Patterns through which communication flows within the organization can
generally be indicated through communication network as described
hereunder:

Different types of communication networks may operate in a formal

organization. Some of the common communication networks are presented

as under. See figure.

(i)

(i)

(iii)

(iv)

)

Single chain: This network can be seen between a manager and his
subordinates. Since several levels exist in an organizational structure,
communication flows from a superior to his subordinate(s) through
single chain.

Wheel: In this network, every lower level employee under one manger
communicates through him only as the manager acts as a pivotal of the
wheel. The subordinates are not supposed to communicate among
themselves.

Circular: The communication flows in a circle in this network. Each
employee can communicate with his adjacent two persons on either
side. In this network, communication movement is slow.

Free flow: In this network, there are no restrictions. Every individual
can communicate with others freely. The flow of communication is
quick in this network.

Inverted V: In the Inverted V network, a lower grade employee is
allowed to communicate with his immediate superior and also with his
superior’s superior. However, in the case of communication with
superior’s superior, only prescribed communication takes place.

Pic P192 business studies book
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LA

Chain Wheel Circular Free Flow Inverted V
~|_- Communication Network
Fig. 5.1 Communication Network 6&4

Informal Communication
- O)
This variety of communication takes place without following the prescribed

code of communication. Informal communication is generally known as the
‘erapevine’ as it spreads in the organization just like a tree whose branches
going out in all directions, in total disrespect to the levels of authority. Need
of such type of communication arises out of feelings of employees to share
their views which normally cannot be done through official channels.
Employees casually talk on lunch table about the behaviour of the senior,
etc. The grapevine or informal communication spreads rapidly and gets
distorted. It is difficult to check the source of such communication.

Grapevine Network
Grapevine communication may take different forms of network.

In single strand network, every person communicates to another in a
series.

In gossip network, every person communicates with all others without a
choice.

In probability network, every person communicates with other individual
without following any order.

In cluster, every person communicates with trusted persons only.

Out of these four networks, cluster is the most common in organizations.
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Gossip Network Probability Network Cluster Network

| mm Grapevine Communication Networks

Fig. 5.2 Grapevine Communication Network '\&»
A
Tools and Software for Communication
Internal communication is an important part of operations in the workplace.
From top management down to lowest employees, the dissemination of
relevant information helps build a healthy working environment and
maintain employee engagement.

Unavoidable barriers like environmental and personal will remain present
resulting in poor communication; overcoming those barriers are key to
improving internal communication and team collaboration.

And in the background of the Covid 19, more communication tools are
available than ever to mitigate the challenges of remote and hybrid work
environments and streamline workplace communication.

Following are best communication tools available for workplace
communication.
1. Slack

o
One of the best communication tools. This tool integrates with many

other applications, making it easy to collaborate remotely. It is

considered suitable for all team sizes whether in-house or remote.
A
Features
(N
(¢ One-line messaging
e Ability to use integrations and plug-in.
e File sharing.

2. Microsoft Teams

This is similar to Slack. A collaboration and communication application
that supports online meetings, document sharing, and project
interactions This is suitable for companies who primarily use Microsoft
products and need one central messaging app.

Features
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e Integrates with other Microsoft tools

e Chat and messaging

e Audio calling

e Meeting scheduling (limits to outlook)
3. Zoom

It is one of the popular Web videoconferencing platforms used by a lot of
teams. A voice and video conferencing tool that supports instant
messaging, video meetings, and voice calls. It is free to get started. One
can record and store meetings.

Features

e Video conferencing plus in-conference chat
e Screen sharing
e Call recording

It is ideal for distributed and in-house teams that require larger

conferences, webinars or meetings.
£ ONT
4. Asana
~ 7
It is a web and mobile “work management” platform made to help teams

organize, track and manage their work. It provides teams with a clear
view of their work, tasks, project and deadlines in one place.

Features

e It supports planning and organizing
e [t allows managers to assign tasks, track progress and set deadlines.
5. Google Workspace
LA
A business app and collaboration tool that helps connect with team
members, clients, and outsiders. It is a combo of cloud computing,
productivity and collaboration tools. Software and products are

developed and marketed by Google.
Features

e It consists of Gmail, Contacts, Meet and Chat for communication
Q‘o Drive for storage
e Google docs Editors for content creation.

Effective communication

An effective communicator not only conveys his message clearly but also
actively listens to others. He can empathize with his audience,
considering emotions and relationships that influence how the message
is received.
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An effective communicator understands the feedback received from both
verbal and non-verbal sources, e.g. tone of voice, timbre, body language
and facial expressions.

Good communication in the working place helps in good collaboration
amongst colleagues and strengthens mutual relationships, and also helps
to build trust amongst team members.

Irrespective of the communication style one has, effective communication
involves connecting with others. You can consider it as a conversation
that adjusts and flows based on the on the spot feedback you get.

Techniques for effective communication

Whether you are in the office, working from home, or in a combined
mode, you are likely to notice more than one type of communication. It is
very essential to develop communication skills that combine each type to
ensure effective workingplace communication. Following are some of the
techniques for effective communication:

e Oral communication: Sharing thoughts through speech. Examples
official presentations, one-to-one meetings, and virtual meetings.

e Written Communication: Expressing thoughts via emails, hand
notes, or signage.

e Nonverbal communication: Communication takes place through
body language, facial expressions, posture, gestures, and tone of
voice, etc. Being aware of nonverbal communication is important, as it
has direct bearing on how your message is understood by others.

e Active listening: Hearing information attentively. Active listening is
not only hearing but paying full attention to the conversation without
being distracted.

e Contextual communication: communication done with mutual
understandings of interpersonal relations and environment of the
workplace.

Some tips to make your communication skills better

In general, if you are looking for strengthening your communication
skills, following are some tips that will help you in any situation:

1. Be approachable. To be effective one should make colleagues feel
comfortable approaching him. Then communication flows more easily.
It is to be ensured that your voice tone and body language are
welcoming to ensure free conversations and build trust.

2. Be patient. Everyone communicates in his own way. It is better to
take time to understand communication styles of your colleagues and
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have patience while listening to them. When one listens with empathy
it helps ensure positive relationships besides improving
communication at work.

3. Be self-aware. It is to be understood that developing good
communication skills takes time. Being aware of your voice tone and
non-verbal expressions viz. postures, gestures can significantly
enhance how others understand your message.

4. Check for understanding. Seeking feedback is a right way to check
that your message has been properly understood. One should not
hesitate to invite questions or clarifications to ensure message receiver
is understanding what is being conveyed. Effective communicators
always check with their listeners to ensure that their message is
received in the same sense.

5. Switch out the messenger. It is advisable to empower your staff to
take initiatives in discussions and meetings. This helps them develop
their communication skills and encourages a culture of useful
workplace communication. Seniors, who encourage their team
members to communicate freely, contribute to a good communication
culture within their organization.

uxlol
PRACTICALEXERCISE e'ﬁ,

Activityl. To study organizati fé} structure of any financial service
provider and present it. §

Material required: Internet@%mection, mobile or desktop or laptop, pen or
pencil, notebook.

%\/
Procedure: X,

1. Make groups &f? students and ask them to select one financial service
provider s ank, an insurance company or a mutual fund company
and sgﬁ)their organizational structure or it can be allotted by the

teache»

2. G s to study the organizational structure of the selected/allotted
anization and make notes.

3. Present the case in the class through chosen leader or any other way
they wish to present.

4. Teacher and other groups to clear their doubts if any.
5. The teacher to evaluate the performance and sum up.

Activity2. Group of students to perform Role Play on various types of
communication channels
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Material required: Internet connection, mobile or desktop or laptop, pen or
pencil, notebook.

Procedure:
1. Form groups of 4 students each.

2. One type of communication channel may be allotted by the teacher
depending upon suitability.

Groups to study the allotted channel and make notes. b’
Groups to perform role play as allotted to them in the class. \QQJ

Teacher and other groups to clear their doubts if any.

o g kW

S

The teacher to evaluate the performance and sum up. ,0,

Activity3.Prepare a chart listing out techniqueéijor effective
communication. O

Material required: Internet connection, mobile or déﬁ&op or laptop, pen or
pencil, notebook.

éo
Procedure:
1. Form groups of 4 students each and as’k{t@em to prepare the chart
2. Groups to prepare the chart after di&.&lssing amongst them.
3. Present the chart in the clas tﬁbugh chosen leader or any other way
they wish to present. &
4. Teacher and other group@clear their doubts if any.
5. The teacher to eval tq%e performance and sum up.
NB. Special attenti recognition to be given for showing initiative and
creativity. &(b‘
CHECK Y PROGRESS
A. Fill i@ Blanks:
1. &nﬂlail is partof ...............
% Cluster network is part of............ communication network.

3. Video conferencing, screen sharing and in conference chat are
features of ....eueuens

4. Nonverbal communication is a technique for ......... communication
5. Vertical communication is sub part of ........... communication
B. Multiple Choice Questions

1. Free flow network is part of
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a) Grapevine network
b) Horizontal communication
c) Formal communication
d) Informal communication
2. For strengthening your communication skills, you should be
a) Approachable
b) Patient @b’
c) Aware .\,%Q'
d) All of the above NO
3. It is a mix of cloud computing, productivity and collaan ion tools
a) Zoom «QQJ
b) Google workspace \/O
c) Asana O\’
d) Slack %
4. Communication channels can be :br ly classified into
a) Formal &6'(,\’
b) Informal Q-
c) Both aandb @
d) None of the abovbvblS
5. Following are t of organizational structures

a) Horizontag’{&’
b) Functiornal

c) &@
(&}M of the above

C. @k or False

Q

1. Communication is a process by which people create and share
information with one another in order to reach common

understanding.
2. Slack is one of the communication tools
3. Wheel network is part horizontal communication
4. Active listening in not necessary for effective communication

5. Cluster network is most popular one under grapevine network.
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D. Match the ColumnA with Column B.

S.No | Column A S.No | Column B
Effecti
1 ective .. A Supports planning and organizing
communication
fa¥
: <)~
2 | Asana B Authority flow from top to bottomQ,
. Cn
s o N
3 | Probability network C Communication channel \
o
4 Inverted V D Grapevine Q
"4
S | Line structure E Asking for feedbac&NQ
A4
E. Short Answer Questions O\»

1. List out names of network under grapeving communication networks.
2. Differentiate between formal and infa{/ al communication.
F. Long Answer Questions ,(,‘\,@l
1. Describe features of at least % ools for communication.
2. Write a note on communication channels.
G. Check Your Performancéﬁ

1. What do you mBah by organizational structure; explain which
structure is gg&':l or growth?

2. Discuss sofde¢ of the ways in which you can improve your
commu tion skills?

%C’é@
e
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SESSION 2 DATA SHARING

Background

Imagine a big city with different government departments e.g.
transportation, healthcare, and public safety, etc. Every government
department collects useful data related to its field, but there is not a good
way for these departments to share data with each other. Resultantly, this
important data is not available to the city’s planning department, ma&{;g’g
the planning department’s ability to make proper decisions and maké@u lic
services better. \},6

Data providers feel the same difficulties while sharing their @g with the
customers. They work in an unorganized atmosphere W%re important
information is kept in unapproachable storage. Data in sibility reduces
the value, a business can offer to their customers, discourages
collaboration, and crucial insights into consume&)ﬁ)ehaviour and market

trends cannot be obtained. %O
Data Sharing @

Data sharing implies making the same, ata resource, available to multiple
individuals, systems, applications, or»@rganizations. Enterprises with the
appropriate tools can share their ta despite having different format,
platform, or geographic location®

>

>
Sharing 60%.....

L

2

-
O
-
TS
-

Fig. 5.3: Data Sharing

173



Benefits of Data Sharing

Organizations that recognize the benefits of data sharing empower them to
stay competitive, drive business growth, and make data-driven decisions.
Such companies have better chances of achieving greater collaboration,
increased efficiency, enhanced innovation, and improvement in data quality.

Greater Collaboration

Data sharing has big potential to enhance the flow of information, better
insights, and resources amongst organizations. When companies s
useful data, they get a better understanding of common ess
challenges, market trends, and customer preferences. Thiﬁ?%’nables
organizations to do collaboration more effectively on joint project§) research,
and development initiatives. Q’O'

Let us take example of the pharmaceutical major Pfizer@@i its collaborator
Biotech during development of the COVID-19 vaccineO eir willingness to
share research and clinical trial data made them ’bétter understand the
vaccine’s effectiveness. This data sharing ensured”that they made better
decisions and could develop vaccine faster. %

Increased Efficiency \

By sharing relevant data, the need for\fépetitive data collection efforts is
removed. By having clear focus on, data-sharing initiatives, organizations
minimize time and resources spefit” for collection and verification of data
from very beginning.

Credit bureaus utilize & sharing abilities to collect, store, and
disseminate credit data&se bureaus allow financial institutions to access

and share credit data,
collect and check fled credit information.

o that every bank does not need to individually

Data sharin 'g'ovides expertise and perspectives, facilitating more
innovative ?1)_1 ions. Launched in 1990, the Human Genome Project is a
significa;

discipl@ and organizations could get a wealth of genetic information,
lea to groundbreaking discoveries.

ample. By freely sharing genomic data, experts from various

I@reased Innovation

Having access to new data makes organizations to look for new
opportunities and solutions for various problems. Companies that combine
their data resources are benefitted by gaining comprehensive insights make
better decisions and collectively solve more complex problems.

A very good example is of Apple and IBM when they decided to collaborate
and exchange their customer data and combine databanks, they could
identify unmet customer needs which were not yet met in the healthcare
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industry. The insights both companies gathered helped them develop many
innovative applications useful for nurses and hospital technicians.

Improved Data Quality

When companies share their data, they also cross-check that data. When
different sources verify and validate the accuracy and consistency of data,
chances of errors are minimized. Organizations that share data also enrich
their own datasets with new information from outside sources. This way, it
allows collaborators to provide feedback and corrections. b,

The OpenStreetMap project is a great example of how data shari\@@can

improve data quality. Individuals and organizations can ?ﬁribute
geographic data to improve the accuracy and completeness e maps.
Whomsoever contributes to this collaborative effort, can also@ﬁgcl the data
by accessing and integrating data from other sources. <

O

Importance of Sharing Data o

Data sharing means making same data resouxce  available to several
applications, users, etc. This process inclu ractices, legal systems,
technology and cultural aspects that facilitate *secure data availability for
several users keeping intact the data i t@rlty. Data sharing increases
efficiency in an organization and encoutdges collaboration with vendors and
partners. Being aware of the riskS@ d opportunities of shared data is
important part of the process. \(b’

Importance of data sharing for Organizations

Sharing data amongst organizations is not new; in fact, it is in existence
before advent of internet. However, phenomenal growth in digital literacy,
technologies, and cloud adoption has led to data sharing on a big scale.
Three factors as detailed below are responsible for the growth of data
sharing:

« Data storage, processing and easy and affordable transfer technologies.
o Latest industry mindset takes data as a resource and an asset.

e All over the world policies and regulations have been modified. Purpose of
those changes is to minimize the risks of data sharing.

New age organizations understand that data sharing is important for better
community harmony and new business avenues. Some of the benefits are
mentioned as under:

Value addition for Customers

When information received from different data sources is put together it has
the chances to increase both the value and performance of services. This
way better research and product development takes place.
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A very good example of WB Games, the video game division of Warner Bros.
is seen. They use data sharing to help inform the creative process of its
game development. It captures, ingests, analyses, and action insights to
help its developers in being more opportunistic and flexible with their
storytelling abilities.

Data-driven decision-making

Sharing information transparently contribute to improved analytics. This
results in improvement in business intelligence, and stakeholders are able
to take well informed visionary decisions.

A very interesting example can be noticed in case of GE Renewable Energy.
They have over 49,000 wind turbines installed and are generating wind
electricity across the world. These turbines are equipped with sensors and
connected to advanced networks that collect data on temperature, wind
speeds, electricity, and other factors related to turbine performance. Their
data analytics system facilitates decision-making for turbine maintenance
and productivity.

Positive social impact

: o @ :
Government machinery and orgamzatlonS\ca share more data in a secure,
legal, and dignified manner. This w data sharing give rise to new
opportunities for collaboration that l?& 1t the community at large.
For example, in the health sec@ta sharing efforts contribute positively
to medical research, resulting &) ings like phenomenal progress in the field

of genomic research. b,
AN
Importance of Timely Data sharing

Timely sharing of data is important because it can help ensure that data is
relevant, reliable, and useful. This can help organizations make better
decisions, save money, and avoid reputational damage.

Here are some reasons why timely sharing of data is important:

1. Informed decision-making: Timely data can help organizations make
better decisions by providing accurate and real-time information.

2. Cost savings: Using outdated or inconsistent data can lead to wasted
resources and missed opportunities.

3. Regulatory compliance: Timely data sharing can help organizations
comply with regulations.

4. Enhanced customer experience: Timely data can help organizations
provide a better customer experience.

5. Meeting user needs: Timely data can help ensure that users have access
to the most current information
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Here are some data privacy considerations

1.

Data minimization

Only collect data that is relevant and necessary for the intended
purpose. Collecting data in more than required volume may increase the
risk of misuse and breaches.

. Consent

Websites and apps should ask for permission before using your data.
r

. Data Protection Impact Assessments (DPIAs)

~N
These assessments help organizations identify risks associated with

their data processing activities. They can then design measures to

mitigate these risks.
b 4

. Encryption

Y
This process converts data into a code that can only be accessed by

authorized parties. It is a critical component of data protection and can

help prevent unauthorized access or data theft.
P

. Regular monitoring

\
Regularly monitor, evaluate, and adapt data protection measures to

ensure ongoing protection against evolving cyber threats and changing

privacy regulations.
A\ 4
Purpose limitation
a &\
The Data Processor must give due notice to the Data Principal of the

personal data that must be collected and the purpose for which it will be

processed.
Ny

. Accountability

~ALT
Accountability mechanisms can ensure that Al systems comply with

data protection regulations and ethical standards.
N\ -

Followilig are some best practices for data sharing

1.

Data sharing agreements: Define the rights, responsibilities, and
obligations of each party which are part of the data sharing process.

Data security: Ensure data security is the top priority. This includes
using encryption to protect data while it's at rest or in transit.

3. Lawful basis: Identify a lawful basis for sharing personal data.

. Transparency and accessibility: Ensure data is easily accessible to

those who need it, while still protecting security and privacy.
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5. Assess risks: Use a Data Protection Impact Assessment (DPIA) to assess
the risks of sharing data and determine if any safeguards are needed.

6. Consider the importance of data: Sharing data can make publications
more useful and citable, which increases their value.

7. Consider the cost: Consider the cost of sharing data.
8. Choose scalable technologies: Choose technologies that are scalable.

9. Balance integration and separation: In operational data sharing,
balance integration and separation.

»y
PRACTICAL EXERCISE \}/%"

Activityl. Prepare a chart on importance of data sharing and Qsent it in
the class

Material required: Internet connection, mobile or deskthQr laptop, pen or
pencil, notebook. \/O

Procedure: O\/
1. Form groups of 4/5 students each and ask ‘ﬁm to prepare the chart.

2. Groups to discuss and prepare the cha&t@eaoher may decide how many
groups to present the chart. ’,{D"

3. Groups to present the chart in t@class through chosen leader or any
other way they wish to presen o

4. Teacher and other group ]%c ear their doubts if any.
5. The teacher to evaluat performance and sum up.

X
Activity2. To search fg@organizations who have shared data for the benefit
humanity and was f&ﬁnd useful and present the findings in the class.

Material requ@» Internet connection, mobile or desktop or laptop, pen or
pencil, notepook.

Procedu@
1. F groups of 4/5 students each.

QQ e groups to search and select organizations who shared their data for
the benefit of the society.

3. Groups to study the data sharing material and make notes.

4. Groups to present the findings in the class through a chosen leader or
any other way.

5. Teacher and other groups to clear their doubts if any.

6. The teacher to evaluate the performance and sum
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NB. Special attention/recognition to be given for showing initiative and
creativity.

CHECK YOUR PROGRESS
A. Fill in the Blanks:

1.

4.
5.

When the same data resource, such as a data warehouse, is made
available to multiple individuals, systems, applications, or
organizations the process is called........

. Data sharing enables companies to ......... more effectively on Goint

projects, research, and development initiatives.

D

. Data storage, processing and easy and affordable transfer't@’inologies

contributed to ............ of data sharing
Sharing information transparently leads data driv%zj ...............

Timely Data sharing results in .......... Savings.\/o

B. Multiple Choice Questions

1.

O\/
Best practices for data sharing include %
a) Data sharing agreements \©
b) Data security .‘\,(b'
c) Transparency and accessi%’f:h%f

d) All the above

. Data privacy consideragi%ns means

a) Consent X
b) Encryptior{é,

c) Purp@ itation
d) Al@t e above

3. Bes@;‘lts of data sharing includes

% Enhanced innovation

e

b) Improved data quality
c) Both a) and b)
d) None of the above

. Data sharing is important for Organizations.

a) Positive social impact
b) a) and d)
C) none
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C. True or False

1.

D. Match the Column

d) Better value to customers

Only collect data that is relevant and necessary for the intended
purpose means

a) Data integration
b) Data transformation
c) Data minimization

d) None of the above

O

¢
&

Organizations, that understand the benefits of data shai‘ing and
implement it, will not be benefitted in anything.

When enterprises share their data, they also cross—%\h%ate that data
this results in improvement of data quality. O

Latest industry mindset takes data as a I'CSOl{&chnd an asset.
Timely Data sharing help in regulatory Cc@@ance.

Data Protection Impact Assessments (DPIAs) do nothelp organizations
identify risks connected with their data processing activities.

N
o

Match Column A with Colun&?‘.‘

™
S. Column A ’% S.No | Column B
No t}' )
X
] Transparer% and A Enhanced customer
accessi experience
<Y Dat -
2 Positive social impact B a a. . privacy
‘(V considerations
> Benefits of Data C Best practices for data
¢ Sharing sharing
Q 4 Timely Data sharing D Data sharing
5 Encryption E Increased efficiency

E. Short Answer Questions

1. Define data sharing.

2. Give examples of data sharing which resulted in benefits to humanity.
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F. Long Answer Questions
1. Discuss best practices for sharing information.

2. Explain why data sharing is important.

G. Check Your Performance:
1. Data sharing is essential in this digital world for the benefit of

mankind please elaborate.
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SESSION3:ACTIVITY LOG

An activity log is a record of how someone spends their time, and can be
important for data sharing and communication in a number of ways:

1.

Productivity

Activity logs can help users point out inefficiencies, make their
schedules better, and list task as per priority.

. Time management

AN
Activity logs can help people track changes in their overall alertness and

effectiveness through the day.
A A\'
Problem identification
Vo Y
Log data can help organizations find problems within their applications

early on.

~

Issue resolution

L
Log data can help developers and incident responders resolve issues

more quickly.
( »

. Application usage insight

.o
Log data can give details about how various applications are being used

by persons.
OV

Activity logs can also be used to track message flows and how they interact
with external resources. Activity logs are also called activity journals or time
tracking logs.

NS
Techniques for Effec@’l.ogging

Effective logging involves collecting, storing, and analysing data to identify
issues and improve system performance. Here are some techniques for
effective logging:

1.

Create dashboards:
AN\
Create dashboards to easily see important information.
AV_)

2. Set log levels

A Use log levels to control which messages are displayed in the log
output. For example, if the log level is set to INFO, only log messages
with an INFO level or higher will be recorded.

3. Structure logs

Use a consistent format, such as JSON, for your log messages. This
makes it easier to search and analyze logs, especially when dealing
with large volumes of data.
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10.

11.

Avoid logging sensitive information

Logging sensitive data can lead to security vulnerabilities or
compliance violations. It is to be ensured that sensitive information is
masked, kept aside from logs altogether and/or managed properly.

Optimize log retention:

Optimize your log retention strategy to manage storage space and
costs.

Implement log rotation policies
NV
Regularly archive or remove log files so that they do not consume

excessive storage space.
ALY
Use tracing:

y

Use tracing to follow what happens in a transaction.
Y

Set up alerts:

Set up alerts for errors or unusual activity.
o\
Add context:
\)
Provide context for each data point. For example, knowing a user

clicked a button is less useful than knowing they clicked the "purchase"

button.
.Y
Use log aggregation:

~-

Use tools to collect logs from multiple sources. This way it will be easier

to search, analyze, and correlate data.
LKV
Use application logs
'3 S
Application logs provide insights into software behaviours, users'

interactions, and potential issues.

Complianc{%p\égging practices
£ \

Compliance in logging practice is the process of ensuring that an
organization's logging practices meet the required security standards. This is
achieved by monitoring and auditing logs, and ensuring that they are

accurate and complete.

Importance of compliance in logging practice:

It helps organizations to

Identify and respond to security threats
Comply with regulatory requirements

Protect sensitive data
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e Identify policy violations

How is compliance in logging practice achieved?
e Audit logs:

Create a chronological record of system activities, including user actions,
application processes, and system operations

e Log retention:

Define clear policies for how long to store audit logs
N
e Log encryption:
AN
Encrypt logs to prevent unauthorized access

e« Log backups:
Back up logs regularly to prevent data loss

e« Central log management:
AWV

Collect, analyze, and store log data from different sources
(N
e Log monitoring:
Continuously review audit log data to identify anomalies and security
incidents

Some frameworks, like HIPAA and PCI DSS, require regular analysis of log
data to ensure that personal data is protected.

Audit Trails

An audit trail is a record of all actions related to data, including sharing,
and can help with data security, governance, and access. Audit trails

include record related to:
A
e Sharing
A/
Audit logs can record when a user shares a resource with another user,

and the permissions assigned to the target user.
)
o Access

XAudit logs can record who accesses shared data, when, and how.
o Security

Audit logs can help detect unauthorized access, for example, repeated
failed login attempts or access from unknown locations.

e Accountability
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Audit logs can help ensure accountability by recording who has been
using a system and what they've been doing.

Answers to following questions can be got from Audit trails:
e Who viewed, modified, or moved data?
e When was the data changed?
e How did a user access this data?

e Was this access authorized?

o\v'
PRACTICAL EXERCISE @
Activityl. Group discussion on Activity Logs and their impo@ﬁ}ce

Material required: Internet connection, mobile or desktopKor laptop, pen or
pencil, notebook.

\/O
Procedure: X,

O
1. Form groups of 5 or more students based d%eonvenience and ask them
to make notes on the topic of group discon.

2. Teacher to inform the rules of group d\,@ ssion.

3. Group discussion to be initiategl@,(ﬁd finished in scheduled time say
15/20 minutes. y

4. Teacher to watch and not wn important points for discussion later.
Other groups to watch ar@. ote useful points.

5. The teacher to evalyate the performance and sum up.
Activity2. Present ’L'é:hniques for effective logging
Material requi@d,{q'nternet connection, mobile or desktop or laptop, pen or
pencil, note%) /
Procedu
1. F Q,groups of 4/5 students each.
qﬂle groups to make notes.

3. Groups to present the Topic through a chosen leader or whatever way
they wish to present.

4. Teacher and other groups to clear their doubts if any.
5. The teacher to evaluate the performance and sum up.

Activity3. Prepare chart showing compliance in logging practices
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Material required: Internet connection, mobile or desktop or laptop, pen or
pencil, notebook.

Procedure:
1. Form groups of 5 or more students based on convenience and ask them
to make notes on the topic. b’
2. Groups to prepare chart after discussion. \QQJ
3. Groups to present the chart in the class through a chosen'\ der or
whatever way they wish to present. 0
4. Teacher and other groups to clarify doubts if any. Q
5. The teacher to evaluate the performance and sum up™Q
NB. Special attention/recognition to be given for ’&%Wing initiative and
creativity. Q)
CHECK YOUR PROGRESS @é
A. Fill in the Blanks: N
1. Activity logs are also called as a%ﬁ;?fty journals and/ or ........ logs.
20 i Involves collecti oring, and analyzing data to identify
issues and improve systefm performance.
T helps organi@lﬁon to Identify and properly attend to security
threats. xQ
4. An.......... is g‘e@rd of all actions related to data, including sharing,
and can heﬁlg%%&th data security, governance, and access.

5. Avoid loggng sensitive information is a practice for ..............
Multip&@h;ice Questions
1. @ity logs can help people
% ) Productivity
b) Problem resolution
c) Problem identification
d) All of the above
2. Following are some techniques for effective logging
a) Structure logs

b) Set log levels
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c) Optimize log retention

d) All the above

. Use tracing in logging for

a) To modify transaction
b) Set up alerts for errors or unusual activity
c) to follow what happens in a transaction

d) None of the above b’

<
. Compliance in logging practice helps organization . %Q'

a) Identify policy violations «()\\,
b) Identify and properly attend to security threats Q\}'

c) Comply with regulatory requirements «QQJ

d) All the above

xO
. Compliance in logging practice is achieve%@)%ugh

a) Log retention @
b) Log backup \,
.x®

c) Log Encryption
x&

d) All the above Q-
C. True or False @
NC

1.

4.

Activity logs can help users point out inefficiencies, make their
schedules better, and list task as per priority

Log data c¢ ot provide insight into how people are using
application%(bf

By optimizing log retention strategy one can manage storage space

and& S.

aRing a chronological record of system activities, including user

achieving compliance in logging.

%C‘actions, application processes, and system operations help in

5.

Audit trails cannot be used to check who has modified the data.

D. Match the ColumnA with Column B.

S. No | Column A S.No | Column B
Wh i ifi
1 o viewed, modified, or A Log data
moved data
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Technique of effective

2 Problem identification B )
logging
3 Protect sensitive data C Audit logs
Make a chronological record Compliance in logging

4 of system activities, including D practices
user actions

5 Create dashboards E Audit trail \Q,QJ
(] a
x«
E. Short Answer Questions O
1. List out record included in audit trail. Q'O'
2. How activity log is important in data sharing a@@communication,
discuss?
. <O
F. Long Answer Questions XU

<O

1. How is compliance in logging practice achieved, explain?
2. Discuss various techniques of effecti@@gging.

G. Check Your Performance: (;\,@'
1. Keeping activity logs is a nec%&&, justify.
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SESSION 4: RECORDS UPDATING

Records

Records are information that an organization or person creates, receives,
and maintains as evidence or an asset. Records can be updated to ensure
they are accurate and up-to-date. This process is called file record
maintenance and is typically used for active records that are used regularly.

Updating of Record
Following are some important things to note regarding record maintenance:

e Updating a record
AAY
Updating a record is also known as rewriting a record. Before updating

of a record, one must first read it in update mode to lock the record so
that no one else can change it. Then, you can use the rewrite Record

method to update the record.
X \J

e Records life cycle
4 (Y-
The records life cycle has three stages: creation, maintenance, and final

disposition. During the maintenance stage, records are updated,
modified, and moved if necessary. In the final stage, records are

destroyed, preferably shredded.
.Y
e Management of records
W\ v
Management of record is important because it can help preserve the

ability of records to serve as evidence of an event. Poorly managed
records can create a less-than-ideal office environment, which can
negatively impact employee morale.

e Compliance with records management standards

N2 O
Compliance with records management standards demonstrates how an

organization is adhering to key data protection regulations.
AV
Procedures for updating records

Procedures for wupdating records include establishing a review cycle,
collecting feedback, and implementing changes. It's also important to have a
records management policy that governs how records are created,
maintained, and disposed of. The procedures are described below:

1. Review cycle
Establish a review cycle to find out areas for improvement

2. Collect and analyze feedback
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Collect feedback, if needed, implement changes in the records. Share
and train others on the changes. Monitor and evaluate the changes, and
repeat and improve the process.

. Records management policy

e Establish a policy that governs how records are created, maintained,
and disposed of.

e Ensure only authorized person can reach sensitive information.

e Store records securely to prevent data breaches, theft, or accidental

destruction.
AN

. Label records correctly to help identify them quickly.

5. Update information regularly to keep track of renewal status and

7.
8.

communicate with customers.

. Review secure destruction procedures to ensure records are handled

appropriately when they become outdated.
Create regular backups of records and check them regularly

Consider automating processes to improve accuracy and consistency.

Importance of Maintaining Current data

Maintaining current data is important for many reasons, including:

Better decision-making
b4

Accurate data helps businesses make more confident decisions, which

can reduce risk and lead to more consistent results.
AN

Improved productivity

N\
Accurate data can help businesses run more efficiently by reducing the
time employees spend finding and correcting errors.

-V
Improved business practices

AN
Clean data can help businesses streamline practices, such as by

identifying which products or services perform best.
AT
Better customer experience

r

Old and not useful customer data can damage reputation of a brand by
sending emails to customers who have opted out.

Improved analytics

Accurate data can help businesses gain insights that are valid and
actionable.
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Improved data security

Regular maintenance activities, such as updating software and fixing
bugs, can help keep systems and processes secure.

Improved regulatory compliance

Data maintenance can help businesses ensure compliance with
regulations.

Data maintenance involves organizing and curating data to ensure it data
is reachable and useful for its intended purposes.

N Y
Impact of Outdated Information
P
Outdated information can have a number of negative impacts, including:
YN
Decreased productivity
Y,

Using outdated software leads to difficulty in completing tasks and

making changes in real-time.
)4
Security risks
~—
Outdated software can expose a business to the risk of being hacked,

having data stolen or destroyed, or launching malicious attacks.
L] m’
Regulatory compliance
'
Outdated systems lead to difficulty for businesses to attend regulatory

compliance requirements, which can result in legal issues and hefty

fines.
%,
Increased costs
N
Outdated systems can be expensive to maintain, as they require

specialized knowledge and parts.
LU
Data inaccuracy
~ Y
Outdated information leads to inaccuracies and mess as it will be

difficult to differentiate between new and old information.
Nk
Slower system performance

)

QOutdated data can take up unnecessary storage space and slow down

system performance.
Legal penalties

Businesses can face severe legal penalties for incorrectly managing or

being unaware of outdated data.

PRACTICAL EXERCISE

Activityl. Present the procedures for updating records
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Material required: Internet connection, mobile or desktop or laptop, pen or
pencil, notebook.

Procedure:
1. Form groups of 4/5 students based on convenience.
2. Group members to make notes on the topic.

3. Groups to present the topic through chosen leader or any other way they
feel suitable. b’

4. Teachers and other Groups to listen and clarify doubts if any. \Q'QJ
5. The teacher to evaluate the performance and sum up. '\,%
Activity2. Prepare chart showing importance of maintaining Ql nt data

Material required: Internet connection, mobile or desktop@r aptop, pen or

pencil, notebook. O
Procedure: \/O

1. Form groups of 4/5 students each. %O\/

2. The groups to make notes. @

3. Groups to present the Topic through(ﬁ,\/chosen leader or whatever way
they wish to present. '(;\/

4. Teacher and other groups to c aésl.’heir doubts if any.
5. The teacher to evaluate the ormance and sum up.

NB. Special attention/re%ibi ion to be given for showing initiative and
creativity. X0

CHECK YOUR P RESS

A. Fill in the %ﬁ s:
1. The ds life cycle has three stages: creation............ , and final

di ion.
2%@661 records correctly to help....... them quickly

Q% ............. helps businesses make more confident decisions, which can
reduce risk and lead to more consistent results

. can take up unnecessary storage space and slow down
system performance.

5. Businesses can face severe .............. For incorrectly managing or
being unaware of outdated data.

B. Multiple Choice Questions

1. Negative impact of outdated information
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a) Legal penalties
b) Increased cost
c) Slower system performance
d) All the above
2. Maintaining Current data contributes to
a) Better regulatory compliance
b) Improved data security @b'
c) Improved business practices . %Q
5
d) All the above «Q\r
N
3. Procedures for updating records include
a) Review cycle «QQJ
b) Records management policy \,0
c) Collect and analyze feedback O\’
d) All the above @é
4. Records are information that an orgs' ization or person
a) Creates '(,\’
x&
b) Receives Q-
c) Maintains ‘%®
d) All the above &
5. Accurate and Cle@\data helps businesses to improve
a) Business uctivity
b) Custg@'ﬂr experience
C) tics
'Sgl the above
C. C’.Eg?& or False
Qi. Records can be updated to ensure they are error free and latest.

2. During the maintenance stage, records are not updated, modified,
and moved.

3. Label records correctly to help identify them quickly.
4. Data inaccuracy is an impact of outdated information
5. Improved regulatory compliance is a benefit of maintaining current

data.
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D. Match the ColumnA with Column B.

S. No | Column A S.No | Column B

1 Security risks A Improved regulatory compliance
Maintaini t

2 amfating - cutren B Improved analytics
data

3 Outdated systems C Procedure for updating record&br

. X

Maintaining Current

4 D Increased costs \\,
data

A'\/'
5 Review cycle E Outdated Information
G
E. Short Answer Questions NQ

1. Explain how maintaining current data 1mpactQKﬁstomer service?
2. Discuss in brief about record malntenanaéoohcy.

F. Long Answer Questions \©
1. Discuss impact of negative impacts of outdated information.
2. Share your experience in real life indicating importance of updating of
records.
Y
G. Check Your Performance%
1. Write a brief on Qﬁ')ortance and updating of records in any

organization. %
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Answer Keys

MODULE 1: DATA BACKUP AND RECOVERY
SESSION 1: DATA BACKUP
A. Fill in the Blanks

1.

w
oA =g 0k 0N

Full

Incremental

Cloud

Differential

Data loss O
ultiple Choice Questions Q

b) Incremental Backup O

b) Vulnerability to theft or physical damage \»O

b) Incremental Backup O\/

c) To ensure data is kept for a legally r@iired period

b) Accidental deletion or overwritingb\/

N
C. State Whether the Following St{/@nents are True or False

1. False QQ
2. True 6’%®
A

3. False O

4. False %
v

5. True Q

D. Match the ‘limn
1. E Q@
2. @'\,
a5
4. C
5. D

SESSION 2: DATA BACKUP PROCESS
A. Fill in the Blanks

1
2

. Data loss

. Google Drive, Dropbox
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3.
4.
5.

Intact
Physical

Restore

B. Multiple Choice Questions

1. a) Dropbox
2. b) Accessibility from multiple devices
3. c¢) Operating System installation @b’
4. a) Check the backup location to ensure files are present \Q
5. d) All of the above \>
C. State Whether the Following Statements are True or FQ\?
1. False «QQJ
2. True \/O
3. False O\’
4. True @é
5. True \,
D. Match the Column 6'(,\’%
1. B (D)S"
2. C @
3. D 0
4. E K‘.O\/
5. A L
SESSION 3: ?IJERY SYSTEMS

A. Fill in &@)ﬂank:

1.

&

I@e

egulatory Compliance
Risk Assessment
Human Error

Data Loss

B. Multiple Choice Questions:

1.
2.

d) System Shutdown

b) To measure the time taken to restore systems and the amount of
data lost
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5.

. b) Regular backups

. b) It ensures adherence to data retention requirements and avoids

penalties

d) Eliminating all potential risks.

C. State Whether the following Statements are True or False

1
2
3
4
5
D.M
1
2
3
4

5.

. False Q’O’

. B

. False

. True

. False \Qr@
. False \}/%

atch the column: <

. A

XU
Q)
. o

D '\,(b'

SESSION 4: DATA RECOVERY PL%’@@
A. Fill in the blanks: @

1.

Business Continuity bﬁ

. Risk assessment~X_

. RTO and RP%
. Commur%agg n

B

&

2

3

4

5. Regu
. Mu

1

lti@ Choice Questions (MCQ)
arketing Plan
b) To determine the maximum acceptable downtime for critical

systems

3. d) System Shutdown

. b) To identify and address potential issues before a real disaster

strikes

. b) Regular backups
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. State Whether the following Statements are True or False

False
False
False

True

a K L b=

False

. Match the Column

1. B

2. A O
3. E QO'
4. C \06

5. D \,O

MODULE 2: DATA SECURITY AND PRIVACY O\"
SESSION 1:INTRODUCTION TO DATA PRIV@Y ND SECURITY

A.

Fill in the Blanks N
.x®
<

2. unauthorized access (D)S"
3. Alteration %@

4. Imprisonment 0
5. Data Principals %\"

1.data privacy

. Multiple Choic%{éuestions

1. a 'Q
2.d 4@0
3. Co'\,

)
Fe

C.

State whether the following statements are True or False
1. False
2. True
3. False
4. True
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5. True
D. Match the Column

1.D

2. C

3. A

4. B
SESSION 2: IDENTIFYING SECURITY RISKS
A. Fill in the Blanks

1. Security Risks NQ

2. Phishing/Phishing attacks QO
3. Calls or voice messages \06
4. Shadow IT \,O

5. Malware %O\l
B. Multiple Choice Questions @

. A N
C 6(’
= (&

A @

0 0

C. State whether the wing statements are True or False

1. False gé'

2. True
3. Tru @Q

4. F@s,e

&%atch the Column

2. A
3. C
4. E
5. D

S I N
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SESSION 3: SECURITY MEASURES

A.

Fill in the Blanks

1.Firewall

2. Role Based Access Control (RBAC)

3. Cipher text

4. Data backup

5. Two-factor authentication (2FA) b’

<
. Multiple Choice Questions %Q'

l.c “Q
2.¢C Q’O'

3.d e
4. c \/O

5.a Q)
State whether the following statement@r True or False

1. False \,
2. Fal
alse 6'(,

3. True (D)S’
4. False @
S

5. True

. Match the Column%\’

1.C &
2. A Q&(b/
3.B \’@

&

ﬁSSION 4: DATA PROTECTION COMPLIANCE

A.

Fill in the Blanks

1.Data Privacy Regulations

2. Digital Personal Data Protection (DPDP) Act, 2023
3.Security Operations Center

4. immediate
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5. social media
B. Multiple Choice Questions
1.b
2.d
3.a
4.b
C. State whether the following statements are True or False b’

9
1. True %Q’

2. True O
N
3. False Q

4. False \Q
5. True \/O

D. Match the Column

1.B @

2. A N

Ox®
3.D
&6

4. C Q
MODULE 3: REPORTING AN ALYTICS
SESSION 1: DATA MANA@[ NT REPORTING
A. Fill in the Blanks c".o\'

1. Data organiz%&’éﬂ

2.Data sem@'

3.Cust Acquisition Report
4. @rting
ﬁlstomer Segmentation
&Multiple Choice Questions
1.b

C
b

AR
o o
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State whether the following statements are True or False
1. False
2. True
3. False
4. True
5. True

. Match the Column

1.B
2.C

3.D QQ'

4. A <

SESSION 2: EFFECTIVE REPORTS \,O

A.

C.

Fill in the Blanks %O
1.Conciseness @
2. Executive Summary or Abstract

3. The main body

@O\,(bl
4. structure ®(D)S’

5. Pie charts

. Multiple Choice Ques@
X

1.

2. 2 9{&%
3.a Q&(&
4. b Q@
S.c

%le whether the following statements are True or False

Ql. True

2. False
3. True
4. False
5. False
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D. Match the Column

1.D
2.E
3. A
4.C
5.B

SESSION 03: SALES REPORT

A.

Fill in the Blanks

. sales representatives O

1
2. sales planning Q\}'
3. product mix «QQJ
4. total leads expected in that quarter \,O
5. Customer Retention Ratio O\’

%

. Multiple Choice Questions @

o>

2. b) To track team achievements agﬁ rogress

1.c)Employee attendance records

3. b) Lifetime Customer Value (D)S"
4. b) Future Leads and Pro§ ts

5.b) Higher Total Contr lue

. State Whether the@l’lowing Statements are True or False

XU
1. Fal
alse &(g/\
2. True

3. Fals @
4. T@é
~False

atch the Column

E

a s W db =
o ©w o »
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SESSION 4: RECONCILIATION OF REPORTS
A. Fill in the Blanks

1.Reconciliation

2. Fraud

3. Discrepancies

4. Master

5. Standards
B. Multiple Choice Questions

c)Ignoring missing documentation Q
a)Setting realistic sales projections «QQJ
a)Sales data is reported accurately \/O

a kK L b=

b)Correcting errors and analysing past da O\’
C. State Whether the Following Statemen@a e True or False

1. False \,
Ox®
2. True

<
3. False S

4. True §®’
3

5. True
D. Match the Column%\’
1. B L
,(/(D'
2. C Q
3.D @
4. FC’\,

A
@%ULE 4 CONTINUOUS IMPROVEMENT IN DATA HANDLING
SESSION 1: IMPROVEMENT IN DATA HANDLING
A. Fill in the blanks
1. Motorola
2. Masaaki Imai

3. Encoding
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4. Small incremental changes
5. Various sources
B. Multiple Choice Questions

. C

c
.b
b

o1-l>oo[or—t

<
AV
C. True or False «Q
1. T Q’O'
2. T <
3.F &O
4. T

X
O
<

D. Match the Column N
"\,(D'
1. C
x&
2. E Q
3. A @
. S
o
5.D )

SESSION 2: IMPR%ZEMENT STRATEGY

A. Fill in the @'&ks
1. Less @
2. %}ﬁl\/]ap
haring
Q4. Indicate
5. Employee
B. Multiple Choice Questions
1. d

2.d
3.d
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4. c
5.c

C. True or False
1.T
2. T
3.F

S
5T , gQ'
AV
D. Match the Column «Q
1.B Q’O'
2.C <
3.D &O
4.E

X
O
8

SESSION 3: MONITORING AND EVALU. G IMPROVEMENTS

A. Fill in the Blanks 6(’\,
1. Lagging KPIs (D)S’
2. Net profit margin @
3. Customer Acquisiti%éét (CAC)
4. Cycle time %\"
5. Regular revie SV

B. Multiple C]@'&e Questions

1.

» &

2. <*O’\,
7

5. A

C. State whether the following statements are True or False

1. True
2. False
3. True
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4. True
5. True
D. Match the Column
1.D
2. E
3.A
4.B
5.C
SESSION 4: CULTURE OF CONTINUOUS IMPROVEMENT
A. Fill in the Blanks <
1. growth mind-set «QQJ
2. organizational culture \,O

3. Stock Options or Equity Q\/
4. Non-monetary @é

.\'(b.'
b X
2 >
3.c bﬁ

4.B @@

5.c §<&,

S.peer to peer recognition

B. Multiple Choice Questions

D. Match the Column
1.C
2. E
3.A
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4.B
5.D
MODULE S5 COORDINATION WITH OTHER DEPARTMENTS
SESSION 1: INTER DEPARTMENTAL COMMUNICATION
A. Fill in the blanks
1. Google work space
2. Grapevine @b’
3. Zoom . %Q'
4. Effective «()\>
5. Formal Q'O'

B. Multiple Choice Questions \QQJ

o o 9

c N
.d N

<

C. True or False (D)S"
S

2. T
3.F K‘.O@
4. F @%\'

5.T S

D. Match &@glumn
1.EO’\,
%9:0
43D
4.C
5.B

SESSION 2: DATA SHARING
A. Fill in the blanks

S I N

1. Data sharing
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A. Fill i

Collaborate
Growth

Decision making

a & e N

Cost
. Multiple Choice Questions
1.D

2.D @b'
3.C GSC'

4. B «Q
5.C Qo'

. True or False \06

1.F &0

2.T

X
O
3.T %

4. T . ‘b\"
5.F 6\,
. Match the Column Q(b"

1. C

i &

3. E S

4. A L

,(fb'

5. B Q

SESSION TIVITY LOG
%e blanks
el)ime tracking
QQ. Effective logging
3. Compliance in logging practice
4. Audit trail
5. Effective logging

B. Multiple Choice Questions

1.D
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C.

2.D
3.C
4.D
5.D
True or False

1.T

2.F \er'
3.T S

4. T O
5.F QO'

. Match the Column \06

1. E &O
2. A

X
O
<>

4. C

>

5. B 6\,
X0

SESSION 4: RECORDS UPDAT@
A.

Fill in the blanks

S

Maintenance
Identify @\"
Accurate dat%'{&’
Outdate a

a s W b=

5.D
True or False

1.T
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2.F
3.T
4. T
5.T

a kK L b
O w o »

. Match the Column
1.

E
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Glossary

Data Backup — The process of creating a copy of data to prevent data loss in
case of system failure or corruption.

Recovery System - A system designed to restore lost or corrupted data
after a system failure.

Data Recovery Plan — A structured approach to restore lost or dama@d

data to ensure business continuity. 9
Operating System (OS) — A software that manages hardware an%@ftware
resources on a computer. 0

Data Privacy — Protection of personal data from unauthoriZed access and
misuse. NOQJ

Data Security — Measures taken to protect data frog&/@nauthorlzed access,
corruption, or theft. X,

Security Risk - A potential threat th% could compromise the
confidentiality, integrity, or availability of da

Encryption - The process of convesti data into a code to prevent
unauthorized access. 6'(,

Firewall — A security system thdb-monitors and controls incoming and
outgoing network traffic.

Access Control - A meth@ﬂ)f restricting access to data and resources
based on user identity.

Data Breach — Una Q@lzed access or exposure of confidential data.

Compliance - A;{@ng to legal and regulatory standards related to data
protection.

Data Pr g&ion — Safeguarding personal and business data from
corrup@a, and unauthorized access.

Au@l‘rail — A record of all activities and changes related to data and

SQ m access.

Malware — Malicious software designed to damage or disrupt systems.

Phishing — A cyber-attack where an attacker pretends to be a legitimate
entity to steal sensitive information.

Data Management — The practice of organizing, storing, and analyzing data
effectively.
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Report — A structured document that presents data and analysis for
decision-making.

Analytics — The process of examining data patterns to extract meaningful
insights.

Dashboard - A visual representation of key performance indicators (KPIs)
and data metrics.

Business Intelligence (BI) — Tools and techniques used to analyze business
data and improve decision-making.

<

Data Warehouse — A central repository where data from various souxces is
stored and managed. NY
Data Mining — The process of discovering patterns and &ﬁ)s in large
datasets.

<
Real-Time Data - Data that is updated and processg@instantly as it is
collected. \/O
Interdepartmental Communication - The @\c‘hange of information

between different departments within an organization.

Data Sharing - The practice of granting\access to data across different
departments or entities. ’\,(D’

Activity Log — A record of all actiqgé performed on a system, including
logins, data modifications, and a &s attempts.

Records Updation — The prg’%ss of modifying and updating stored data to
reflect current informatiorb

Data Handling - Th@’ocess of collecting, organizing, and maintaining
data. 56,

Improvement ért(ﬁﬁegy — A plan designed to enhance the efficiency and
at

accuracy ofé{ anagement processes.
Short T ihology

o C@perating System

QGI — Business Intelligence
KPI - Key Performance Indicator
SQL - Structured Query Language
XML - Extensible Mark-up Language
CSV - Comma-Separated Values
FTP - File Transfer Protocol
HTTP - Hypertext Transfer Protocol
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VPN - Virtual Private Network

IP - Internet Protocol

Ul - User Interface

API - Application Programming Interface
DBMS - Database Management System
SOP - Standard Operating Procedure
HTTPS - Hypertext Transfer Protocol Secure
AES - Advanced Encryption Standard
DLP — Data Loss Prevention

SSO - Single Sign-On

P2P - Peer-to-Peer

ETL - Extract, Transform, Load
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